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QUESTION NO: 1

Which of the following deployed at an enterprise level will MOST effectively block malicious tracking of user Internet
browsing?

A. Web application firewall (WAF)
B. Website URL blacklisting
C. Domain name system (DNS) sinkhole

D. Desktop antivirus software

ANSWER: A

QUESTION NO: 2

Which of the following describes a user’s “right to be forgotten™?

A. The data is being used to comply with legal obligations or the public interest.
B. The data is no longer required for the purpose originally collected.

C. The individual objects despite legitimate grounds for processing.

D. The individual’s legal residence status has recently changed.

ANSWER: A

QUESTION NO: 3

Of the following, who should be PRIMARILY accountable for creating an organization’s privacy management strategy?
A. Chief data officer (CDO)

B. Privacy steering committee

C. Information security steering committee

D. Chief privacy officer (CPO)
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ANSWER: D

Explanation:

Some organizations, typically those that manage large amounts of personal information related to employees, customers, or
constituents, will employ a chief privacy officer (CPO).

Some organizations have a CPO because applicable regulations such as the Gramm-
Leach-Bliley Act (GLBA) require it. Other regulations such as the Health Information

Portability and Accountability Act (HIPAA), the Fair Credit Reporting Act (FCRA), and the GLBA place a slate of
responsibilities upon an organization that compels them to hire an executive responsible for overseeing compliance.

QUESTION NO: 4

When configuring information systems for the communication and transport of personal data, an organization should:
A. adopt the default vendor specifications.

B. review configuration settings for compliance.

C. implement the least restrictive mode.

D. enable essential capabilities only.

ANSWER: B

Explanation:

Reference: https://www.vonage.com/resources/articles/gdpr-means-customercommunications/

QUESTION NO: 5

Which of the following is the PRIMARY reason to complete a privacy impact assessment (PIA)?
A. To comply with consumer regulatory requirements

B. To establish privacy breach response procedures

C. To classify personal data

D. To understand privacy risks

ANSWER: A
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Explanation:

Reference: https://www.isaca.org/resources/news-and-trends/industry-news/2020/threeways-your-approach-to-privacy-is-at-
risk

QUESTION NO: 6

An organization is developing a wellness smartwatch application and is considering what information should be collected
from the application users. Which of the following is the

MOST legitimate information to collect for business reasons in this situation?
A. Height, weight, and activities

B. Sleep schedule and calorie intake

C. Education and profession

D. Race, age, and gender

ANSWER: B

QUESTION NO: 7

Which of the following is a PRIMARY consideration to protect against privacy violations when utilizing artificial intelligence
(Al) driven business decisions?

A. De-identifying the data to be analyzed
B. Verifying the data subjects have consented to the processing
C. Defining the intended objectives

D. Ensuring proper data sets are used to train the models

ANSWER: B

QUESTION NO: 8

Which of the following is the BEST way to protect the privacy of data stored on a laptop in case of loss or theft?
A. Strong authentication controls

B. Remote wipe

C. Regular backups
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D. Endpoint encryption

ANSWER: B

QUESTION NO: 9

How can an organization BEST ensure its vendors are complying with data privacy requirements defined in their contracts?
A. Review self-attestations of compliance provided by vendor management.

B. Obtain independent assessments of the vendors’ data management processes.

C. Perform penetration tests of the vendors’ data security.

D. Compare contract requirements against vendor deliverables.

ANSWER: D

Explanation:

Reference: https://www.isaca.org/resources/isaca-journal/issues/2019/volume-5/ensuringvendor-compliance-and-thirdparty-
risk-mitigation

QUESTION NO: 10

Which of the following is the MOST important consideration when using advanced data sanitization methods to ensure
privacy data will be unrecoverable?

A. Subject matter expertise
B. Type of media
C. Regulatory compliance requirements

D. Location of data

ANSWER: C

Explanation:

Reference: https://techreset.com/itad-guides/data-sanitization-and-methods/
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