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QUESTION NO: 1

Which of the following techniques mitigates design flaws in the application development process that may contribute to
potential leakage of personal data?

A. User acceptance testing (UAT)
B. Patch management
C. Software hardening

D. Web application firewall (WAF)

ANSWER: A

Explanation:

User acceptance testing (UAT) is the appropriate technique because it validates the application against business and user
requirements before production deployment. When privacy requirements are incorporated into acceptance criteria,
representative users and business stakeholders can exercise real-world workflows involving the collection, display, use,
sharing, retention, and deletion of personal data. This validation can identify unintended data exposure paths, excessive
data collection, inappropriate access behavior, or disclosures that do not align with the intended purpose before the
application is released.

UAT is especially valuable for privacy because many data-leakage risks arise from the way features and business processes
work together rather than from a purely technical defect. Effective acceptance testing should therefore include privacy-
focused scenarios, expected outcomes, authorization boundaries, and evidence that users can complete legitimate tasks
without exposing personal data beyond the defined requirement. Resolving findings during this stage reduces the likelihood
that a design flaw becomes a production privacy incident. This aligns with privacy-by-design practices that embed privacy
requirements throughout the system development life cycle and validate that implemented controls meet those requirements.
See the NIST Privacy Framework and the NIST Security Considerations in the System Development Life Cycle.

QUESTION NO: 2

Which of the following is the PRIMARY benefit of implementing policies and procedures for system hardening?
A. It increases system resiliency.

B. It reduces external threats to data.

C. It reduces exposure of data.

D. It eliminates attack motivation for data.

ANSWER: B

Explanation:

Implementing policies and procedures for system hardening primarily reduces external threats to data by establishing a
repeatable process for securely configuring systems and maintaining those configurations over time. Hardening policies
define required security baselines, such as removing unnecessary services, restricting administrative access, applying
security patches, disabling insecure default settings, and enforcing secure authentication and encryption configurations.
Procedures then make those requirements operational and consistently verifiable across environments.

This disciplined reduction of unnecessary functionality and insecure configuration reduces the attack surface available to
external actors. Fewer exposed services, fewer exploitable weaknesses, and stronger access controls make unauthorized
access to systems—and therefore to the data they process or store—less likely. For privacy engineering, this is an important
technical safeguard because data protection depends not only on stated governance requirements but also on secure
implementation of the infrastructure handling personal information.

NIST describes secure configuration management as a means to establish and maintain secure system settings, while its
guidance on system hardening emphasizes minimizing vulnerabilities through secure configurations. See NIST SP 800-70
Rev. 4 and CISA guidance on securing network infrastructure devices.
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QUESTION NO: 3

Which of the following deployed at an enterprise level will MOST effectively block malicious tracking of user Internet
browsing?

A. Web application firewall (WAF)
B. Website URL blacklisting
C. Domain name system (DNS) sinkhole

D. Desktop antivirus software

ANSWER: C

Explanation:

Domain name system (DNS) sinkhole is the most effective enterprise-level control for this purpose because it prevents
managed devices from resolving or reaching known malicious tracking domains. When a browser, embedded script, browser
extension, or malware attempts to contact a domain associated with unauthorized tracking, the organization’s DNS
infrastructure can identify that domain through threat-intelligence or policy block lists and return a controlled response rather
than the tracker’s legitimate address. This stops the outbound connection before browsing information, identifiers, or
telemetry can be transmitted to the malicious destination.

DNS controls are centrally managed and apply broadly to enterprise endpoints that use the organization’s DNS resolvers,
making them scalable without relying on each user to recognize or avoid a tracking destination. They can also produce
useful security and privacy telemetry, such as attempted connections to blocked tracking infrastructure, which supports
investigation and ongoing tuning of protective policies. CISA describes Protective DNS as a capability that blocks access to
known malicious domains and helps prevent communications with malicious infrastructure. NIST likewise identifies DNS
protection as an important mechanism for reducing threats associated with harmful DNS resolutions. See CISA Protective
DNS Services and NIST SP 800-81 Rev. 3, Secure Domain Name System Deployment Guide.

QUESTION NO: 4

An organization wants to ensure that endpoints are protected in line with the privacy policy.
Which of the following should be the FIRST consideration?

A. Detecting malicious access through endpoints

B. Implementing network traffic filtering on endpoint devices

C. Managing remote access and control

D. Hardening the operating systems of endpoint devices

ANSWER: D

Explanation:

Hardening the operating systems of endpoint devices is the first consideration because the operating system is the
foundational layer on which endpoint applications, identities, network services, storage, and security controls depend.
Privacy-policy requirements for protecting personal data need to be translated into a secure baseline configuration before
deploying more specialized controls. Hardening establishes that baseline by removing or disabling unnecessary services and
software, applying current patches, enforcing secure configuration settings, restricting privileged access, enabling
appropriate logging, and using endpoint encryption and anti-malware capabilities where required. These measures reduce
the endpoint attack surface and help prevent unauthorized access to personal data at rest or in use. A consistent, managed
operating-system baseline also gives the organization a reliable basis for monitoring, access management, and network
protections across all endpoints. NIST describes system hardening as securing operating systems and services through
configuration and maintenance practices in its Guide to General Server Security. CISA likewise emphasizes secure
configuration and prompt patching as core endpoint defensive practices in its Secure Our World guidance.
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QUESTION NO: 5

Which of the following should be used to address data kept beyond its intended lifespan?
A. Data minimization

B. Data anonymization

C. Data security

D. Data normalization

E. Data retention policy

ANSWER: E

Explanation:

Data retention policy is correct because it establishes documented requirements for how long personal data may be
retained, the business or legal basis for that retention period, and the secure disposition action required when the period
ends. Addressing data that remains beyond its intended lifespan requires an operational retention schedule and disposal
process, rather than merely identifying that the data is excessive. The policy should assign ownership, apply retention
periods by record and data category, support legal-hold exceptions where appropriate, and require deletion, destruction, or
irreversible anonymization once retention is no longer necessary. This directly implements the storage-limitation principle:
personal data should be retained in identifiable form no longer than necessary for the purposes for which it was collected or
otherwise processed. Routine review and automated lifecycle controls can help ensure the policy is consistently enforced
across production systems, backups, archives, and third-party processors. The UK Information Commissioner’s Office
describes storage limitation and the need for organizations to establish retention periods in its storage limitation guidance.
The related GDPR requirement is set out in Article 5(1)(e) of the GDPR.

QUESTION NO: 6

A cloud service provider proposes to add a subcontractor that will access personal data for technical support. Which of the
following is the MOST important action for the organization?

A. Assess and authorize the proposed subprocessor before personal data is shared.
B. Require the provider to use the same cloud platform.
C. Increase the organization’s cyber insurance coverage.

D. Permit access after the first annual vendor audit.

ANSWER: A

Explanation:

Assess and authorize the proposed subprocessor before personal data is shared. is the most important action
because the new subcontractor introduces another party into the personal-data processing chain. The organization must
understand the subprocessor’s role, access requirements, processing location, security measures, confidentiality
commitments, and ability to meet contractual and regulatory obligations before authorizing access.

The primary provider should remain accountable for ensuring that its subprocessors are bound by equivalent data-protection
obligations. The organization should also evaluate whether the change affects transfer mechanisms, data flows, risk
assessments, and records of processing. Under GDPR Article 28, a processor may not engage another processor without
prior specific or general written authorization from the controller. See GDPR, Article 28 and the European Data Protection
Board controller-processor guidelines.

QUESTION NO: 7
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Which of the following protocols BEST protects end-to-end communication of personal data?
A. Transmission Control Protocol (TCP)

B. Transport Layer Security Protocol (TLS)

C. Secure File Transfer Protocol (SFTP)

D. Hypertext Transfer Protocol (HTTP)

ANSWER: B

Explanation:

Transport Layer Security Protocol (TLS) is the best answer because it is the standard protocol for protecting personal data
while it is transmitted between communicating endpoints over a network. TLS authenticates the server, negotiates
cryptographic parameters, and encrypts the application data carried in the connection. Its integrity protections also enable
each endpoint to detect whether protected data has been altered in transit. When implemented with current protocol
versions, strong cipher suites, and sound certificate validation, TLS provides a broadly applicable security foundation for web
applications, APIs, email transport, and many other services that exchange personal data.

For privacy engineering, encryption in transit is an important technical measure because it reduces the risk that unauthorized
parties can read or manipulate personal data traversing untrusted networks. TLS is designed to protect the communication
channel itself, rather than only a particular application function, making it the most suitable choice for general end-to-end
communication protection in this scenario. The UK Information Commissioner’s Office discusses encryption as an
appropriate safeguard for personal data transfers, and the IETF TLS specification defines the protocol’s authenticated
encryption and integrity objectives. See the ICO guidance on encryption and RFC 8446: TLS 1.3.

QUESTION NO: 8

An organization intends to use customer contact information collected for order fulfilment to market an unrelated financial
product. Which of the following should be done FIRST?

A. Assess whether the new use is compatible with the original collection purpose.
B. Encrypt the customer contact information.
C. Extend the retention period for all customer records.

D. Send the marketing campaign to a limited customer group.

ANSWER: A

Explanation:

Assess whether the new use is compatible with the original collection purpose. is the appropriate first action because
using personal data for an unrelated marketing activity represents a proposed secondary use. The organization must
determine whether the new purpose is compatible with the original purpose, whether a new lawful basis is required, and
whether the existing privacy notice adequately informs individuals of the intended processing.

If the proposed use is not compatible, the organization should not proceed merely because it already possesses the data. It
may need to identify a separate lawful basis, provide updated notice, and obtain consent where consent is required. This
analysis supports purpose limitation and transparency before the marketing process is designed or activated. See GDPR
Article 5 and the ICO guidance on purpose limitation.

QUESTION NO: 9

Which of the following describes a user’s “right to be forgotten™?

A. The data is being used to comply with legal obligations or the public interest.
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B. The data is no longer required for the purpose originally collected.
C. The individual objects despite legitimate grounds for processing.

D. The individual’s legal residence status has recently changed.

ANSWER: B

Explanation:

The data is no longer required for the purpose originally collected. This describes a principal basis for the right to erasure,
often called the “right to be forgotten.” Under Article 17 of the General Data Protection Regulation, an individual may obtain
deletion of personal data without undue delay when the data is no longer necessary in relation to the purposes for which it
was collected or otherwise processed. This requirement supports purpose limitation and storage limitation: an organization
should retain identifiable information only for as long as there is a valid, documented business or legal purpose for doing so.

In practice, an organization should define retention periods, identify data that has reached the end of its necessary lifecycle,
and have processes to erase or irreversibly anonymize that information when an erasure request is valid. The right is not an
automatic requirement to erase every record immediately; controllers must evaluate the applicable processing purpose,
retention schedule, and any continuing legal basis. Nevertheless, lack of ongoing necessity for the original collection purpose
is an explicit and central condition supporting an erasure request. See GDPR Atrticle 17 and the EDPB guide to data-subject

rights.

QUESTION NO: 10

Which of the following is the BEST control to secure application programming interfaces
(APIs) that may contain personal information?

A. Encrypting APIs with the organization’s private key

B. Requiring nondisclosure agreements (NDAs) when sharing APIs

C. Restricting access to authorized users

D. Sharing only digitally signed APls

ANSWER: C

Explanation:

Restricting access to authorized users is the best control because APls that process or expose personal information must
enforce access control at the point where requests are made. Strong authentication establishes the identity of the calling
user, service, or application, while authorization ensures that the authenticated identity can access only the specific API
operations and data appropriate to its role, purpose, and permissions. This directly supports privacy principles such as data
minimization, purpose limitation, and confidentiality by preventing unauthorized parties from retrieving, altering, or disclosing
personal information through an API endpoint.

In practice, this control should be implemented using mechanisms such as short-lived access tokens, OAuth 2.0 or OpenID
Connect where appropriate, least-privilege scopes, role- or attribute-based authorization, and server-side validation of every
request. Authorization decisions should be made consistently for each API call rather than relying solely on a client
application’s interface. Logging access attempts and monitoring for anomalous use further strengthens the control and
supports accountability. The OWASP API Security Top 10 identifies broken object-level authorization as a significant API
risk, reinforcing the importance of robust authorization checks. See the OWASP API Security Project and the NIST Zero
Trust Architecture.

QUESTION NO: 11

Which party should data subject contact FIRST if they believe their personal information has been collected and used
without consent?
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A. Privacy rights advocate
B. Outside privacy counsel
C. Data protection authorities

D. The organization’s chief privacy officer (CPO)

ANSWER: D

Explanation:

The organization’s chief privacy officer (CPO) is the best first point of contact because the organization that collected and
used the personal information is responsible for receiving, assessing, and responding to the data subject’s privacy concern.
A CPO, privacy office, or designated privacy contact can identify the relevant processing activity, verify the organization’s
lawful basis and consent records, coordinate any necessary remediation, and facilitate the individual’s exercise of applicable
privacy rights. This direct engagement also gives the organization an opportunity to address the concern promptly, such as
by correcting records, stopping inappropriate processing, or providing information about how the data was collected and
used.

Privacy frameworks commonly require controllers to provide transparent, accessible channels for individuals to make
requests and raise concerns. Under the GDPR, the controller must facilitate the exercise of data-subject rights and respond
to requests without undue delay. The GDPR also recognizes a right to lodge a complaint with a supervisory authority, but
contacting the organization’s privacy function first is the appropriate initial operational path for resolving the issue. See
GDPR Atrticle 12 at EUR-Lex and the European Commission’s overview of individual data-protection rights at European
Commission.

QUESTION NO: 12

When configuring information systems for the communication and transport of personal data, an organization should:
A. adopt the default vendor specifications.

B. review configuration settings for compliance.

C. implement the least restrictive mode.

D. enable essential capabilities only.

ANSWER: B

Explanation:

review configuration settings for compliance. Configuration directly affects whether personal data is protected
appropriately during transmission and use. An organization should assess settings against applicable privacy requirements,
its documented processing purposes, and security policies before deployment and whenever systems or regulations change.
This review should verify that relevant protections—such as appropriate authentication, authorization, encryption in transit,
logging, retention-related settings, and secure interfaces—are configured in a way that supports lawful, transparent, and
secure processing.

This approach reflects data protection by design and by default: technical and organizational measures must be integrated
into processing activities rather than assumed to be adequate merely because they are product defaults. It also supports the
security-of-processing obligation by ensuring safeguards are selected and configured in consideration of the risks to
individuals’ rights and freedoms. Configuration review should be documented, incorporated into change management, and
informed by periodic testing or assurance activities, so that compliance remains effective as the environment evolves. The
GDPR describes data-protection-by-design obligations in Article 25 and security-of-processing requirements in Article 32.

QUESTION NO: 13

Which of the following MOST effectively protects against the use of a network sniffer?
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A. Network segmentation
B. Transport layer encryption
C. An intrusion detection system (IDS)

D. A honeypot environment

ANSWER: B

Explanation:

Transport layer encryption most effectively protects communications from network sniffing because a sniffer can capture
packets in transit but cannot feasibly read the protected payload without access to the cryptographic keys. When Transport
Layer Security is properly configured, it provides confidentiality for data exchanged between endpoints and also helps
authenticate the intended server. As a result, sensitive information such as credentials, session tokens, personal data, and
application requests remains unintelligible if intercepted on a wired or wireless network.

For this protection to be effective, encryption must be applied end to end for the relevant connection, modern protocol
versions and strong cipher suites should be used, and certificate validation must be enforced. Privacy engineers should
ensure that systems use secure HTTPS or other appropriately encrypted transport protocols wherever personal data
traverses networks, including between internal services where network exposure or administrative access cannot be
assumed trustworthy. NIST describes Transport Layer Security as a mechanism for protecting the confidentiality and
integrity of data in transit in NIST SP 800-52 Rev. 2. Additional practical guidance on deploying HTTPS is available from the
Cybersecurity and Infrastructure Security Agency.

QUESTION NO: 14

Which of the following poses the GREATEST privacy risk for client-side application processing?
A. Failure of a firewall protecting the company network

B. An employee loading personal information on a company laptop

C. A remote employee placing communication software on a company server

D. A distributed denial of service attack (DDoS) on the company network

ANSWER: B

Explanation:

An employee loading personal information on a company laptop poses the greatest privacy risk because client-side
processing occurs on the endpoint device used by the individual employee. Placing personal information on that laptop
creates a direct risk that the information could be exposed if the device is lost, stolen, accessed by an unauthorized local
user, synchronized to an unapproved service, or retained beyond the legitimate business need. The organization must
therefore apply privacy-by-design controls at the endpoint, including data minimization, approved storage locations, strong
authentication, encryption, endpoint management, and secure deletion or retention controls.

Privacy risk is especially significant when personal information is copied to a client device because the organization may
have less centralized visibility and control over local files, cached data, downloads, and removable-media use. NIST’s
guidance on enterprise mobile-device security emphasizes centrally managing devices and protecting data stored on them,
including through encryption and access controls. These practices support the accountability and security safeguards
expected when processing personal information. See NIST SP 800-124 Rev. 2 and the ICO guide to data security.
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