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QUESTION NO: 1

Which three pieces of information does FortiGate use to identify the hostname of the SSL server when SSL certificate
inspection is enabled? (Choose three.)

A. The subject field in the server certificate

B. The serial number in the server certificate

C. The server name indication (SNI) extension in the client hello message
D. The subject alternative name (SAN) field in the server certificate

E. The host field in the HTTP header

ANSWER: BD E

Explanation:

Reference: https://checkthefirewall.com/blogs/fortinet/ssl-inspection

QUESTION NO: 2

Which two inspection modes can you use to configure a firewall policy on a profile-based next-generation firewall (NGFW)?
(Choose two.)

A. Proxy-based inspection
B. Certificate inspection
C. Flow-based inspection

D. Full Content inspection
ANSWER: AC

QUESTION NO: 3

What devices form the core of the security fabric?

A. Two FortiGate devices and one FortiManager device
B. One FortiGate device and one FortiManager device

C. Two FortiGate devices and one FortiAnalyzer device
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D. One FortiGate device and one FortiAnalyzer device

ANSWER: C

Explanation:

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/425100/components

QUESTION NO: 4
Refer to the exhibit.
Exhibit A

[ Dutgo'ing Interfaces

O Manual (") Best Quality
Manually assign outgoing interfaces. The interface with the best measured
performance is selected.

() Lowest Cost (SLA) () Maximize Bandwidth (SLA)
The interface that meets SLA targetsis Traffic is load balanced among
selected. When there is a tie, the interfaces that meet SLA targets.

interface with the lowest assigned
cost s selected.

Interface preference portl x |
port2 x
port3 x
portd x |
-
Measured SLA 5LA_1 - .
Quality criteria Latency - |
Status R AELIER © Disable i

Exhibit B

The exhibit contains the configuration for an SD-WAN Performance SLA, as well as the output of diagnose sys virtual-wan-
link health-check.

Which interface will be selected as an outgoing interface?
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A. port2
B. port1
C. port3

D. port4

ANSWER: B

Explanation:

Port 1 shows the lowest latency.

QUESTION NO: 5

Which feature in the Security Fabric takes one or more actions based on event triggers?
A. Security Rating

B. Fabric Connectors

C. Automation Stitches

D. Logical Topology

ANSWER: C

Explanation:

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/28697 3/fortinet-security-fabric

QUESTION NO: 6

If Internet Service is already selected as Destination in a firewall policy, which other configuration objects can be selected to
the Destination field of a firewall policy?

A. User or User Group
B. IP address
C. No other object can be added

D. FQDN address

ANSWER: B

Explanation:
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Reference: https://docs.fortinet.com/document/fortigate/6.2.5/cookbook/179236/using-internet-service-in-policy

QUESTION NO: 7

Which three options are the remote log storage options you can configure on FortiGate? (Choose three.)
A. FortiSIEM

B. FortiCloud

C. FortiCache

D. FortiSandbox

E. FortiAnalyzer
ANSWER: ABE

QUESTION NO: 8

Which two statements are true about the FGCP protocol? (Choose two.)
A. Is used to discover FortiGate devices in different HA groups

B. Not used when FortiGate is in Transparent mode

C. Runs only over the heartbeat links

D. Elects the primary FortiGate device
ANSWER: CD

QUESTION NO: 9

Which Security rating scorecard helps identify configuration weakness and best practice violations in your network?
A. Fabric Coverage

B. Automated Response

C. Security Posture

D. Optimization

ANSWER: C
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Explanation:

Reference: https://www.fortinet.com/content/dam/fortinet/assets/support/fortinet-recommended-security-best-practices.pdf

QUESTION NO: 10

Refer to the exhibit.

Name Type - IP/Netmask VLAN ID

] 8 Physical Interface @
- =i port1 ™ Physical Interface  10.200.1.1/255.255.255.0
+  @porti-vian10 @ VLAN 10.1.10.1/255.2552550 10
+ @portimviant @VLAN 10.200.5.1/255.255.255.0 1

= port10 ™ Physical Interface  10.0.11.1/255.255.255.0
- ™ PhysicalInterface  10.200.2.1/255.255.255.0
. + aport2-vian1i0 & VLAN 10.0.10.1/255.2552550 10
. + @port2vianl @ VLAN 10.05.1/255.2552550 1

Given the interfaces shown in the exhibit, which two statements are true? (Choose two.)
A. Traffic between port2 and port2-vlan1 is allowed by default.

B. port1-vlan10 and port2-vlan10 are part of the same broadcast domain.

C. port1 is a native VLAN.

D. port1-vlan1 and port2-vlan1 can be assigned in the same VDOM or to different VDOMs.

ANSWER: AD
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