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QUESTION NO: 1

You have an Azure Stack Hub integrated system.

You obtain replacement external certificates for the integrated system.

You need to prepare the certificates for the external certificate rotation process.
Which certificate format should you use?

A. A password-protected PFX file that includes the private key

B. A CER file that contains the public certificate

C. A certificate signing request (CSR) file

D. A PEM file that contains only the root certificate

ANSWER: A

Explanation:

A password-protected PFX file that includes the private key is required for Azure Stack Hub external certificate rotation. The
PFX package must also include the required certificate chain so that Azure Stack Hub infrastructure services can validate
and use the replacement certificate.

A CER file contains only the public certificate and does not include the private key required to bind the certificate to Azure
Stack Hub endpoints. PEM files and certificate signing requests are also not the required input format for the secret-rotation
workflow.

For more information, see PKI certificate requirements for Azure Stack Hub and Rotate secrets in Azure Stack Hub.

QUESTION NO: 2

You have a connected Azure Stack Hub integrated system.
You deploy an Operator Access Workstation (OAW).

You need to sign in to the OAW.

Which account should you use?

A. AdminUser

B. AzureStackAdmin

C. CloudAdmin

D. GUser

ANSWER: A

Explanation:

AdminUser is the account used to sign in to an Operator Access Workstation. The OAW is a hardened, dedicated
administrative virtual machine used by Azure Stack Hub operators to perform privileged infrastructure-management
activities. As part of the OAW configuration, its local built-in Administrator account is renamed to AdminUser. Therefore, an
operator signs in by using the AdminUser credentials that were established for the OAW.

The OAW applies a local user-account policy intended to protect this privileged management endpoint. This includes a

minimum password length of 14 characters, enabled password complexity, a minimum password age of one day, and a
maximum password age of 42 days. These settings apply to the local account used for OAW administration and reinforce the
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requirement to manage its credentials carefully. The connected status of the Azure Stack Hub integrated system does not
change the designated local OAW sign-in account.

Microsoft documents the OAW account policy, including that the built-in Administrator username is AdminUser, in Operator
access workstation in Azure Stack Hub. Additional operational guidance is available in the Azure Stack Hub operator
documentation.

QUESTION NO: 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in
the review screen.

You have an Azure Stack Hub integrated system that connects to the Internet.

You need to update the Azure Event Hubs service.

Solution: From a privileged endpoint (PEP) session, you run the Install-AzsUpdate cmdlet.
Does this meet the goal?

A. Yes

B. No

ANSWER: A

Explanation:

Yes. Install-AzsUpdate is the supported PowerShell cmdlet for installing an available Azure Stack Hub update from a
privileged endpoint session. Azure Stack Hub update packages can include updates for platform components and installed
resource providers, including Azure Event Hubs. On an internet-connected integrated system, update content can be
obtained through the connected update process and made available for installation. An operator can then connect to the
privileged endpoint using an appropriately authorized account and run Install-AzsUpdate to start the update installation
workflow.

The cmdlet invokes Azure Stack Hub’s orchestrated update process rather than attempting to update Event Hubs hosts or
resource-provider components manually. That process performs the necessary validation, sequencing, health monitoring,
and servicing actions across the stamp. The operator should ensure that the intended update package is available and that
the environment meets the applicable update prerequisites before initiating installation. Microsoft documents PowerShell
installation through the privileged endpoint as a supported method for applying Azure Stack Hub updates. See Apply
updates in Azure Stack Hub and Manage updates for Azure Stack Hub.

QUESTION NO: 4

You have a connected Azure Stack Hub integrated system.

You plan to deploy Azure Site Recovery to the integrated system.

Which two scenarios will be supported? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. fallback to Azure

B. fallback to Azure Stack Hub

C. failover to Azure Stack HCI
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D. failover to Azure

E. failover to Azure Stack Hub

ANSWER: AD

Explanation:

Azure Site Recovery can protect supported workloads running on a connected Azure Stack Hub integrated system by
replicating them to Azure. Azure acts as the recovery location, allowing an organization to use Azure as the alternate
environment when the Azure Stack Hub environment or its hosted workloads are unavailable. Therefore, fallback to Azure
is supported because the recovery strategy uses Azure as the destination environment for restored or activated workloads.

Failover to Azure is also supported. Azure Site Recovery continuously replicates the protected virtual machine data to
Azure according to the configured replication policy. During a planned or unplanned recovery event, the administrator can
initiate a failover and bring up the replicated workload in Azure. This provides the disaster-recovery capability needed to
maintain application availability when the on-premises Azure Stack Hub environment cannot host the workload.

This protection model relies on the connected nature of the integrated system: Azure Site Recovery uses Azure services,
including a Recovery Services vault, to coordinate replication and recovery. The Azure Stack Hub documentation describes
Azure as the supported Site Recovery destination for Azure Stack Hub virtual machines. See Azure Site Recovery for Azure
Stack Hub and the Azure Site Recovery overview.

QUESTION NO: 5 - (DRAG DROP)
You have a corrected Azure Stack Hub integrated system.
You need to query the health status of the Key Vault resource provider by using PowerShell

Which three actions should you perform in sequence? To answer move the appropriate actions from the list of actions to the
answer area and arrange them in the correct order.

Al Ampmer koad
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ANSWER:
P ] degmpr Loua
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(o ©
Explanation:

Querying the Key Vault resource provider’s health is an Azure Stack Hub administrative operation, so the PowerShell
session must first connect to the Azure Resource Manager administrator endpoint of the Azure Stack Hub integrated system.
This establishes the correct administrative context and authorizes the session to access operator-level fabric and resource-
provider information. The administrator endpoint is the appropriate management surface for health monitoring because
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resource-provider status is maintained as part of the Azure Stack Hub infrastructure rather than as an individual tenant
subscription workload.

After the administrative connection is established, importing the Azs.Fabric.Admin module loads the Azure Stack Hub
fabric administration cmdlets into the current PowerShell session. This module contains the commands used by an operator
to inspect fabric-level state and resource-provider health. Loading it before executing the health query ensures that the
required command is recognized and has the correct Azure Stack Hub administrative context.

Finally, Get-AzsRPHealth queries the health state of resource providers, including the Key Vault resource provider. Its
output enables the operator to identify the provider’'s current health and investigate any reported state through the supported
Azure Stack Hub administrative tooling. This sequence follows the Azure Stack Hub operational model: connect as an
administrator, load the relevant administrative module, and run the resource-provider health query. Microsoft's Azure Stack
Hub documentation for installing and using PowerShell for Azure Stack Hub and the Get-AzsRPHealth cmdlet reference
describe this administrative PowerShell approach.

QUESTION NO: 6

You have an Azure Stack Hub integrated system that connects to the Internet.
You are migrating several Hyper-V workloads to Azure Stack Hub. Billing for the workloads is consumption-based.
You need to predict the ongoing Microsoft subscription charges for the workloads.

You run an Azure Migrate assessment and receive the output shown in the following table.

Server name Cores | Memory | OSname | Disk | Network | Disk1read | Disk 1 write
(in MB) 1 size | throughput ops ops
(In (MB per (operations | (operations
GB) second) per second) | per second)
V001 corp.contoso.com | 4 4096 Windows 128 10 200 299
Server 2016
(64-bit)
VMOD02 corp.contoso.com | 4 4006 Windows 128 15 200 209
Server 2016
(G4-bit)
VYMOO3 corp.contoso.com | 4 4096 Windows 128 130 200 299
Server 2016
(G4 -bat)
VY004 corp.contoso.com | 4 4096 Whindows 128 120 200 299
Server 2016
(64-bit)
VY005 . corp contoso.com | 4 4096 Windows 128 | 4 200 299
Server 2016
(64-bit)
VMOO06. corp.contoso.com | 4 4096 Windows 128 12 200 299
Server 2016
(G4-bit)
VMOOT corp.contoso.com | 4 4096 Windows 128 129 200 299
Server 2016
{(G4-bit)
WYMOO08 corp.contoso.com | 4 4096 Windows 128 300 200 299
Sarver 2016
(G4-bit)
VYMO009 corp.contoso.com | 4 4096 Red Hat 128 8 200 299
Enterprise |
Linux
(RHEL) 7 1
VMO10.corp.contoso.com | 4 4096 Oracle 128 100 200 299
Linux 7

The values from which three columns affect the ongoing Microsoft subscription charges? Each correct answer presents a
complete solution.
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NOTE: Each correct selection is worth one point.
A. Disk 1 size (In GB)

B. Network throughput (MB per second)

C. Cores

D. Memory (In MB)

E. Disk 1 read ops (operations per second)

F. Disk 1 write ops (operations per second)

G. OS name

ANSWER: AC G

Explanation:

For consumption-based Azure Stack Hub billing, Disk 1 size (In GB), Cores, and OS name provide the assessment values
needed to estimate the relevant Microsoft subscription charges. Storage usage is metered by the amount of storage capacity
provisioned and consumed over time, so the disk size is an essential input when estimating persistent-storage charges for a
migrated virtual machine. Virtual-machine compute usage is metered according to the number of virtual CPU cores and the
duration for which the VM runs; therefore, the core count directly affects the compute portion of the estimate.

The operating system also matters because Azure Stack Hub usage reporting and pricing distinguish operating-system
software usage, particularly Windows Server workloads, from workloads that do not incur the same Windows Server
software charge. An Azure Migrate assessment's OS identification helps determine which applicable VM software meter and
rate should be used alongside the compute allocation. Together, the selected fields let an administrator estimate VM
compute, operating-system software usage where applicable, and storage capacity charges for the ongoing migrated
workload. Microsoft describes Azure Stack Hub usage reporting and billing concepts in its usage and billing FAQ; applicable
meter categories and rates can be reviewed on the Azure Stack Hub pricing page.

QUESTION NO: 7

You have 20 computers that run Linux.
You deploy a disconnected Azure Stack Hub integrated system.

You need to ensure that users on the Linux computers can manage their Azure Stack Hub resources by using Azure
Command-Line Interface (CLI).

What should you do first?

A. Request a new certificate for the integrated system.

B. For each Linux computer, request a certificate from the integrated system.
C. Export the root certificate of the integrated system as a P7B file.

D. Export the root certificate of the integrated system as a CER file.

ANSWER: D

Explanation:

Export the root certificate of the integrated system as a CER file. Azure CLI clients must trust the certificate authority that
issued the Azure Stack Hub endpoints’ TLS certificates. This is particularly important for a disconnected deployment,
because the Linux computers cannot rely on an internet-connected public certificate-validation path and must be explicitly
configured to trust the Azure Stack Hub certificate authority. The required initial action is to obtain the Azure Stack Hub CA
root certificate from the integrated system. Microsoft's documented process exports this certificate as a . cer file and, when
needed for a Linux client, converts it to PEM format before installing it in the operating system’s trusted CA store. Once the
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root certificate is trusted, users can install and configure the appropriate Azure CLI version/profile, register the Azure Stack
Hub environment, and authenticate to manage resources. Exporting the certificate is therefore the prerequisite that
establishes secure HTTPS communication between Azure CLI and the Azure Stack Hub resource-management endpoints.
See Microsoft’s guidance for installing and configuring Azure CLI for Azure Stack Hub and the Azure Stack Hub
documentation on root certificate requirements.

QUESTION NO: 8

You have an Azure Stack Hub integrated system.

You need to make a new collection of services available for self-service subscriptions.
Which three actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Create a plan.

B. Add services and quotas to the plan.

C. Create a public offer that includes the plan.

D. Create a resource group in the default provider subscription.

E. Create a virtual network in each user subscription.

ANSWER: ABC

Explanation:

To make services available through self-service subscriptions, create a plan, add the required services and quotas to the
plan, and create a public offer that contains the plan. A plan defines the service quotas available to a subscription. An offer
packages one or more plans and defines how users can obtain subscriptions.

After an offer is made public, users can view it in the Azure Stack Hub user portal and create subscriptions, subject to the
configured quotas. Resource groups and virtual networks are tenant resources that users can create after they have a
subscription; they do not make services available through an offer. For more information, see Create plans in Azure Stack
Hub and Create offers in Azure Stack Hub.

QUESTION NO: 9

You need to implement the management app. The solution must meet the technical requirements.
What should you use?

A. a PowerShell session to litwareinc.com

B. a browser session to litwareinc.com

C. a PowerShell remoting session to the PEP

D. a browser session to the administrator portal

ANSWER: D

Explanation:

Use a browser session to the administrator portal. Azure Stack Hub provides web-based portals for interacting with the
integrated system, and the administrator portal is the appropriate management interface for cloud operators. It provides the
graphical management experience needed to administer the Azure Stack Hub environment, including viewing and managing
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infrastructure-related resources, offers, plans, quotas, subscriptions, and delegated-provider resources, according to the
permissions assigned to the operator account.

The administrator portal is accessed through a web browser at the Azure Stack Hub admin portal endpoint. This makes a
browser session the appropriate way to implement a management application when the requirement is to provide portal-
based administrative access. Microsoft distinguishes this administrative experience from tenant-facing portal access:
administrators use the administrator portal to operate the Azure Stack Hub service, whereas users and tenants consume
services through the tenant portal. The Azure Stack Hub documentation describes the administrator portal as the portal used
to manage Azure Stack Hub and its resources. For details on portal access and the management experiences available in
Azure Stack Hub, see Manage Azure Stack Hub portals and Monitor Azure Stack Hub health and alerts.

QUESTION NO: 10

You have a connected Azure Stack Hub integrated system.

You need to offer users the Azure Kubernetes Service (AKS) engine for production workloads. Which three actions should
you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Add an AKS base image to Azure Stack Hub Marketplace.

B. Add a Docker extension to Azure Stack Hub Marketplace.

C. From the Azure Active Directory admin center, create a service principal.
D. Add an ubuntu Server image to Azure Stack Hub Marketplace.

E. Add a custom script extension to Azure Stack Hub Marketplace.

F. From the Azure Active Directory admin center, create a user-assigned managed identify.

ANSWER:CDE

Explanation:

To prepare Azure Stack Hub for AKS engine deployments, create a service principal in Azure Active Directory, add an
Ubuntu Server image to the Azure Stack Hub Marketplace, and add a custom script extension to the Azure Stack Hub
Marketplace. AKS engine uses an Azure Resource Manager template to provision the cluster infrastructure, and the service
principal supplies the identity and permissions that the deployment needs to create and manage Azure Stack Hub resources.
The service principal credentials are provided as part of the cluster deployment configuration.

The Ubuntu Server Marketplace image is the operating-system image used for the Kubernetes cluster virtual machines. It
must be available to the tenant subscription through Azure Stack Hub Marketplace before users can deploy the AKS engine
template. The Custom Script Extension for Linux is also required because the deployment uses it to run post-provisioning
scripts on the virtual machines. Those scripts install and configure Kubernetes components and complete node
configuration. These prerequisites ensure that both the VM image and the deployment-time configuration mechanism are
available in the Azure Stack Hub environment. See AKS engine on Azure Stack Hub and download Marketplace items for
Azure Stack Hub.

QUESTION NO: 11

You have an Azure Stack Hub integrated system.

You need to add GPUs to the integrated system. The solution must minimize downtime of the existing Azure Stack Hub
workloads.

Which PowerShell cmdlet should you run first?
A. Stop-AzureStack

B. Reset-DatacenterintegrationConfiguration
C. Restart-AzsInfrastructureRolelnstance
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D. Disable-AzsScaleUnitNode

ANSWER: A

Explanation:

Stop-AzureStack is the cmdlet to run first when adding or upgrading GPUs in an Azure Stack Hub integrated system.
GPU hardware installation requires the Azure Stack Hub system to be stopped so that the physical nodes can be safely
powered down before the OEM-directed hardware work is performed. Before issuing the command, the operator should
prepare tenant workloads for the planned outage, including gracefully shutting down or otherwise protecting applications as
appropriate. The cmdlet is run from a privileged endpoint (PEP) session that has network access to the ERCS virtual
machines. Azure Stack Hub then performs its controlled shutdown sequence and powers off the physical nodes. After
confirming that all nodes are off through the hardware vendor's management interface, the GPUs can be installed or
upgraded according to the validated hardware procedure. This controlled process protects the integrated system during the
hardware change and ensures workloads experience a planned, minimized interruption rather than an uncoordinated
outage. Microsoft's GPU capacity guidance explicitly identifies stopping Azure Stack Hub as the required initial operational
action for adding GPUs to an existing node. See Manage GPU capacity in Azure Stack Hub and Start and stop Azure Stack
Hub.

QUESTION NO: 12 - (HOTSPOT)

HOTSPOT

You have an Azure Stack Hub integrated system.

You need to update the integrated system to use a non-Windows NTP service that has a host name of ntp1.contoso.com.
How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

W —TimsServer W -resync
Get-AzS TimeSource "ntp1.contoso.com”
Reset-DatacenterintegrationConfiguration "ntp1.contosc.com,0x0"
Set-AzsTimeSource “ntp1.contoso.com,0x8"
Set-Culture
Set-Telemetry
Set-TimeZone

ANSWER:

Answer Area

W -TimeServer W -—resync
Get-AzSTimeSource "ntp1.contoso.com”
Reset-DatacenterintegrationConfiguration "ntp1.contoso.com,0x0"
Set-AzsTimeSource “ntp1.contoso.com,0x8"
Set-Culture
Set-Telemetry
Set-TimeZone

Explanation:
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Use Set-AzSTimeSource and specify "ntp1.contoso.com,0x8" for the time server. This cmdlet changes the time source
used by an Azure Stack Hub integrated system. Because the specified source is a non-Windows NTP service, the server
name must include the 0x8 suffix. That value configures the Windows Time service to use the target as an NTP client
source, which is the expected mode when synchronizing with a standard external NTP implementation rather than a
Windows domain time hierarchy.

The resulting command is Set-AzSTimeSource -TimeServer "ntpl.contoso.com,0x8" -resync. The -
TimeServer parameter provides the fully qualified host name and its NTP mode flag, while -resync causes the
infrastructure to resynchronize after the source is updated. This ensures that Azure Stack Hub applies the new NTP
configuration rather than merely storing it for a later synchronization cycle.

Accurate and consistent time is essential for Azure Stack Hub infrastructure operations, including authentication, certificates,
logging, and service coordination. Microsoft’'s Azure Stack Hub time configuration guidance specifically documents using the
time-source cmdlet and adding , 0x8 when the NTP source is non-Windows. For the supporting procedure and the required
formatting of a non-Windows NTP server, see Configure time synchronization for Azure Stack Hub. The selected cmdlet and
time-server string therefore form the correct command for the stated environment.

QUESTION NO: 13

You back up VM1 .
You restore VM1 to the integrated system.
You need to ensure that VM1 will start successfully and that users can connect to share!

Which three actions should you perform after restoring VM1 from the backup? Each correct answer presents part of the
solution.

NOTE: Each correct selection is worth one point.
A. Modify the disk layout.

B. Set the hostname.

C. Set the password of the local administrator.
D. Set the IP address.

E. Validate the MAC address.

ANSWER:BCD

Explanation:

After a virtual machine is restored to an Azure Stack Hub integrated system, its guest operating system must be configured
so that it has a usable identity, administrative access, and network connectivity. Set the hostname. This establishes the
computer name used to identify the restored server in the environment and enables users and services to locate the server
by its intended name. Set the password of the local administrator. A known local administrator credential is required to
administer the restored guest, complete post-restore configuration, and recover access when domain connectivity or prior
credentials are not immediately available. Set the IP address. The restored VM needs a valid address for its Azure Stack
Hub virtual network so that clients can reach the hosted share and the VM can communicate with required network services.
These settings are commonly applied by using Azure Stack Hub VM access capabilities or directly in the guest after the VM
is available. Microsoft documents the VM access extension as a way to reset local administrator credentials and configure
the computer name, while Azure Stack Hub networking documentation describes configuring VM network connectivity. See
VM access extension for Azure Stack Hub and Azure Stack Hub networking overview.

QUESTION NO: 14 - (DRAG DROP)

You have an Azure Stack Hub integrated system. The current VIP pool uses a subnet of 192.168.203.0/24 and has routing
configured to use BGP.
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In the administrator portal, you receive an alert that the public IP addresses are at 95 percent utilization.

You need to add 192.168.204.0/24 to the public IP address pool.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the
answer area and arrange them in the correct order.

Actions Answer Area

Connect 1o the privileged endpoint (PEF)

From the Resource prowiders blade, select Network,
and then view the Public IP pools usage tile

Hunthe New-NetIPAddress -IPAddress
192.1€8.204.0 -PrefixlLength 24 command

Runthe Add-AzSVPNConnaction
ServerAddress 19%2.168.204.0 command

O

Select Add IP pool and enter 192,168.204.0/24 a5
the new IP pool

Connect to the adminisirator portal

ANSWER:

Actions Answer Area

Connect 10 Ihe prvikeged endpoint (PEP) Com to the am‘” stralor pﬁ“ﬂl

From the Resource prowidess blade, select Network
and then view the Pubic IP pools usage lile From the Resource promders blade select Network

and then view the Public IP pools usage lile
Runthe Hew-NetIPAddress -IPAddrass

192.168.204.0 -PrefixLength 24 command

Select Add IP pool and enter 182,168.204,0124 as
Run the Add-AzSVENConnection - the new IP pool
ServerAddress 192.168.204.0command

Select Add IP pool and enter 192 168 204.0/24 as
the new IP pool

Connect o the admunestrator portal

Explanation:

To expand the Azure Stack Hub public VIP pool, begin by connecting to the administrator portal, because public IP pool
capacity is managed through the infrastructure administrator experience. From there, open the Resource providers area,
select Network, and view the Public IP pools usage tile. This is the portal location that exposes the current public IP pool
utilization and the management controls for increasing available address capacity.

After opening the public IP pool management experience, select Add IP pool and enter 192.168.204.0/24 for the new pool.
A /24 prefix represents the complete subnet requested in the scenario and adds that contiguous public-address range to the
Azure Stack Hub VIP pool. Azure Stack Hub then makes the range available for public IP allocation through its network
resource provider, addressing the alert caused by high pool utilization.

This portal workflow is the supported administrative method for adding a public IP address range to an integrated Azure
Stack Hub system. The pool is added as an additional range; it does not require changing the existing 192.168.203.0/24
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range. Because routing is already configured with BGP, the new public range is managed as an extension of the public IP
pool through the documented Azure Stack Hub networking procedure. For the official process, see Add public IP address
ranges to Azure Stack Hub.

QUESTION NO: 15

You are planning an Azure Slack Hub deployment for an enterprise customer.

You need to identify an appropriate identity model for the customer. The solution must use capacity-based billing. Which two
identity providers can you use for the customer? Each correct answer presents a complete solution. NOTE: Each correct
selection is worth one point.

A. Active Directory Federation Services (AD FS) in an Enterprise Agreement (EA)
B. Azure Active Directory (Azure AD) in a Cloud Solution Provider (CSP) subscription
C. Azure Active Directory (Azure AD) in an Enterprise Agreement (EA)

D. Active Directory Federation Services (AD FS) in a Cloud Solution Provider (CSP) subscription

ANSWER: AC

Explanation:

Capacity-based billing for Azure Stack Hub requires registration by using an Azure subscription associated with an
Enterprise Agreement (EA). The subscription used during registration establishes Azure Stack Hub’s connection to Azure
services, including marketplace syndication, while the capacity plan is purchased according to the physical-core capacity of
the integrated system. Therefore, the identity choices paired with an EA are the applicable complete solutions for this billing
requirement.

For a connected Azure Stack Hub deployment, the supported identity providers are Azure Active Directory (Azure AD, now
Microsoft Entra ID) and Active Directory Federation Services (AD FS). Azure AD provides cloud-based tenant identity,
whereas AD FS enables federated identity based on Active Directory. Either identity provider can be selected for a
connected deployment, provided that the deployment is registered through the required EA Azure subscription for capacity
billing. This makes both “Active Directory Federation Services (AD FS) in an Enterprise Agreement (EA)” and “Azure Active
Directory (Azure AD) in an Enterprise Agreement (EA)” valid selections.

See Azure Stack Hub connected deployment considerations and Reqister Azure Stack Hub with Azure.

QUESTION NO: 16 - (HOTSPOT)

You plan to deploy a disconnected Azure Stack Hub integrated system named eastus.azurestack.contoso.com. Azure Stack
Hub clients will be isolated from the internet.

You need to identify which certificates and certificate type to use for the deployment.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ArEwer Aren

Tigwr  Seslfsic
Tsiind By 8 publsc cpmihcenian auihonty (CA)

EFusd DYy o oprivale Cermncation authoriiy (LA
Cermilicales ¥
- glggresit

Eorfificates: | cartdicater for pef sastunamasstack contopo. cour and gfaph. e arurestack
A wilteait] cortalicate for " azurestack condaso com

ANSWER:
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Explanation:

A disconnected Azure Stack Hub integrated system still requires trusted TLS certificates for its infrastructure and service
endpoints. Because the clients are isolated from the internet, a public certificate authority is not necessary. Instead, use
certificates issued by a private, enterprise certification authority, provided that the CA root and any intermediate certificates
are trusted throughout the Azure Stack Hub environment and by the clients that will connect to it. This gives the environment
a manageable internal trust chain without any dependency on internet connectivity.

The deployment name establishes the regional endpoint namespace as eastus.azurestack.contoso.com. Azure Stack Hub
exposes multiple services through hostnames within that namespace. A wildcard certificate with the subject name
*.eastus.azurestack.contoso.com covers the required regional service hostnames under that domain and is the appropriate
certificate selection for this deployment. The certificate and its private key must meet Azure Stack Hub PKI requirements,
including appropriate key usage, a supported signature algorithm, and a PFX format suitable for import during deployment.

Microsoft documents the Azure Stack Hub PKI certificate requirements, including use of an enterprise CA for disconnected
scenarios and the endpoint naming requirements, at PKI certificate requirements for Azure Stack Hub. The Azure Stack Hub
deployment documentation also describes the regional domain naming model and certificate planning process at Prepare
PKI certificates for Azure Stack Hub deployment.

QUESTION NO: 17

You have an Azure Stack Hub integrated system.

You plan to apply the latest updates to the integrated system.

You need to identify operational issues that will prevent the updates from being applied.
Which PowerShell cmdlet should you run?

A. Test-AzureStack

B. Test-ModuleManifest

C. Invoke-AzureStackOnDemandLog

D. Read-AzsReadinessReport

ANSWER: A

Explanation:

Test-AzureStack is the Azure Stack Hub validation cmdlet used to assess the health and operational readiness of an
integrated system before servicing. In particular, running the update-readiness validation group checks conditions that can
block an update, such as infrastructure health and other required operational prerequisites. This allows the operator to
identify and remediate blocking conditions before beginning the update process, reducing the risk of an unsuccessful or
interrupted servicing operation. A typical readiness check uses Test-AzureStack -Group UpdateReadiness;the
cmdlet returns the validation results so that issues can be addressed according to the reported guidance. Microsoft's Azure
Stack Hub update guidance directs operators to validate update readiness as part of update preparation, and the PowerShell
reference documents the available validation groups and usage for Test-AzureStack. For more information, see Apply
updates in Azure Stack Hub and the Test-AzureStack PowerShell reference.
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