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DUMPSQARENA

QUESTION NO: 1

Under the GDPR, which of the following is true in regard to adequacy decisions involving cross-border transfers?
A. The European Commission can adopt an adequacy decision for individual companies.

B. The European Commission can adopt, repeal or amend an existing adequacy decision.

C. EU member states are vested with the power to accept or reject a European Commission adequacy decision.

D. To be considered as adequate, third countries must implement the EU General Data Protection Regulation into their
national legislation.

ANSWER: A

Explanation:

Reference: https://www.futurelearn.com/courses/general-data-protection-regulation/0/steps/32449

QUESTION NO: 2

Which of the following demonstrates compliance with the accountability principle found in Article 5, Section 2 of the GDPR?
A. Anonymizing special categories of data.

B. Conducting regular audits of the data protection program.

C. Getting consent from the data subject for a cross border data transfer.

D. Encrypting data in transit and at rest using strong encryption algorithms.
ANSWER: B

QUESTION NO: 3

Which of the following describes a mandatory requirement for a group of undertakings that wants to appoint a single data
protection officer?

A. The group of undertakings must obtain approval from a supervisory authority.
B. The group of undertakings must be comprised of organizations of similar sizes and functions.
C. The data protection officer must be located in the country where the data controller has its main establishment.

D. The data protection officer must be easily accessible from each establishment where the undertakings are located.
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ANSWER: D

Explanation:

Reference: https://www.privacy-regulation.eu/en/article-37-designation-of-the-data-protection-officer-GDPR.htm

QUESTION NO: 4

A company plans to transfer employee health information between two of its entities in France. To maintain the security of
the processing, what would be the most important security measure to apply to the health data transmission?

A. Inform the data subject of the security measures in place.
B. Ensure that the receiving entity has signed a data processing agreement.
C. Encrypt the transferred data in transit and at rest.

D. Conduct a data protection impact assessment.

ANSWER: A

QUESTION NO: 5

A key component of the OECD Guidelines is the “Individual Participation Principle”. What parts of the General Data
Protection Regulation (GDPR) provide the closest equivalent to that principle?

A. The lawful processing criteria stipulated by Articles 6 to 9
B. The information requirements set out in Articles 13 and 14
C. The breach notification requirements specified in Articles 33 and 34

D. The rights granted to data subjects under Articles 12 to 22
ANSWER: D

QUESTION NO: 6

When hiring a data processor, which action would a data controller NOT be able to depend upon to avoid liability in the event
of a security breach?

A. Documenting due diligence steps taken in the pre-contractual stage.
B. Conducting a risk assessment to analyze possible outsourcing threats.
C. Requiring that the processor directly notify the appropriate supervisory authority.

D. Maintaining evidence that the processor was the best possible market choice available.
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ANSWER: A

QUESTION NO: 7

SCENARIO
Please use the following to answer the next question:

Liem, an online retailer known for its environmentally friendly shoes, has recently expanded its presence in Europe. Anxious
to achieve market dominance, Liem teamed up with another eco friendly company, EcoMick, which sells accessories like
belts and bags. Together the companies drew up a series of marketing campaigns designed to highlight the environmental
and economic benefits of their products. After months of planning, Liem and EcoMick entered into a data sharing agreement
to use the same marketing database, MarketlQ, to send the campaigns to their respective contacts.

Liem and EcoMick also entered into a data processing agreement with MarketlQ, the terms of which included processing
personal data only upon Liem and EcoMick’s instructions, and making available to them all information necessary to
demonstrate compliance with GDPR obligations.

Liem and EcoMick then procured the services of a company called JaphSoft, a marketing optimization firm that uses
machine learning to help companies run successful campaigns. Clients provide JaphSoft with the personal data of
individuals they would like to be targeted in each campaign. To ensure protection of its clients’ data, JaphSoft implements
the technical and organizational measures it deems appropriate. JaphSoft works to continually improve its machine learning
models by analyzing the data it receives from its clients to determine the most successful components of a successful
campaign. JaphSoft then uses such models in providing services to its client-base. Since the models improve only over a
period of time as more information is collected, JaphSoft does not have a deletion process for the data it receives from
clients. However, to ensure compliance with data privacy rules, JaphSoft pseudonymizes the personal data by removing
identifying information from the contact information. JaphSoft’s engineers, however, maintain all contact information in the
same database as the identifying information.

Under its agreement with Liem and EcoMick, JaphSoft received access to MarketlQ, which included contact information as
well as prior purchase history for such contacts, to create campaigns that would result in the most views of the two
companies’ websites. A prior Liem customer, Ms. Iman, received a marketing campaign from JaphSoft regarding Liem’s as
well as EcoMick’s latest products. While Ms.

Iman recalls checking a box to receive information in the future regarding Liem’s products, she has never shopped EcoMick,
nor provided her personal data to that company.

Why would the consent provided by Ms. Iman NOT be considered valid in regard to JaphSoft?
A. She was not told which controller would be processing her personal data.

B. She only viewed the visual representations of the privacy notice Liem provided.

C. She did not read the privacy notice stating that her personal data would be shared.

D. She has never made any purchases from JaphSoft and has no relationship with the company.
ANSWER: C

QUESTION NO: 8
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An entity’s website stores text files on EU users’ computer and mobile device browsers. Prior to doing so, the entity is
required to provide users with notices containing information and consent under which of the following frameworks?

A. General Data Protection Regulation 2016/679.
B. E-Privacy Directive 2002/58/EC.
C. E-Commerce Directive 2000/31/EC.

D. Data Protection Directive 95/46/EC.
ANSWER: D

QUESTION NO: 9

Bioface is a company based in the United States. It has no servers, personnel or assets in the European Union. By collecting
photographs from social media and other web-based services, such as newspapers and blogs, it uses machine learning to
develop a facial recognition algorithm. The algorithm identifies individuals in photographs who are not in its data set based
the algorithm and its existing data. The service collects photographs of data subjects in the European Union and will identify
them if presented with their photographs. Bioface offers its service to government agencies and companies in the United
States and Canada, but not to those in the European Union. Bioface does not offer the service to individuals.

Why is Bioface subject to the territorial scope of the General Data Protection Regulation?

A. It collects data from European Union websites, which constitutes an establishment in the European Union.

B. It offers services in the European Union by identifying data subjects in the European Union.

C. It collects data from subjects and uses it for automated processing.

D. It monitors the behavior of data subjects in the European Union.
ANSWER: A

QUESTION NO: 10

The GDPR forbids the practice of “forum shopping”, which occurs when companies do what?
A. Choose the data protection officer that is most sympathetic to their business concerns.

B. Designate their main establishment in member state with the most flexible practices.

C. File appeals of infringement judgments with more than one EU institution simultaneously.

D. Select third-party processors on the basis of cost rather than quality of privacy protection.

ANSWER: B
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Explanation:

Reference: https://gdprinformer.com/gdpr-articles/forum-shopping-illegal-gdpr

QUESTION NO: 11

If a company chooses to ground an international data transfer on the contractual route, which of the following is NOT a valid
set of standard contractual clauses?

A. Decision 2001/497/EC (EU controller to non-EU or EEA controller).
B. Decision 2004/915/EC (EU controller to non-EU or EEA controller).
C. Decision 2007/72/EC (EU processor to non-EU or EEA controller).

D. Decision 2010/87/EU (Non-EU or EEA processor from EU controller).
ANSWER: B

QUESTION NO: 12

Which judicial body makes decisions on actions taken by individuals wishing to enforce their rights under EU law?
A. Court of Auditors

B. Court of Justice of European Union

C. European Court of Human Rights

D. European Data Protection Board

ANSWER: B

Explanation:

Reference: https://europa.eu/european-union/about-eu/institutions-bodies/court-justice_en

QUESTION NO: 13

SCENARIO
Please use the following to answer the next question:

Joe is the new privacy manager for Who-R-U, a Canadian business that provides DNA analysis. The company is
headquartered in Montreal, and all of its employees are located there. The company offers its services to Canadians only: Its
website is in English and French, it accepts only Canadian currency, and it blocks internet traffic from outside of Canada
(although this solution doesn’t prevent all nonCanadian traffic). It also declines to process orders that request the DNA report
to be sent outside of Canada, and returns orders that show a non-Canadian return address.
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Bob, the President of Who-R-U, thinks there is a lot of interest for the product in the EU, and the company is exploring a
number of plans to expand its customer base.

The first plan, collegially called We-Track-U, will use an app to collect information about its current Canadian customer base.
The expansion will allow its Canadian customers to use the app while traveling abroad. He suggests that the company use
this app to gather location information. If the plan shows promise, Bob proposes to use push notifications and text messages
to encourage existing customers to pre-register for an EU version of the service. Bob calls this work plan, We-Text-U. Once
the company has gathered enough pre-registrations, it will develop EU-specific content and services.

Another plan is called Customer for Life. The idea is to offer additional services through the company’s app, like storage and
sharing of DNA information with other applications and medical providers. The company’s contract says that it can keep
customer DNA indefinitely, and use it to offer new services and market them to customers. It also says that customers agree
not to withdraw direct marketing consent. Paul, the marketing director, suggests that the company should fully exploit these
provisions, and that it can work around customers’ attempts to withdraw consent because the contract invalidates them.

The final plan is to develop a brand presence in the EU. The company has already begun this process. It is in the process of
purchasing the naming rights for a building in Germany, which would come with a few offices that Who-R-U executives can
use while traveling internationally. The office doesn’t include any technology or infrastructure; rather, it's simply a room with a
desk and some chairs.

On a recent trip concerning the naming-rights deal, Bob’s laptop is stolen. The laptop held unencrypted DNA reports on
5,000 Who-R-U customers, all of whom are residents of Canada. The reports include customer name, birthdate, ethnicity,
racial background, names of relatives, gender, and occasionally health information.

The Customer for Life plan may conflict with which GDPR provision?

A. Article 6, which requires processing to be lawful.

B. Article 7, which requires consent to be as easy to withdraw as it is to give.

C. Article 16, which provides data subjects with a rights to rectification.

D. Article 20, which gives data subjects a right to data portability.
ANSWER: B

QUESTION NO: 14

Which of the following would MOST likely trigger the extraterritorial effect of the GDPR, as specified by Article 3?
A. The behavior of suspected terrorists being monitored by EU law enforcement bodies.

B. Personal data of EU citizens being processed by a controller or processor based outside the EU.

C. The behavior of EU citizens outside the EU being monitored by non-EU law enforcement bodies.

D. Personal data of EU residents being processed by a non-EU business that targets EU customers.

ANSWER: B

Explanation:
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Reference: https://hsfnotes.com/data/2019/12/02/edpb-adopts-final-guidelines-on-gdpr-extra-territoriality/

QUESTION NO: 15

Select the answer below that accurately completes the following:
“The right to compensation and liability under the GDPR...

A. ...provides for an exemption from liability if the data controller (or data processor) proves that it is not in any way
responsible for the event giving rise to the damage.”

B. ...precludes any subsequent recourse proceedings against other controllers or processors involved in the same
processing.”

C. ...can only be exercised against the data controller, even if a data processor was involved in the same processing.”

D. ...is limited to a maximum amount of EUR 20 million per event of damage or loss.”
ANSWER: B

Explanation:

Reference: https://gdpr-info.eu/art-82-gdpr/
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