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QUESTION NO: 1

Which of the following are the key factors that need to be considered for determining the applicability of the privacy 
principles? (Choose all that apply.)

A. The role of the organization in determining the purpose of the data collection 

B. How and where the data is coming in the organization 

C. Requirements stipulated by the local authorities from where the organization operating 

D. Organization’s commitment to the external stakeholder with respect to privacy 

ANSWER: A B 

QUESTION NO: 2

A newly appointed Data Protection officer is reviewing the organization’s existing privacy policy. Which of the following would 
be the most critical factor for the review process?

A. Awareness of the business units about the privacy policy 

B. Changes in the legal/regulatory regime 

C. Privacy policies of industry peers 

D. Foreseeable challenges in the effective implementation of the policy 

ANSWER: B 

QUESTION NO: 3

Which of the following are classified as Sensitive Personal Data or Information under

Section 43A of ITAA, 2008? (Choose all that apply.)

A. Password 

B. Financial information 

C. Sexual orientation 

D. Caste and religious beliefs 
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E. Biometric information 

F. Medical records and history 

ANSWER: B C E F 

QUESTION NO: 4

Which of the following measures can an organization implement to establish regulatory compliance intelligence? (Choose all 
that apply.)

A. Establish a process that keeps a track of applicable legal and regulatory changes 

B. Identify the liabilities imposed by the regulations with respect to specific data elements C. Ensure that a mechanism exists 
for quick and effective provisioning, de-provisioning and authorization of access to information or systems which are exposed 
to data 

C. Ensure that knowledge with respect to legal and regulatory compliances is managed effectively 

ANSWER: A B 

QUESTION NO: 5

Certification once granted, will be valid for period of _______ years subject to surveillance assessments.

A. 4 

B. 5 

C. 3 

D. 1 

ANSWER: C 

QUESTION NO: 6

Which of the following could be considered as triggers for updating privacy policy? (Choose all that apply.)

A. Regulatory changes 

B. Privacy breach 

C. Change in service provider for an established business process 
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D. Recruitment of more employees 

ANSWER: A B 

QUESTION NO: 7

Entities should collect personal information from user that is adequate, relevant and limited to what is necessary in relation to 
the purposes for which they are processed. This Privacy Principle is called:

A. Collection Limitation 

B. Use Limitation 

C. Accountability 

D. Storage Limitation 

ANSWER: A 

QUESTION NO: 8

Which of the following are key contributors that would enhance the complexity in implementing security measures for 
protection of personal information? (Choose all that apply.)

A. Data collection through multiple modes and channels 

B. Evolution of nimble and flexible business processes affecting access management 

C. Regulatory requirements to issue privacy notice and data breach notification in specified format 

D. None of the above 

ANSWER: A B C 

QUESTION NO: 9

Which of the following statement is incorrect?

A. Privacy policy may be derived from outcomes of privacy impact assessment B. Misuse of personal information available in 
public domain may be construed as a privacy violation 

B. A privacy policy once framed cannot be changed before the specified review period 
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C. None of the Above 

ANSWER: B 

QUESTION NO: 10

Create an inventory of the specific contractual terms that explicitly mention the data protection requirements. This an 
imperative of which DPF practice area?

A. Visibility over Personal Information (VPI) 

B. Information Usage and Access (IUA) 

C. Privacy Contract Management (PCM) 

D. Regulatory Compliance Intelligence (RCI) 

ANSWER: C 
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