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QUESTION NO: 1

Scenario: A Citrix Engineer is asked to implement multi-factor authentication for Citrix Gateway. The engineer creates the 
authentication policies and binds the policies to the appropriate bind points. The engineer creates a custom form using 
Notepad++ to format the page which will capture the user’s credentials.

What is the first step the engineer must perform to assign this form to the authentication process?

A. Create a login schema policy and bind it to the authentication virtual server.

B. Bind the authentication policy to the primary authentication bank of the Citrix Gateway

C. Create a login schema profile and select the uploaded file.

D. Create an authentication policy label and bind it to an authentication policy.

ANSWER: D 

QUESTION NO: 2

Which three items does Citrix Application Delivery Management (ADM) require when adding an instances? (Choose three.)

A. Site

B. Tags

C. IP address

D. Agent

E. Profile

ANSWER: C D E 

QUESTION NO: 3

Statistics for which three types of violations are presented on the App Security Dashboard? (Choose three.)

A. Web App Firewall protection

B. IP Reputation

C. SSL Enterprise Policy

D. Signature
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E. AAA

ANSWER: A B D 

Explanation:

Reference: https://docs.citrix.com/en-us/citrix-application-delivery-management-service/analytics/security/security-
violations.html

QUESTION NO: 4

Scenario: A Citrix Engineer needs to limit Front End Optimization (FEO) on a web application to mobile users with mobile 
devices. The engineer decides to create and bind an FEO policy.

Which advanced expression should the engineer use in the FEO policy?

A. HTTP.REG.HEADER(“User-Agent”).CONTAINS(“Mobile”)&&CLIENT.IP.SRC.IN_SUBNET(192.168.10.0/24.NOT

B. HTTP.REQ.HEADER(“User-Agent”).NOTCONTAINS(“Windows”)&&CLIENT.IS_MOBILE

C. CLIENT.IP.SRC.IS_MOBILE

D. HTTP.RED.HEADER(“User-Agent”).CONTAINS(“Ios”) II HTTP.REQ.HEADER(“User-Agent”).CONTAINS(“Andriod”)

ANSWER: A 

QUESTION NO: 5

Which two protections ensure that the correct data is returned by the client? (Choose two.)

A. Form Field Consistency.

B. Field Formats

C. HTML Cross-Site Scripting (XSS)

D. Cross-Site Request Forgeries (CSRF)

ANSWER: A D 

Explanation:

Reference: https://docs.citrix.com/en-us/citrix-adc/citrix-adc-secure-deployment/secure-deployment-guide.html

QUESTION NO: 6

Statistics for which three types of violations are presented on the App Security Dashboard? (Choose three.)
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A. Web App Firewall protection

B. IP Reputation

C. SSL Enterprise Policy

D. Signature

E. AAA

ANSWER: A B D 

QUESTION NO: 7

Which font end Optimization technique overcomes the parallel download limitation of web browsers?

A. Domain Sharing

B. Minify

C. Extend Page Cache

D. Lazy Load

ANSWER: A 

QUESTION NO: 8

Scenario: A Citrix Engineer used Learning to establish the HTML SQL Injection relaxations for a critical web application. The 
engineer now wishes to begin working on the protections for a different web application. The name of the Web App Profile is 
appfw_prof_customercare.

Which CLI command can the engineer use to empty the Learn database?

A. set appfw learningsettings appfw_prof_customercare -SQLInjectionMinThreshold 0

B. set appfw learningsettings appfw_prof_customercare -startURLMinThreshold 0

C. reset appfw learningdata

D. export appfw learningdata appfw_prof_customercare

ANSWER: C 

QUESTION NO: 9

Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. The engineer enables the 
Learn action for the Start URL, HTML, Cross-Site Scripting, and HTML SQL Injection protections. The engineer assigns this 
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profile to a policy, which is then bound to the virtual server. Which two items can the engineer check to determine that the 
Learn action is NOT capturing any rules? (Choose two.)

A. The HTML Error Object is configured for the profile.

B. Enough space is left on the /flash file system.

C. The aslearn process is running on the Citrix ADC appliance.

D. The Learn database is less than 20 MB.

ANSWER: A C 

QUESTION NO: 10

Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. After the Web App Firewall 
policy afweb_protect is bound to the virtual server, the engineer notices that pages are displaying in plain text with graphics 
included.

What is the likely cause of this?

A. The Safe Objects protection is NOT properly configured.

B. The Start URL list does NOT include CSS files.

C. The Web App Firewall feature is disabled.

D. The policy expression allows for HTML files only.

ANSWER: B 
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