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QUESTION NO: 1

A network administrator is working on a VMware NSX installation with VM-1000-HV firewalls The administrator has created a
security group that is populated with VMs The administrator is trying to create a Dynamic Address Group in Panorama, but
the security group is not showing.

Which task should the administrator perform first?

A. Go into vCenter/NSX and push the objects to Panorama

B. Delete and re-add the security group.

C. Go into Panorama and synchronize the Address objects with NSX

D. Check the NSX Security policy to ensure the security group has been used in a policy.

ANSWER: D

QUESTION NO: 2

What is the major decision factor that customers use when selecting a managed container platform such as AS/EKS/GKE?
A. licensing costs

B. enhanced capabilities not available in vanilla K8s

C. no need to manage containers, just the application code.

D. reduced operational costs and management overhead

ANSWER: B

QUESTION NO: 3

Which features are included in the less-expensive license bundle meant for NSX?

A. capacity license, premium support, a threat prevention subscription. and GlobalProtect
B. capacity license and premium support

C. capacity license, premium support and a threat prevention subscription
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D. capacity license and a threat prevention subscription

ANSWER: B

Explanation:

. https://docs.paloaltonetworks.com/vm-series/8-1/vm-seriesdeployment/license-the-vm-series-firewall/license-typesvm-
series-firewalls

QUESTION NO: 4

Which three advantages of the Palo Alto Networks platform architecture are used to enable security orchestration in SDN?
(Choose three )

A. a full set of APIs enabling programmatic control of policy and configuration

B. NVGRE support for advanced VLAN integration

C. integration with leading orchestration platforms: VMware NSX. OpenStack. and Cisco ACI
D. Dynamic Address Groups to adapt Security policies dynamically

E. VXLAN support for network-layer abstraction

ANSWER:CDE

QUESTION NO: 5

Which three criteria are required to deploy VM-Series firewalls in High Availability?
(Choose three)

A. deployed on same type of hypervisor

B. allocate identical CPU cores and network interfaces

C. assigned identical licenses and subscriptions

D. deployed on a different host

E. configured asymmetric routing

ANSWER: ABC

Explanation:
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: In an HA configuration on the VM-Series firewalls, both peers must be deployed on the same type of hypervisor, have
identical hardware resources (such as CPU cores/network interfaces) assigned to them, and have the set same of
licenses/subscriptions.

https://docs.paloaltonetworks.com/vm-series/9-0/vm-series-deployment/about-the-vmseries-firewall/vm-series-in-high-
availability.html

QUESTION NO: 6
For which two reasons would an administrator have to install NGFW automatically in a cloud environment? {Choose two )
A. reduce capital expenses

B. performance, to be able to install a new firewall when the demand exceeds the ability of the existing environments to
service

C. integrity, to ensure that data is not changed illicitly
D. resiliency and availability, to be able to install a new firewall as part of a new environment if an existing environment fails

E. security, to automatically install a firewall when a security threat is detected
ANSWER: B E

QUESTION NO: 7

Which two design options address split-brain when configuring HA? (Choose two )
A. Send heartbeats across the HA2 interfaces.

B. Bundle multiple interfaces in an Aggregated Interface Group and assign HA2.
C. Use the heartbeat backup.

D. Add a backup HA1 interface.

ANSWER: CD

QUESTION NO: 8
What are the differences between Prisma Cloud Enterprise and Prisma Cloud Compute
A. The only difference is in the architecture - where the Console is hosted

B. Prisma Cloud Compute offers lowered runtime defensive capabilities because there is no PANW cloud hosted
component.
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C. Prisma Cloud Enterprise does not offer workload protection.

D. Only Prisma Cloud Compute offers API based cloud protection.

ANSWER: C

QUESTION NO: 9

When deploying VM series on Openstack platform, which statement is correct?
A. Allow configuration of at least one interface

B. OpenStack compute node could be installed on a hypervisor platform

C. Accept the VM-Series OVA image

D. Set Instance type OS::Nova Server

ANSWER: B

Explanation:

QUESTION NO: 10

What are three requirements to automate service deployment of a VM-Series firewall from an NSX Manager? (Choose
three.)

A. vCenter has been given Palo Alto Networks subscription licenses for VM-Series firewalls
B. The deployed VM-Series firewall can establish communications with Panorama.

C. Panorama has been configured to recognize both the NSX Manager and vCenter.

D. Panorama can establish communications to the public Palo Alto Networks update servers.

E. The NSX Manager completed the host preparation prior to the VM-Series firewall service deployment

ANSWER: ACD
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