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QUESTION NO: 1

Which four actions can be configured in an Anti-Spyware profile to address command-and-control traffic from compromised 
hosts? (Choose four.)

A. Reset

B. Quarantine

C. Drop

D. Allow

E. Redirect

F. Alert

ANSWER: A C D F 

Explanation:

Reference: https://docs.paloaltonetworks.com/pan-os/9-0/pan-os-admin/policy/security-profiles

QUESTION NO: 2

A customer with a legacy firewall architecture is focused on port and protocol level security, and has heard that next 
generation firewalls open all ports by default.

What is the appropriate rebuttal that positions the value of a NGFW over a legacy firewall?

A. Palo Alto Networks does not consider port information, instead relying on App-ID signatures that do not reference ports

B. Default policies block all interzone traffic. Palo Alto Networks empowers you to control applications by default ports or a 
configurable list of approved ports on a per-policy basis

C. Palo Alto Networks keep ports closed by default, only opening ports after understanding the application request, and then 
opening only the application-specified ports

D. Palo Alto Networks NGFW protects all applications on all ports while leaving all ports opened by default

ANSWER: C 

Explanation:

Reference: https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClVwCAK
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QUESTION NO: 3

There are different Master Keys on Panorama and managed firewalls.

What is the result if a Panorama Administrator pushes configuration to managed firewalls?

A. The push operation will fail regardless of an error or not within the configuration itself

B. Provided there’s no error within the configuration to be pushed, the push will succeed

C. The Master Key from the managed firewalls will be overwritten with the Master Key from Panorama

D. There will be a popup to ask if the Master Key from the Panorama should replace the Master Key from the managed 
firewalls

ANSWER: A 

Explanation:

Reference: https://www.reddit.com/r/paloaltonetworks/comments/onz15y/what_is_the_result_if_a_panorama_administrator/

QUESTION NO: 4

The WildFire Inline Machine Learning is configured using which Content-ID profiles?

A. Antivirus Profile

B. WildFire Analysis Profile

C. Threat Prevention Profile

D. File Blocking Profile

ANSWER: A 

Explanation:

Reference: https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-new-features/wildfire-features/configure-wildfire-inline-
ml.html

QUESTION NO: 5
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What action would address the sub-optimal traffic path shown in the figure?

Key:

RN - Remote Network

SC - Service Connection

MU GW - Mobile User Gateway

A. Onboard a Service Connection in the Americas region

B. Remove the Service Connection in the EMEA region

C. Onboard a Service Connection in the APAC region

D. Onboard a Remote Network location in the EMEA region

ANSWER: C 

QUESTION NO: 6

Which two products are included in the Prisma Brand? (Choose two.)

A. Prisma Cloud Compute

B. Panorama

C. NGFW
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D. Prisma Cloud Enterprise

ANSWER: A D 

Explanation:

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-
compute/welcome/pcee_vs_pcce.html

QUESTION NO: 7

When having a customer pre-sales call, which aspects of the NGFW should be covered?

A. The NGFW simplifies your operations through analytics and automation while giving you consistent protection through 
exceptional visibility and control across the data center, perimeter, branch, mobile and cloud networks

B. The Palo Alto Networks-developed URL filtering database, PAN-DB provides high-performance local caching for 
maximum inline performance on URL lookups, and offers coverage against malicious URLs and IP addresses. As WildFire 
identifies unknown malware, zero-day exploits, and advanced persistent threats (APTs), the PAN-DB database is updated 
with information on malicious URLs so that you can block malware downloads and disable Command and Control (C2) 
communications to protect your network from cyberthreats. URL categories that identify confirmed malicious content — 
malware, phishing, and C2 are updated every five minutes — to ensure that you can manage access to these sites within 
minutes of categorization

C. The NGFW creates tunnels that allow users/systems to connect securely over a public network, as if they were 
connecting over a local area network (LAN). To set up a VPN tunnel you need a pair of devices that can authenticate each 
other and encrypt the flow of information between them The devices can be a pair of Palo Alto Networks firewalls, or a Palo 
Alto Networks firewall along with a VPNcapable device from another vendor

D. Palo Alto Networks URL Filtering allows you to monitor and control the sites users can access, to prevent phishing attacks 
by controlling the sites to which users can submit valid corporate credentials, and to enforce safe search for search engines 
like Google and Bing

ANSWER: D 

Explanation:

Reference: https://docs.paloaltonetworks.com/pan-os/9-0/pan-os-admin/url-filtering

QUESTION NO: 8 - (DRAG DROP)

DRAG DROP

Match the functions to the appropriate processing engine within the dataplane.

Select and Place:
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ANSWER:

Explanation:

QUESTION NO: 9

What are three valid sources that are supported for user IP address mapping in Palo Alto Networks NGFW? (Choose three.)

A. RADIUS

B. Client Probing

C. Lotus Domino

D. Active Directory monitoring

E. TACACS

F. eDirectory monitoring

ANSWER: B D F 

QUESTION NO: 10
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Which two email links, contained in SMTP and POP3, can be submitted from WildFire analysis with a WildFire subscription? 
(Choose two.)

A. FTP

B. HTTPS

C. RTP

D. HTTP

ANSWER: B D 

https://dumpsarena.co/

