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QUESTION NO: 1

Which three methods can provide application-level security for a web server instance on
Amazon Web Services? (Choose three.)

A. Traps

B. Prisma SaaS

C. Amazon Web Services WAF

D. VM-Series firewalls

E. Security Groups

ANSWER: ACD

QUESTION NO: 2

Which RQL string searches for all EBS volumes that do not have a "DataClassification" tag?

A. config where api.name = 'aws-ec2-describe-volumes, AND json.rule = tags[*]key contains DataClassification
B. config where api.name = ,aws-ec2-describe-volumes' AND json.rule = tags[*]key != DataClassification

C. config where api.name = ,aws-ec2-describe-volumes' AND json.rule = tags[*].key exists

D. config where api.name = 'aws-ec2-describe-volumes' AND json.rule = tags[*].key = 1

ANSWER: B

QUESTION NO: 3

What resource is required to receive inbound traffic from the internet to VM-Series NGFW deployed as a gateway for Azure
Stack workloads?

A. Public IP for the VM-Series NGFW
B. NAT appliance

C. Azure Stack Edge Router
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D. Border Customer Network

ANSWER: B

QUESTION NO: 4

Which RQL string monitors all traffic from the Internet and Suspicious IPs destined for your
Amazon Web Services databases"

A. network where source.publicnetwork IN ('Suspicious IPs') and dest.resource IN
(resource where role IN ('AWS RDS', 'Database'))

B. network where source.publicnetwork IN ('Suspicious IPs', 'Internet IPs') and dest.resource IN (resource where role IN
('LDAP")

C. network where dest.resource IN (resource where role = 'Database'}

D. network where source.publicnetwork IN ('Suspicious IPs', 'Internet IPs') and dest resource IN (resource where role IN
('AWS RDS'. 'Database"))

ANSWER: D

QUESTION NO: 5

What is required for an EC2 instance to access the internet directly from an AWS VPC?
A. Internet Gateway

B. Transit Gateway

C. Virtual Private Gateway

D. Customer Gateway

ANSWER: A

QUESTION NO: 6

An administrator has deployed an AWS transit gateway and used multiple VPC spokes to segregate a multi-tier application.
The administrator also created a security VPC with multiple VM-Series NGFWs in an active/active deployment model via
ECMP using Amazon
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Web Services VPN-based attachments.

What must be configured on the firewall to avoid asymmetric routing?
A. source address translation

B. destination address translation

C. port address translation

D. source and destination address translation

ANSWER: A

QUESTION NO: 7

Palo Alto Networks recommends which two options for outbound HA design in Amazon
Web Services using VM-Series NGFW? (Choose two.)

A. iLB-as-next-hop

B. transit gateway and security VPC with VM-Series

C. traditional active/standby HA on VM-Series

D. transit VPC and security VPC with VM-Series

ANSWER: B C

QUESTION NO: 8 - (DRAG DROP)

DRAG DROP

A customer has deployed a VM-Series NGFW on Amazon Web Services using a PAYG license. What is the sequence
required by the customer to switch to a BYOL license?
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Unordened Opticns Ordered Options
: Back up the existing configuration
N -
__/ R
Dreploy & new W-Series NGPW instance using the BYOL
license
e :-’
- y
| Register the new VM-Serles NGPW with Auth Code |
' Activate the license from the Vi-Series NGFW )
' Load the backup configuration /] & » I
ANSWER:
Unordered Options Ordered Options.
Back up the existing configuration Back up the existing configuration
i Deploy & new VM-Serles NGFW Instance using the BYOL
license _ Register the new VM-Serles NGFW with Auth Code
meuwrmW-mmmmm '] ;
. . Deploy & new VM-Series NGFW instance using the BYOL
llcenss
Activate the license from the YM-Sarles NGFW
' Load the backup configuration | & e .:
Losadd the backup configuration
Explanation:
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Unardered Options Orderad Oplions
I E_!ac_k “_'J Eﬂ_m_isri_'w_':'{"ﬂgl"_ﬂf'_ : Back up the existing configuration :
.L'II:'LI'J'y' & new WM-Series NGPW instance using the E‘r’l_‘lL. | - il e R e Mg g o i S
p-e . : Register the new WM-Series NGFW with Auth Code :

license |

backup, register, deploy, activate, load

QUESTION NO: 9

Which three anomaly policies are predefined in Prisma Public Cloud? (Choose three.)
A. Excessive login failures

B. Unusual user activity

C. Denial-of-service activity

D. Account hijacking attempts

E. Suspicious file activity

ANSWER: ABD

Explanation:
: Account hijacking attempts

—Detect potential account hijacking attempts discovered by identifying unusual login activities. These can happen if there
are concurrent login attempts made in short duration from two different geographic locations, which is impossible time travel

, or login from a previously unknown browser, operating system, or location.

Excessive login failures
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—Detect potential account hijacking attempts discovered by identifying brute force login attempts. Excessive login failure
attempts are evaluated dynamically based on the models observed with continuous learning.

Unusual user activity

—Discover insider threat and an account compromise using advanced data science. The Prisma Cloud machine learning
algorithm profiles a user's activities on the console, as well as the usage of access keys based on the location and the type
of cloud resources.

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloudpolicies/anomaly-policies.html

QUESTION NO: 10

What are two ways to enable interface swap when deploying a VM-Series NGFW in
Google Cloud Platform? (Choose two.)

A. run the PAN-OS CLI command: set system mgmt-interface-swap enable yes

B. run the PAN-OS CLI command: set system mgmt-interface-swap setting enable yes
C. create a bootstrap file that includes the mgmt-interface-swap command

D. in the Google Cloud Console Metadata Field, enter a key-value pair where mgmtinterface-swap is the key and enable is
the value

ANSWER: C D

Explanation:
. https://docs.paloaltonetworks.com/vm-series/8-1/vm-series-deployment/setup-the-vm-series-firewall-on-google-cloud-

platform/deploy-the-vm-series-firewall-ongoogle-cloud/management-interface-mapping-for-google-internal-load-
balancing.html
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