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QUESTION NO: 1

An NSX administrator noticed that the nsxcli command times out after 600 secs of idle time.
Which CLI command disables the nsxcli time out value on NSX Manager?

A. set cli-timeout 0

B. set cli-timeout enabled

C. set cli-timeout disabled

D. set cli-timeout 1

ANSWER: A

Explanation:

" https://vdc-download.vmware.com/vmwb-repository/dcr-public/cc42e3c1-eb34-4567-a916-147e79798957/8264605¢c-a5e1-
49a8-b603-cc78621eeeab/cli.html#set%20cli-timeout%20%3Ctimeout%3E

https://www.virten.net/2020/06/quick-tip-remove-nsx-t-ssh-and-http-session-timeout/

QUESTION NO: 2

Which CLI command on NSX Manager and NSX Edge is used to change NTP settings?
A. set time-server

B. get timezone

C. set ntp-server

D. set timezone

ANSWER: C

QUESTION NO: 3

When deploying east-west network introspection, which Service Virtual Machine (SVM) deployment method achieves the
least amount of traffic hair pinning?

A. Create a secondary vNIC on each quest VM for SYM communication.
B. Place a partner SVM on each compute cluster node.

C. Centralize partner SVMs in a service cluster.
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D. Add partner SVMs to an edge cluster.

ANSWER: B

Explanation:
"For SVMs deployed on compute hosts, an SVM does not need to be installed on every host. Some customers prefer to

deploy the partner SVM on each host to achieve the least amount of traffic hairpinning. When the partner SVM is deployed in
a service cluster, traffic is sent from the compute hosts across the overlay to the hosts in the service cluster.”

QUESTION NO: 4

Which to steps must an NSX administrator take to integrate VMware Identity Manager in NSX-T to support role-based
access control? (Choose two.)

A. Create a SAML authentication in VMware Identity Manager using the NSX Manager FQDN.
B. Add NSX Manager as a Service Provider (SP) in VMware Identity Manager.

C. Create an OAuth 2.0 client in VMware Identity Manager.

D. Enter the Identity Provider (IdP) metadata URL in NSX Manager.

E. Enter the service URL, Client Secret, and SSL thumbprint in NSX Manager.

ANSWER: CE

QUESTION NO: 5

Which network tool cloud an administrator use on an ESXi 7 host to capture packets when troubleshooting connectivity
issues?

A. Wireshark
B. pktcap-uw
C. net-stats

D. tcpdump

ANSWER: B

QUESTION NO: 6
What are two valid options when configuring the scope of a distributed firewall rule? (Choose two.)
A. Segment Port

B. Group
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C. Segment
D. DFW

E. Tier-1 Gateway

ANSWER: B D

QUESTION NO: 7

An NSX administrator is reviewing syslog and notices that Distributed Firewall Rules hit counts are not being logged. What
could cause this issue?

A. Syslog is not configured on the NSX Manager
B. Distributed Firewall Rule logging is not enabled
C. Zero Trust Security is not enabled

D. Syslog is not configured on the ESXi transport node

ANSWER: B

QUESTION NO: 8

Where do you configure the VLANs used in VRF Lite? (Choose two.)
A. uplink interface of the default Tier-0 gateway

B. uplink interface of the VRF gateway

C. downlink interface of the default Tier-0 gateway

D. segment connected to the Tier-1 gateway

E. uplink trunk segment

ANSWER: AB

Explanation:

In VREF Lite configuration, VLANs are configured on the uplink interfaces of both the default Tier-0 gateway and the VRF
gateway. The default Tier-0 gateway is responsible for routing between the different VRFs, while the VRF gateway is
responsible for routing within a specific VRF. Reference: https://docs.vmware.com/en/VMware-NSX-T-Data-
Center/3.1/nsxt 31 admin_guide/GUID-1F07C737-DA0A-46E9-9ED9-C7D8C6DA3F7B.html

QUESTION NO: 9

Which statement Is true regarding the audit user account? (Choose two.)
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A. The admin user must set the password for the audit account to log in to NSX Manager.
B. The audit user has read-write access to the NSX Manager.

C. The audit user is disabled by default and must be enabled to log in to the NSX Manager.

ANSWER: A

QUESTION NO: 10

Which two choices are solutions of the NSX portfolio (Choose two.)?
A. vRealize Automation

B. NSX Distributed IDS/IPS

C. vRealize Network Insight

D. Tanzu Kubernetes Grid

E. NSX Service Mesh

ANSWER: B E
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