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QUESTION NO: 1

RAM is used by the computer to:

A. Permanently store electronic data.

B. Execute the POST during start-up.

C. Temporarily store electronic data that is being processed.

D. Establish a connection with external devices.

ANSWER: C

QUESTION NO: 2

When undeleting a file in the FAT file system, EnCase will check the to see if it has already been
overwritten.

A. directory entry
B. FAT

C. data on the hard drive

D. deletion table

ANSWER: B

QUESTION NO: 3

Changing the filename of a file will change the hash value of the file.
A. True

B. False

ANSWER: B

QUESTION NO: 4

The EnCase evidence file logical filename can be changed without affecting the verification of the acquired evidence.

A. True
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B. False

ANSWER: A

QUESTION NO: 5

You are at an incident scene and determine that a computer contains evidence as described in the search warrant. When
you seize the computer, you should:

A. Record the location that the computer was recovered from.
B. Record the identity of the person(s) involved in the seizure.
C. Record the date and time the computer was seized.

D. Record nothing to avoid inaccuracies that might jeopardize the use of the evidence.

ANSWER: ABC

QUESTION NO: 6

Which of the following items could contain digital evidence?
A. Cellular phones

B. Digital cameras

C. Personal assistant devices

D. Credit card readers

ANSWER: ABCD

QUESTION NO: 7

You are conducting an investigation and have encountered a computer that is running in the field. The operating system is
Windows XP. A software program is currently running and is visible on the screen. You should:

A. Photograph the screen and pull the plug from the back of the computer.
B. Navigate through the program and see what the program is all about, then pull the plug.
C. Pull the plug from the back of the computer.

D. Pull the plug from the wall.

ANSWER: A
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QUESTION NO: 8

EnCase is able to read and examine which of the following file systems?
A.NTFS

B. FAT

C. EXT3

D. HFS

ANSWER: ABCD

QUESTION NO: 9

What files are reconfigured or deleted by EnCase during the creation of an EnCase boot disk?
A. command.com

B. io.sys

C. drvspace.bin

D. autoexec.bat

ANSWER: ABC

QUESTION NO: 10

The following keyword was typed in exactly as shown. Choose the answer(s) that would result. All search criteria have
default settings. credit card

A. Credit
B. Card
C. Credit Card

D. credit card

ANSWER: CD
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