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QUESTION NO: 1

Your-company.com recently started using G Suite. The CIO is happy with the deployment, but received notifications that 
some employees have issues with consumer Google accounts (conflict accounts). You want to put a plan in place to address 
this concern.

What should you do?

A. Use the conflict account remove tool to remove the accounts from G Suite.

B. Rename the accounts to temp@your-company.com, and recreate the accounts.

C. Ask users to request a new G Suite account from your local admin.

D. Use the Transfer tool for unmanaged users to find the conflict accounts.

ANSWER: A 

QUESTION NO: 2

Your organization has just appointed a new CISO. They have signed up to receive admin alerts and just received an alert for 
a suspicious login attempt. They are trying to determine how frequently suspicious login attempts occur within the 
organization. The CISO has asked you to provide details for each user account that has had a suspicious login attempt in the 
past year and the number of times it occurred for each account.

What action should you take to meet these requirements?

A. Use the login audit report to export all suspicious login details for analysis.

B. Create a custom dashboard with the security investigation tool showing suspicious logins.

C. Use the account activity report to export all suspicious login details for analysis.

D. Create a custom query in BigQuery showing all suspicious login details.

ANSWER: A 

QUESTION NO: 3

Several customers have reported receiving fake collection notices from your company. The emails were received from 
accounts.receivable@yourcompany.com, which is the valid address used by your accounting department for such matters, 
but the email audit log does not show the emails in question. You need to stop these emails from being sent.

What two actions should you take? (Choose two.)

A. Change the password for suspected compromised account accounts.receivable@yourcompany.com.
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B. Configure a Sender Policy Framework (SPF) record for your domain.

C. Configure Domain Keys Identified Mail (DKIM) to authenticate email.

D. Disable mail delegation for the accounts.receivable@yourcompany.com account.

E. Disable “Allow users to automatically forward incoming email to another address.”

ANSWER: A C 

QUESTION NO: 4

Your organization syncs directory data from Active Directory to G Suite via Google Cloud Directory Sync. Users and Groups 
are updated from Active Directory on an hourly basis. A user's last name and primary email address have to be changed. 
You need to update the user’s data.

What two actions should you take? (Choose two.)

A. Add the user's old email address to their account in the G Suite Admin panel.

B. Change the user's primary email address in the G Suite Admin panel.

C. Change the user's last name in the G Suite Admin panel.

D. Change the user's primary email in Active Directory.

E. Change the user's last name in Active Directory.

ANSWER: A C 

QUESTION NO: 5

The company's ten most senior executives are to have their offices outfitted with dedicated, standardized video conference 
cameras, microphones, and screens. The goal is to reduce the amount of technical support they require due to frequent, 
habitual switching between various mobile and PC devices throughout their busy days. You must ensure that it is easier for 
the executives to join Meet video conferences with the dedicated equipment instead of whatever device they happen to have 
available.

What should you do?

A. Set up unmanaged Chromeboxes and set the executives’ homepage to meet.google.com via Chrome settings.

B. Set up the executive offices as reservable Calendar Resources, deploy Hangouts Meet Hardware Kits, and associate the 
Meet hardware with the room calendars.

C. Deploy Hangouts Meet Hardware Kits to each executive office, and associate the Meet hardware with the executives’ 
calendars.

D. Provision managed Chromeboxes and set the executives’ Chrome homepage to meet. google.com via device policy.
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ANSWER: D 

QUESTION NO: 6

Your organization is on G Suite Enterprise and allows for external sharing of Google Drive files to facilitate collaboration with 
other G Suite customers. Recently you have had several incidents of files and folders being broadly shared with external 
users and groups. Your chief security officer needs data on the scope of external sharing and ongoing alerting so that 
external access does not have to be disabled.

What two actions should you take to support the chief security officer's request? (Choose two.)

A. Review who has viewed files using the Google Drive Activity Dashboard.

B. Create an alert from Drive Audit reports to notify of external file sharing.

C. Review total external sharing in the Aggregate Reports section.

D. Create a custom Dashboard for external sharing in the Security Investigation Tool.

E. Automatically block external sharing using DLP rules.

ANSWER: B E 

QUESTION NO: 7

The CFO just informed you that one of their team members wire-transferred money to the wrong account because they 
received an email that appeared to be from the CFO. The CFO has provided a list of all users that may be responsible for 
sending wire transfers. The CFO also provided a list of banks the company sends wire transfers to. There are no external 
users that should be requesting wire transfers. The CFO is working with the bank to resolve the issue and needs your help to 
ensure that this does not happen again.

What two actions should you take? (Choose two.)

A. Configure objectionable content to reject messages with the words “wire transfer.”

B. Verify that DMARC, DKIM, and SPF records are configured correctly for your domain.

C. Create a rule requiring secure transport for all messages regarding wire transfers.

D. Add the sender of the wire transfer email to the blocked senders list.

E. Enable all admin settings in Gmail's safety > spoofing and authentication.

ANSWER: B D 

QUESTION NO: 8
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Your organization's Sales Department uses a generic user account (sales@company.com) to manage requests. With only 
one employee responsible for managing the departmental account, you are tasked with providing the department with the 
most efficient means to allow multiple employees various levels of access and manage requests from a common email 
address.

What should you do?

A. Configure a Google Group as an email list.

B. Delegate email access to department employees.

C. Configure a Google Group as a collaborative inbox.

D. Configure a Google Group, and set the Access Level to Announcement Only.

ANSWER: D 

QUESTION NO: 9

Madeupcorp.com is in the process of migrating from a third-party email system to G Suite. The VP of Marketing is concerned 
that her team already administers the corporate AdSense, AdWords, and YouTube channels using their @madeupcorp.com 
email addresses, but has not tracked which users have access to which service. You need to ensure that there is no 
disruption.

What should you do?

A. Run the Transfer Tool for Unmanaged users.

B. Use a Google Form to survey the Marketing department users.

C. Assure the VP that there is no action required to configure G Suite.

D. Contact Google Enterprise Support to identify affected users.

ANSWER: A 

Explanation:

Reference: https://support.google.com/a/answer/6178640?hl=en

QUESTION NO: 10

Your large organization, 80,000 users, has been on Google for two years. Your CTO wants to create an integrated team 
experience with Google Groups, Teams Drives, and Calendar. Users will use a Google Form and Apps Script to request a 
new “G-Team.” A “G-Team’ is composed of a Google Group and a Team Drive/Secondary Calendar that is shared using that 
Google Group.

What two design decisions are required to implement this workflow securely? (Choose two.)

A. The Apps Script will need to run as a G Suite admin.
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B. You will need a Cloud SQL instance to store “G-Team’ data.

C. The Google Form will need to be limited to internal users only.

D. The Apps Script will need to run on a timed interval to process new entries.

E. The Google Form will need to enforce Group naming conventions.

ANSWER: C D 
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