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QUESTION NO: 1

After a fire has occurred, what repressive measure can be taken?
A. Extinguishing the fire after the fire alarm sounds
B. Buying in a proper fire insurance policy

C. Repairing all systems after the fire

ANSWER: A

QUESTION NO: 2
Changes to the information processing facilities shall be done in controlled manner.
A. True

B. False

ANSWER: A

QUESTION NO: 3

You receive the following mail from the IT support team: Dear User,Starting next week, we will be deleting all inactive email
accounts in order to create spaceshare the below details in order to continue using your account. In case of no response,

Name:

Email ID:

Password:

DOB:

Kindly contact the webmail team for any further support. Thanks for your attention.
Which of the following is the best response?

A. Ignore the email

B. Respond it by saying that one should not share the password with anyone
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C. One should not respond to these mails and report such email to your supervisor

ANSWER: C

QUESTION NO: 4

You have a hard copy of a customer design document that you want to dispose off. What would you do
A. Throw it in any dustbin

B. Shred it using a shredder

C. Give it to the office boy to reuse it for other purposes

D. Be environment friendly and reuse it for writing

ANSWER: B

QUESTION NO: 5

Who are allowed to access highly confidential files?

A. Employees with a business need-to-know

B. Contractors with a business need-to-know

C. Employees with signed NDA have a business need-to-know

D. Non-employees designated with approved access and have signed NDA

ANSWER: C

QUESTION NO: 6

Which of the following does an Asset Register contain? (Choose two)
A. Asset Type
B. Asset Owner

C. Asset Modifier
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D. Process ID

ANSWER: AB

QUESTION NO: 7

Four types of Data Classification (Choose two)
A. Restricted Data, Confidential Data

B. Project Data, Highly Confidential Data

C. Financial Data, Highly Confidential Data

D. Unrestricted Data, Highly Confidential Data

ANSWER: AD

QUESTION NO: 8

The following are the guidelines to protect your password, except:

A. Don't use the same password for various company system security access
B. Do not share passwords with anyone

C. For easy recall, use the same password for company and personal accounts

D. Change a temporary password on first log-on

ANSWER: B C

QUESTION NO: 9

Which of the following statements are correct for Clean Desk Policy?

A. Don't leave confidential documents on your desk.

B. Don't leave valuable items on your desk if you are not in your work area.

C. Don't leave highly confidential items.
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D. Don't leave laptops without cable lock.

ANSWER: ABC
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