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QUESTION NO: 1

A non-human threat for computer systems is a flood. In which situation is a flood always a relevant threat?

A. If the risk analysis has not been carried out. 

B. When computer systems are kept in a cellar below ground level. 

C. When the computer systems are not insured. 

D. When the organization is located near a river. 

ANSWER: B 

QUESTION NO: 2

Select the controls that correspond to the domain "9. ACCESS CONTROL" of ISO / 27002

(Choose three)

A. Restriction of access to information 

B. Return of assets 

C. Management of access rights with special privileges 

D. Withdrawal or adaptation of access rights 

ANSWER: A B D 

QUESTION NO: 3

Select risk control activities for domain "10. Encryption" of ISO / 27002: 2013 (Choose two)

A. Work in safe areas 

B. Cryptographic Controls Use Policy 

C. Physical security perimeter 

D. Key management 
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ANSWER: B D 

QUESTION NO: 4

Prior to employment, _________ as well as terms & conditions of employment are included as controls in ISO 27002 to 
ensure that employees and contractors understand their responsibilities and are suitable for the roles for which they are 
considered.

A. screening 

B. authorizing 

C. controlling 

D. flexing 

ANSWER: A 

QUESTION NO: 5

Which of these reliability aspects is "completeness" a part of?

A. Availability 

B. Exclusivity 

C. Integrity 

D. Confidentiality 

ANSWER: C 

QUESTION NO: 6

Which of the following measures is a preventive measure?

A. Installing a logging system that enables changes in a system to be recognized B. Shutting down all internet traffic after a 
hacker has gained access to the company systems 

B. Putting sensitive information in a safe 

C. Classifying a risk as acceptable because the cost of addressing the threat is higher than the value of the information at 
risk 
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ANSWER: B 

QUESTION NO: 7

You apply for a position in another company and get the job. Along with your contract, you are asked to sign a code of 
conduct. What is a code of conduct?

A. A code of conduct specifies how employees are expected to conduct themselves and is the same for all companies. 

B. A code of conduct is a standard part of a labor contract. 

C. A code of conduct differs from company to company and specifies, among other things, the rules of behavior with regard 
to the usage of information systems. 

ANSWER: C 
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