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QUESTION NO: 1

Which of the following does an Asset Register contain? (Choose two)
A. Asset Type

B. Asset Owner

C. Asset Modifier

D. Process ID

ANSWER: AB

QUESTION NO: 2

Which of the following statements are correct for Clean Desk Policy?

A. Don't leave confidential documents on your desk.

B. Don't leave valuable items on your desk if you are not in your work area.
C. Don't leave highly confidential items.

D. Don't leave laptops without cable lock.

ANSWER: ABC

QUESTION NO: 3

is a software used or created by hackers to disrupt computer operation, gather sensitive information, or gain
access to private computer systems.

A. Trojan
B. Operating System
C. Virus

D. Malware
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ANSWER: D

QUESTION NO: 4

Which of the following is a technical security measure?

A. Encryption

B. Security policy

C. Safe storage of backups

D. User role profiles.

ANSWER: A

QUESTION NO: 5

Four types of Data Classification (Choose two)

A. Restricted Data, Confidential Data

B. Project Data, Highly Confidential Data

C. Financial Data, Highly Confidential Data

D. Unrestricted Data, Highly Confidential Data

ANSWER: AD

QUESTION NO: 6

What would be the reference for you to know who should have access to data/document?

A. Data Classification Label

B. Access Control List (ACL)

C. Masterlist of Project Records (MLPR)

D. Information Rights Management (IRM)
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ANSWER: B

QUESTION NO: 7

There is a scheduled fire drill in your facility. What should you do?
A. Participate in the drill

B. Excuse yourself by saying you have an urgent deliverable

C. Call in sick

D. None of the above

ANSWER: A

Explanation:

QUESTION NO: 8

The following are the guidelines to protect your password, except:

A. Don't use the same password for various company system security access
B. Do not share passwords with anyone

C. For easy recall, use the same password for company and personal accounts

D. Change a temporary password on first log-on

ANSWER: B C

QUESTION NO: 9

Information Security is a matter of building and maintaining
A. Confidentiality
B. Trust

C. Protection
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D. Firewalls

ANSWER: B
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