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QUESTION NO: 1

Which of the following protocols is used to send e-mails on the Internet?

A. HTTP 

B. IMAP4 

C. SMTP 

D. POP3 

ANSWER: C 

QUESTION NO: 2

Which of the following types of attacks slows down or stops a server by overloading it with requests?

A. Vulnerability attack 

B. Impersonation attack 

C. Network attack 

D. DoS attack 

ANSWER: D 

QUESTION NO: 3

Which of the following types of virus is capable of changing its signature to avoid detection?

A. Macro virus 

B. Polymorphic virus 

C. Stealth virus 

D. Boot sector virus 

ANSWER: B 

QUESTION NO: 4

Which of the following statements about Digest authentication are true?
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Each correct answer represents a complete solution. Choose two.

A. In Digest authentication, passwords are sent across a network as clear text, rather than as a has value. 

B. Digest authentication is used by wireless LANs, which follow the IEEE 802.11 standard.

C. In Digest authentication, passwords are sent across a network as a hash value, rather than as clear text. 

D. Digest authentication is a more secure authentication method as compared to Basic authentication. 

ANSWER: C D 

QUESTION NO: 5

You are a salesperson. You are authorized to access only the information that is essential for your work. Which of the 
following access control models is used in your organization?

A. Role-Based Access Control 

B. Discretionary Access Control 

C. Mandatory Access Control 

D. Rule-Based Access Control 

E. Privilege Access Control 

ANSWER: A 

QUESTION NO: 6

Which of the following refers to going through someone's trash to find out useful or confidential information?

A. Dumpster diving 

B. Hacking 

C. Phishing 

D. Spoofing 

ANSWER: A 

QUESTION NO: 7

Which of the following features of a switch helps to protect network from MAC flood and

MAC spoofing?
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A. Port security 

B. Multi-Authentication 

C. Quality of Service (QoS) 

D. MAC Authentication Bypass 

ANSWER: A 

QUESTION NO: 8

You work as a Network Administrator for Tech Perfect Inc. The company has a TCP/IPbased network.

You have configured a firewall on the network. A filter has been applied to block all the ports. You want to enable sending 
and receiving of emails on the network. Which of the following ports will you open?

Each correct answer represents a complete solution. Choose two.

A. 20 

B. 80 

C. 110 

D. 25 

ANSWER: C D 

QUESTION NO: 9

Which of the following are the responsibilities of the owner with regard to data in an information classification program?

Each correct answer represents a complete solution. Choose three.

A. Delegating the responsibility of the data protection duties to a custodian. 

B. Determining what level of classification the information requires. 

C. Running regular backups and routinely testing the validity of the backup data. 

D. Reviewing the classification assignments at regular time intervals and making changes as the business needs change. 

ANSWER: A B D 

QUESTION NO: 10
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You work as a Network Administrator for Net Perfect Inc. The company has a TCP/IPbased Windows NT network. You are 
configuring a computer that will be used as a file server on the network. You have to decide the disk configuration for the 
computer to obtain better performance.

A fault tolerant disk configuration is not a requirement. Which of the following RAID levels will you choose to fulfil the 
requirement?

A. RAID-5 

B. RAID-0 

C. RAID-4 

D. RAID-3 

E. RAID-1 

ANSWER: B 

QUESTION NO: 11

Which of the following are the major tasks of risk management?

Each correct answer represents a complete solution. Choose two.

A. Building Risk free systems 

B. Assuring the integrity of organizational data 

C. Risk control 

D. Risk identification 

ANSWER: C D 

QUESTION NO: 12

You work as a Web Developer for WebCrunch Inc. You create a web site that contains information about the company's 
products and services. The web site is to be used by the company's suppliers only. Which of the following options will you 
use to specify the nature of access to the web site?

A. Intranet 

B. Internet and Intranet 

C. Internet 

D. Extranet 

ANSWER: D 
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QUESTION NO: 13

Which of the following statements are true about a Gantt chart?

Each correct answer represents a complete solution. Choose all that apply.

A. It displays the duration of a task. 

B. It is easier to plan than PERT. 

C. It displays dependencies between activities. 

D. The impact of slippage is easily determined. 

ANSWER: A B D 

QUESTION NO: 14

Which of the following are the differences between PPTP and L2TP?

Each correct answer represents a complete solution. Choose three.

A. L2TP does not provide any kind of security. 

B. PPTP connections use Microsoft Point-to-Point Encryption (MPPE), whereas L2TP uses Data Encryption Standard 
(DES). 

C. L2TP may be used with IPSec, while PPTP stands alone. 

D. PPTP is supported by most industry vendors, while L2TP is a proprietary Microsoft standard. 

ANSWER: A B C 

QUESTION NO: 15

Which of the following rated systems of the Orange book has mandatory protection of the

TCB?

A. B-rated 

B. A-rated 

C. D-rated 

D. C-rated 

ANSWER: A 
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QUESTION NO: 16

Which of the following are the responsibilities of a custodian with regard to data in an information classification program?

Each correct answer represents a complete solution. Choose three.

A. Running regular backups and routinely testing the validity of the backup data 

B. Performing data restoration from the backups when necessary 

C. Controlling access, adding and removing privileges for individual users 

D. Determining what level of classification the information requires 

ANSWER: A B C 

QUESTION NO: 17

Peter works as a Network Administrator for Net World Inc. The company wants to allow remote users to connect and access 
its private network through a dial-up connection via the Internet. All the data will be sent across a public network. For security 
reasons, the management wants the data sent through the Internet to be encrypted. The company plans to use a Layer 2 
Tunneling Protocol (L2TP) connection. Which communication protocol will

Peter use to accomplish the task?

A. Microsoft Point-to-Point Encryption (MPPE) 

B. Pretty Good Privacy (PGP) 

C. Data Encryption Standard (DES) 

D. IP Security (IPSec) 

ANSWER: D 

QUESTION NO: 18

Which of the following are tunneling protocols?

Each correct answer represents a complete solution. Choose two.

A. NNTP 

B. SMTP 

C. L2TP 

D. PPTP 

ANSWER: C D 
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QUESTION NO: 19

Which of the following layers are the sub layers of the data-link layer?

Each correct answer represents a complete solution. Choose all that apply.

A. Media Access Control (MAC) 

B. Logical Link Control (LLC) 

C. Reserve Address Resolution Protocol (RARP) 

D. Serial Line Internet Protocol (SLIP) 

ANSWER: A B 

QUESTION NO: 20

Wired Equivalent Privacy (WEP) is a security protocol for wireless local area networks (WLANs). It has two components, 
authentication and encryption. It provides security equivalent to wired networks for wireless networks. WEP encrypts data on 
a wireless network by using a fixed secret key. Which of the following statements are true about

WEP?

Each correct answer represents a complete solution. Choose all that apply.

A. WEP uses the RC4 encryption algorithm. 

B. The Initialization Vector (IV) field of WEP is only 24 bits long. 

C. Automated tools such as AirSnort are available for discovering WEP keys. 

D. It provides better security than the Wi-Fi Protected Access protocol. 

ANSWER: A B C 
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