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QUESTION NO: 1

Examine the FortiMail active-passive cluster shown in the exhibit; then answer the question below.

Primary

portl

172.16.32.56 \
Wl

port2

Virtual IP
172.16.32.55

firewall o

portl
172.16.32.57

Secondary

Primary HA Interface Configuration

HA Interface
Port: portl...
Enable port monitor
Heartbeat status: Disable v
Peer IP address: 0.0.0.0

Peer IPv6 address:

Virtual IP action: lgnore v |
Virtual IP address:  0.0.0.0 / 0
Virtual IPv6 address:  -- / 0

Which of the following parameters are recommended for the Primary FortiMail's HA interface configuration? (Choose three.)

A. Enable port monitor: disable

B. Peer IP address: 172.16.32.57

C. Heartbeat status: Primary

D. Virtual IP address: 172.16.32.55/24
E. Virtual IP action: Use

ANSWER:CDE
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QUESTION NO: 2

Examine the FortiMail session profile and protected domain configuration shown in the exhibit; then answer the question
below.

Profile name: |

Session Profile

= Connection Settings

= Sender Repulatoi

~ | Endpoint Reputation

¥ | Sender Validation

* Session Settings
= | Unauthenticated Session Settings
a SMTP Limits

Restrict number of EHLO/HELOs per session to: 3

Restrict number of email per session to: 10

Restrict number of recipients per email to: S00

Cap message size (KB) at: 51200
10240

Cap header size (KB) at:

Maximum number of NOOPs allowed for each connection: 10

Maximum number of RSETs allowed for each connection: 20
Domains
Domain name; example.com
Is subdomain
Main domain: | v
LDAP User Profile| __None-- v
« | pdvanced Settinas
[ Mail Routing LDAP profile: —None— _ : |
|| Remove received header of outgoing email
Webmail theme: |Use system settings w |
Webmail language: | Use system settings A

Maximum message size(KB). | 204800

Automatically add new users to address book:  Domain :V

Which size limit will FortiMail apply to outbound email?
A. 204800

B. 51200

C. 1024

D. 10240
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ANSWER: A

QUESTION NO: 3

An organization has different groups of users with different needs in email functionality, such as address book access,
mobile device access, email retention periods, and disk quotas. Which FortiMail feature specific to server mode can be used
to accomplish this?

A. Resource profiles
B. Address book management options
C. Access profiles

D. Domain-level service settings

ANSWER: D

QUESTION NO: 4

Examine the FortiMail topology and access receive rule shown in the exhibit; then answer the question below.

Protected Domain: example.com

10.259.1.0/24
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FortiMail

Access Control Rule

Enabled -
Sender pattern: User Defined b
* Regular expression
Recipient pattern: | User Defined »
* Regular expression
Sender User Defined »
IP/netmask:
0.0.0.0 Fal:
Reverse DNS T
pattern: Regular expression
Authentication Any >
status:
TLS profile: —-MNone-- . New...
Action: Reject b
Comments:
Create Cancel

An administrator must enforce authentication on FML-1 for all outbound email from the example.com domain. Which of the
following settings should be used to configure the access receive rule? (Choose two.)

A. The Sender IP/netmask should be set to 10.29.1.0/24
B. The Authentication status should be set to Authenticated
C. The Recipient pattern should be set o *@example.com

D. The Action should be set to Reject

ANSWER: C D

QUESTION NO: 5

A FortiMail administrator is investigating a sudden increase in DSNs being delivered to the protected domain for
undeliverable email messages. After searching the logs, the administrator identifies that the DSNs were not generated as a
result of any outbound email sent from the protected domain. Which FortiMail antispam technique can the administrator use
to prevent this scenario? (Choose one.)

A. Bounce address tag validation

B. Spam outbreak protection

C. Spoofed header detection

D. FortiGuard IP Reputation

ANSWER: B
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