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QUESTION NO: 1

What are the common database intrusion detection techniques? (Multiple selection)

A. Intrusion detection technology based on known attack behaviors

B. Intrusion detection technology based on data mining

C. Statistical-based intrusion detection technology

D. Intrusion detection technology based on pattern matching

ANSWER: A B C D 

QUESTION NO: 2

Which of the following options are the main dangers of computer Trojans?

A. Personal accounts, passwords and other information were stolen

B. Cause the system to slow down or even freeze

C. Illegal remote control of a computer

D. User files are corrupted

ANSWER: A B C D 

QUESTION NO: 3

In the first half of 2021 alone, there were 944 data breaches that resulted in 3.3 billion data records being compromised. 
Organizations must follow the principle of which of the following options to keep data safe at all times.

A. in the file system Data at rest is protected on the database through storage technology

B. Check database backups regularly

C. Protection of data in use when using or processing data

D. Protect data in transit as it travels across the network

ANSWER: A B C D 

QUESTION NO: 4
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Which of the following options is used to obtain information in penetration testing? (single selection).

A. Connect to open ports Log in to the server

B. Exploit the vulnerability to implant a backdoor into the host

C. Use the tool to scan the port open by the server❷

D. Extract super administrator permissions for ordinary users.

ANSWER: C 

QUESTION NO: 5

Nmap is a network security tool for network discovery and security auditing, so which of the following options does it fall into 
?

A. Virus scan

B. App scanning

C. Vulnerability scanning

D. Port scanning

ANSWER: D 

QUESTION NO: 6

NIP's service interfaces are all working at Layer 2, which can not change the customer's existing network topology. It 
provides direct and transparent access to the customer network In addition, the default threat protection policy is configured, 
and protection can be started after connecting to the network.

A. TRUE

B. FALSE

ANSWER: A 

QUESTION NO: 7

NIP Network Intelligent Protection System can support troubleshooting which of the following options7

A. ESP card troubleshooting function

B. Ping and Tracer! Means of detection

C. View and download diagnostic information
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D. Channel diagnosis function between NIP and network management software or daily host computer

ANSWER: A B C D 

QUESTION NO: 8

What are the logical/technical access controls in the following equation? (multiple selection).

A. Access control list

B. Camera

C. Encryption

D. Employment Guidelines

ANSWER: A C 

QUESTION NO: 9

Which is the more correct number of DNS servers that can be bound to each outbound interface in the USC Firewall DNS 
Transparent Proxy function? 

A. 2

B. 3

C. 4

D. 1

ANSWER: A 

QUESTION NO: 10

The following describes the network scanning defense technology Which one is wrong? (single selection).

A. The trapping probe has a business simulation function.

B. Firewalls and switch devices can act as trapping probes.

C. In networking mode where the trap and the trap probe are on the same firewall| CIS and SecoManager are not required 
for trapping Closed-loop threat linkage can be completed directly through FW.

D. The trapping system produces a unique fingerprint for each attacker Able to record hacker IP, operating system 
Information such as browser type, type of attack weapon, etC.

ANSWER: A 
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QUESTION NO: 11

According to the requirements of Graded Protection 2.0, the scope of security audits should cover not only every operating 
system user on the server, but also which of the following

A. Database user

B. Monitor users

C. Configure the user

D. Non-admin users

ANSWER: A 

QUESTION NO: 12

The following describes the configuration contents of the firewall file filtering feature Which one is wrong, (single selection).

A. Use the command display current-configuration to display configuration information for the default configuration file itself.

B. The administrator should first clarify which types of files need to be purged, and then select the types of files that the 
device can support Finally, fill in the remaining file types in "Custom extension".

C. When the default configuration file is referenced by the command line configuration security policy You need to enter the 
full profile name Otherwise, it cannot be successfully referenced.

D. Under the command line interface, you can view the configuration information in the default configuration file through the 
command display profile type url-filter.

ANSWER: A 

QUESTION NO: 13

Right to request rectification by the data controller Which right of the data subject does the data subject belong to the 
completion of inaccurate/incomplete personal data? (single selection).

A. Right of Access

B. Right to Measure and Remove

C. Right to Correction

D. Right to know

ANSWER: C 

QUESTION NO: 14
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Which of the following options is part of the business security resiliency (multiple choices)?

A. Establish a secure business environment

B. Improve situational awareness and resiliency of your business

C. Build defense-in-depth capabilities for your business

D. Do a good job of protecting the equipment at the point

ANSWER: A B C 

QUESTION NO: 15

Which of the following items is included in the processing of raw traffic?

A. Encrypted traffic parsing

B. Extract metadata

C. File restore

D. Virus detection

ANSWER: A B C 
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