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QUESTION NO: 1

Refer to the exhibit.

Examine the partial debug output shown in the exhibit.
diagnose test authserver ldap Training-Lab student password

handle_reqg-Rovd auth reqg 1584902618 for student in Training-lab opt=0000001b prot=0

__compose_group_list_from req-Group ‘Training-Lab'
[608] fnbamd pop3_start-student

8l __urnlal.ud__:rq_gqtulu.np“_l.1:t_‘b';‘_:qrv:r-'-_nnd1m; LODAFR ‘server "Iraining-Lab"

[1544] fnbamd ldap_ init-search filter SRMA untHame=student
[1553] fnobamd ldap_init-search base ia: co=usera,dc=trainingad,dc=training,dc=lab
1973] _fnh.lun.d_fld.n;:_d.-s:_.:b—ﬁq:lalvrd. Training-Lab(idx O} co 10.0.1.10
[1021] __ fobamd ldap dns_cb-3till connecting.
[817] create_auth_sessicn-Total 1 servec(a) to £y
[239] _ ldep_coanect-tops_connect (10.0.1.10) 43 established,
[214] ldap rxtx-state 3(Admin Binding)
[196] _ ldap_buwild bind req-Binding to "CH=Administrator,CH=Users,DC=traininghl, DC=training,DC=lab’
[852] fnbamd ldap send-sending 80 bytes to 10.0.1.10
[B64] fnbamd lda end-Request is sent. ID 1
[214] _H_ldap__r:l:'l: state 4 (Admin Bind resp)
[1056]  fnbamd ldap recv—Responde. len: 16; svr: 10.0.1.10
[T5E] fnb-ud'ldl.p__plr:t":curpnun_-le-L'h;r'l'. one MESSAGE. ID:1, typeibind
[791] fnbamd ldap parse response-ret=0
[eal) ldap rxtx-Chafige state to "DN search'
[814] _ ldap_rxtx-state 11 (DN assarch)
[584] robamd ldapibuild dn sesrch reg-base:’cn=users,do=trainingad, de=craining,do=lab' filrer:sAMiccountMame=student
[852] fnbeamd ldap Send-sending 9% bytes to 10. .10
[RE4] .Er-.bnn-:l_.'l.dupqzl d-Regquest is s=ac. ID 2
[814] & ldap rRTx- e 12 (DN search resp)
[1056] fnbamd ldap recv-Response len: €9, svr: 10,0.1.10
{756] fobamd ldap parse response-Got one MESSAGE. IDi2, cypeissarchepatry
[T91] fnbamd ldap paTrse response-ret=0
[1098] _Ir..hnmd_l-:l.up_d entry-Get DN "CH=student,CH=Users,DC=traininghAl, DC=training, DC=lak"®
[90] ldap dn list add-sdded CH=student, CH=Ussras, DC=rraininghD, DO=craining,DC=lab
[105&] fnbamd ldap recv-Response leni 16, sve: 10.0.1.10
[T56] fabamd ldap parse response-Got sne MESSAGE. ID:2, cype:ssarch-resulc
[791]) fnbamd ldap parse responss-ret=0
[881] " ldap rxtx-Change state to 'User Binding"
[Bl4] _ ldap rxrx-scate 5(Dser Binding)
[429] fnbams ldap build userbind req-Trying DN °*CHNescadent,CH =trainingAD, DC=training, DC=lab"
[196] _ ldap build bind req-Binding to ‘*CH=student,CH=Usars, DC= iningAD, DC=training, DC=lab*
[852] fnbamd ldap send-sending 105 byces o 10.0.3.10
[864] fnbamd ldap send-Regquesc ia senc. ID 3
[814] _ ldap rxtx-state 6(User Bind reap)
[1056] fnbamd ldap recv-Response len: 16, = 10.0.1.10
[T5€] fnbamd ldap parse response-Got one MESSAGE. ID:3, cype:bind
[791] fnbamd ldap parse response-ret=0
[881] _ ldap rxtx-Change state to “Attr guercy’
[B14] _ ldap rxtx-state T(Rttr gquezy)
[482] fnbamd ldap build attr_ search reg-Adding attr ‘member0f®
[184]) fnbamd ldap build_ attr_search req-base:'CH=student,CH=Users, DC=traininghl, DO=training, DO=lab’ filter:cn=*
1252] fnbamd. ldap s&nd-sending 122'bytes to 10.0.1.10
[B64] fobamd ldap send-Request is sent. ID 4

Which two statements about the debug output are true? (Choose two.)
A. The connection to the LDAP server timed out.
B. The user authenticated successfully.

C. The LDAP server is configured to use regular bind.
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D. The debug output shows multiple user authentications.

ANSWER: B C

QUESTION NO: 2

Refer to the exhibit showing certificate values.

DumpsArena - Pass Your Next Certification Exam Fast!
dumpsarena.co


https://dumpsarena.co/

DUMPSQARENA

General | Details

Could not verify this certificate because the issuer is unknown.

Issued To

Common Name (CN)  fac.trainingad.training.lab
Organization (0) <Mot Part Of Certificate>
Organizational Unit (OU) <Not Part Of Certificate>
Senal Number 01:86:A4

Issued By

Common Name (CN)  trainingad.training.lab
Organization (Q) <Mot Part Of Certificate>
Organizational Unit (OU) <Not Part Of Certificate>

Period of Validity
Begins On Thursday, October 17, 2019
Expires On Tuesday, October 15, 2024

Fingerprints
SHA-256 Fingerprint BS:42:6C:66:EF:87:25:D4:AT: 9A:5F:83:3E:0D: &R :B2:
ED:7F:18:0B:27:66:54:61:7B:B0:71:808:04:55:85:4E

SHA1 Fingerprint OF: 77:87:F 4:C4:26:06:60:85:8F: 30:AD: CE:9E-06:B:AC: 1F:D4:07

Wireless guest users are unable to authenticate because they are getting a certificate error while loading the captive portal
login page. This URL string is the HTTPS POST URL guest wireless users see when attempting to access the network using
the web browser:

https://fac.trainingad.training.com/guests/login/?login&post=https://auth.trainingad.training.1ab:1003/

fgtauth&magic=000a038293d1f411&usermac=b8:27:eb:d8:50:02&apmac=70:4c:a5:9d:0d:28&apip=10.10.100.2&userip=10.
0.3.1&ssid=Guest03&apname=PS221ETF1

8000148&bssid=70:4c:a5:9d:0d:30
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Which two settings are the likely causes of the issue? (Choose two.)
A. The external server FQDN is incorrect.

B. The FortiGate authentication interface address is using HTTPS.
C. The wireless user's browser is missing a CA certificate.

D. The user address is not in DDNS form.
ANSWER: AC

QUESTION NO: 3

An administrator has deployed dual band-capable wireless APs in a wireless network. Multiple 2.4 GHz wireless clients are
connecting to the network, and subsequent monitoring shows that individual AP 2.4GHz interfaces are being overloaded with
wireless connections.

Which configuration change would best resolve the overloading issue?

A. Configure load balancing AP handoff on both the AP interfaces on all APs.

B. Configure load balancing AP handoff on only the 2.4GHz interfaces of all Aps.

C. Configure load balancing frequency handoff on both the AP interfaces.

D. Configure a client limit on the all AP 2.4GHz interfaces.
ANSWER: C

QUESTION NO: 4

Refer to the exhibit.
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config wireless-controller wtp-profile

edit "Main Networks - FAP-320C"
set comment "Profile with standard networks"”
config platform

end
set
set
set
set
set

end

set

type 320C

handoff-rssi 30
handoff-sta-thresh 30
ap-country GB
allowaccess https ssh
login—-passwd-change yes
config radio-1

set

set
set
set
set
set
set
set
set

band 802.11n,g-only

channel-utilization enable

wids-profile "default-wids-apscan-enabled”
darrp enable

frequency-handocff enable

ap-handoff enable

vap-all disable

vaps "Guest”™ "Corporate"

channel "1% “g* *i1"

config radio-2

aend
next
end

set
set
set
set
set
set
set
set
set
set

band 802.1llac

channel-bonding 40MHz

channel-utilization enable

wids-profile "default-wids-apscan-enabled”
darrp enable

fregquency-handoff enable

ap-handoff enable

vap-all disable

vaps "Guest™ "Corporate"

channel "36" "44" "352"

In the WTP profile configuration shown in the exhibit, the AP profile is assigned to two FAP-320 APs that are installed in an

open plan office.

= The first AP has 32 clients associated to the 5GHz radios and 22 clients associated to the 2.4GHz radio.

= The second AP has 12 clients associated to the 5GHz radios and 20 clients associated to the 2.4GHz radio.

A dual band-capable client enters the office near the first AP and the first AP measures the new client at =33 dBm signal
strength. The second AP measures the new client at —43 dBm signal strength.

In the new client attempts to connect to the corporate wireless network, to which AP radio will the client be associated?

A. The second AP 5GHz interface.
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B. The first AP 2.4GHz interface.
C. The first AP 5GHz interface.

D. The second AP 2.4GHz interface.
ANSWER: A

QUESTION NO: 5
Which statement correctly describes the quest portal behavior on FortiAuthenticator?
A. Sponsored accounts cannot authenticate using guest portals.

B. FortiAuthenticator uses POST parameters and a RADIUS client configuration to map the request to a guest portal for
authentication.

C. All guest accounts must be activated using SMS or email activation codes.

D. All self-registered and sponsored accounts are listed on the local Users GUI page on FortiAuthenticator.

ANSWER: A
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