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QUESTION NO: 1

Refer to the exhibit.

Based on the CLI output from FortiGate. which statement is true?

A. FortiGate is configured to pull user groups from FortiClient EMS
B. FortiGate is configured with local user group
C. FortiGate is configured to pull user groups from FortiAuthenticator

D. FortiGate is configured to pull user groups from AD Server.

ANSWER: A

QUESTION NO: 2

Refer to the exhibits.
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Security Fabric Settings

& FortiGate Telemetry

Security Fabric role Jain Existing Fabric
Fabric name li:;b}_lc
Topalogy & FGVM010000052731 (Fabric Root)
Allow other FortiGatestojoin @ | ® porta x

! +
Pre-authorized FortiGates None ¢ Edit

SAML Single Sign-On @ »
Management IPFFQDN © -

Management Port m Specify
FortiAnalyzer Logging
IPaddress [1001250 = ]
Test Connectivity

Logging to ADOM root
Storage usage S 144.55 MIiB / 50.00 GIB
Analytics usage i 91.02 MIiB/ 35.00 GiB

(Number of days stored: 55/60)

Archive usage 10 53.53MiB/ 15.00GiB

(Number of days stored: 54/365)

Upload option €@ m Every Minute = Every 5 Minutes

S5L encrypt log transmission
Allow access to FortiGate REST API

Verify FortiAnalyzer certificate (% FAZVMTM19008187

@ FortiClient Endpoint Management System (EMS)

Name | EMSServer |
IP/DomainName | 10.0.1.100 |

|

|

Serial Number | FCTEMS0000100991

Admin User | admin

Password sessssee Change
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Based on the FortiGate Security Fabric settings shown in the exhibits, what must an administrator do on the EMS server to
successfully quarantine an endpoint. when it is detected as a compromised host (IoC)?

A. The administrator must enable remote HTTPS access to EMS.
B. The administrator must enable FQDN on EMS.
C. The administrator must authorize FortiGate on FortiAnalyzer.

D. The administrator must enable SSH access to EMS.

ANSWER: A

QUESTION NO: 3

Refer to the exhibit.
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Filename Unconfirmed 899290 crdownload

Onginal Location VNG \Users

Date Quarantined

Submutted Not Submitted
Status Quarantined
Virus Name EICAR_TEST_FILE
Quarantined File Name QuarantFile2cf63303_2172

Log File Location

Quarantined By Realitime Protechon

Based on the FortiClient log details shown in the exhibit, which two statements are true?

(Choose two)

A. The file status is Quarantined

B. The file location is \??\D: \Users

C. The filename IS Unconfirmed 399290-crdownload.

D. The filename is sent to FortiSandbox for further inspection.

ANSWER: AC

QUESTION NO: 4

An administrator is required to maintain a software inventory on the endpoints. without showing the feature on the FortiClient
dashboard What must the administrator do to achieve this requirement?

A. The administrator must use default endpoint profile
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B. The administrator must not select the vulnerability scan feature in the deployment package.

C. The administrator must select the vulnerability scan feature in the deployment package, but disable the feature on the
endpoint profile

D. The administrator must click the hide icon on the vulnerability scan tab

ANSWER: C

QUESTION NO: 5

Which three features does FortiClient endpoint security include? (Choose three )
A.L2TP

B. Real-time protection

C.DLP

D. Vulnerability management

E. IPsec

ANSWER: BD E
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