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Topic Break Down

Topic No. of Questions

Topic 1, Case Study 1 2

Topic 2, Case Study 2 2

Topic 3, Case Study 3 4

Topic 4, Case Study 4 2

Topic 5, Mixed Questions | 236

Total 246
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QUESTION NO: 1

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a
distinctive result. Establish if the solution satisfies the requirements.

You have been tasked with deploying a large number of Microsoft SQL Server databases to Azure. You will be making use
of Azure SQL Database and Azure SQL Database Managed Instance to achieve your goal.

You are currently devising a monitoring strategy for all deployments that supports analysis based on metrics gathered almost
in real-time, multiple times per minute, and maintained for a maximum of sixty minutes. The strategy should also support
analysis based on metrics gathered multiple times per hour and maintained for a maximum of fourteen days, as well as the
monitoring of the number of simultaneous logins and sessions.

Solution: You make use of Azure Monitor.
Does the solution meet the goal?
A. Yes

B. No

ANSWER: A

QUESTION NO: 2

You have a hybrid deployment of Azure Active Directory (Azure AD).

You need to recommend a solution to ensure that the Azure AD tenant can be managed only from the computers on your
on-premises network.

What should you include in the recommendation?
A. a conditional access policy

B. Azure AD roles and administrators

C. Azure AD Application Proxy

D. Azure AD Privileged Identity Management

ANSWER: A

QUESTION NO: 3

You are designing an Azure resource deployment that will use Azure Resource Manager templates. The deployment will use
Azure Key Vault to store secrets.

You need to recommend a solution to meet the following requirements:

= Prevent the IT staff that will perform the deployment from retrieving the secrets directly from Key Vault. = Use the principle
of least privilege.

Which two actions should you recommend? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Create a Key Vault access policy that allows all get key permissions, get secret permissions, and get certificate
permissions.
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B. From Access policies in Key Vault, enable access to the Azure Resource Manager for template deployment.

C. Create a Key Vault access policy that allows all list key permissions, list secret permissions, and list certificate
permissions.

D. Assign the IT staff a custom role that includes the Microsoft.KeyVault/\VVaults/Deploy/Action permission.

E. Assign the Key Vault Contributor role to the IT staff.

ANSWER: BD

Explanation:
B: To access a key vault during template deployment, set enabledForTemplateDeployment on the key vault to true.

D: The user who deploys the template must have the Microsoft.KeyVault/vaults/deploy/action permission for the scope of the
resource group and key vault.

Incorrect Answers:

E: To grant access to a user to manage key vaults, you assign a predefined key vault Contributor role to the user at a
specific scope.

If a user has Contributor permissions to a key vault management plane, the user can grant themselves access to the data
plane by setting a Key Vault access policy. You should tightly control who has Contributor role access to your key vaults.
Ensure that only authorized persons can access and manage your key vaults, keys, secrets, and certificates.

Reference: https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/key-vault-parameter
https://docs.microsoft.com/en-us/azure/key-vault/general/overview-security

QUESTION NO: 4

You need to create an Azure Storage account that uses a custom encryption key.

What do you need to implement the encryption?

A. a certificate issued by an integrated certification authority (CA) and stored in Azure Key Vault
B. a managed identity that is configured to access the storage account

C. an Azure Active Directory Premium subscription

D. an Azure key vault in the same Azure region as the storage account

ANSWER: A

Explanation:

You can use your own encryption key to protect the data in your storage account. When you specify a customer-managed
key, that key is used to protect and control access to the key that encrypts your data.

You must use either Azure Key Vault or Azure Key Vault Managed Hardware Security Model (HSM) (preview) to store your
customer-managed keys.

QUESTION NO: 5

You have an on-premises application named App1 that uses an Oracle database.

You plan to use Azure Databricks to transform and load data from App1 to an Azure Synapse Analytics instance.
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You need to ensure that the App1 data is available to Databricks.

Which two Azure services should you include in the solution? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Azure Data Box Gateway

B. Azure Data Lake Storage

C. Azure Import/Export service

D. Azure Data Factory

E. Azure Data Box Edge

ANSWER: B D

Explanation:

Automate data movement using Azure Data Factory, then load data into Azure Data Lake Storage, transform and clean it
using Azure Databricks, and make it available for analytics using Azure Synapse

Analytics. Modernize your data warehouse in the cloud for unmatched levels of

Note: Integrate data silos with Azure Data Factory, a service built for all data integration needs and skill levels. Easily
construct ETL and ELT processes code-free within the intuitive visual environment, or write your own code. Visually integrate
data sources using more than 90+ natively built and maintenance-free connectors at no added cost. Focus on your data—
the serverless integration service does the rest.

Reference:

https://azure.microsoft.com/en-us/services/databricks/#capabilities https://azure.microsoft.com/en-us/services/data-factory/

QUESTION NO: 6

You have an Azure subscription that contains the resources shown in the following table.

Name Type Location
VNET1 Virtual network West US
Workspace1 Azure Log Analytics workspace West US
storage1 Storage account West US
storage?2 Storage account East US

You need to archive the diagnostic data for VNET1 for 365 days. The solution must minimize costs.
Where should you archive the data?

A. Workspace1

B. storage1

C. storage?2

ANSWER: B

Explanation:
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Incorrect Answers:

A: When you create a new workspace, it automatically creates several Azure resources that are used by the workspace: *
Azure Storage account: Is used as the default datastore for the workspace.

Note: The workspace is the top-level resource for Azure Machine Learning, providing a centralized place to work with all the
artifacts you create when you use Azure Machine Learning.

Reference: https://docs.microsoft.com/en-us/azure/machine-learning/concept-workspace

QUESTION NO: 7 - (DRAG DROP)

DRAG DROP

You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server 2016 and Linux.
You need to use Azure Monitor to design an alerting strategy for security-related events.

Which Azure Monitor Logs tables should you query? To answer, drag the appropriate tables to the correct log types. Each
value may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view

content.

NOTE: Each correct selection is worth one point.

Select and Place:

Tables Answer Area

AzureActivity
Events from Windows event logs Table

AzureDiagnostics

Event Events from Linux system logging Table
Syslog
ANSWER:
Tables Answer Area
AzureActivity

Events from Windows event 10gs. | Event
AzureDiagnostics

Event Events from Linux system logging: | Syslog

Syslog

Explanation:

QUESTION NO: 8
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Your company has the infrastructure shown in the following table.

Location Resource
Azure  Azure subscription named Subscriptiont
o 20 Azure web apps
On-premises » Active Directory domain
dntacountos . S_Ewer running Azure AD Connect
s Linux computer named Server1

The on-premises Active Directory domain syncs to Azure Active Directory (Azure AD).

Server1 runs an application named App1 that uses LDAP queries to verify user identities in the on-premises Active Directory
domain.

You plan to migrate Server1 to a virtual machine in Subscription1.

A company security policy states that the virtual machines and services deployed to Subscription1 must be prevented from
accessing the on-premises network.

You need to recommend a solution to ensure that App1 continues to function after the migration. The solution must meet the
security policy.

What should you include in the recommendation?
A. Azure AD Application Proxy

B. an Azure VPN gateway

C. Azure AD Domain Services (Azure AD DS)

D. the Active Directory Domain Services role on a virtual machine

ANSWER: D

Explanation:
You can join a Windows Server virtual machine to an Azure Active Directory Domain Services managed domain.

Reference: https://docs.microsoft.com/en-us/azure/active-directory-domain-services/join-windows-vm

QUESTION NO: 9

You have an on-premises network to which you deploy a virtual appliance.

You plan to deploy several Azure virtual machines and connect the on-premises network to Azure by using a Site-to-Site
connection.

All network traffic that will be directed from the Azure virtual machines to a specific subnet must flow through the virtual
appliance.

You need to recommend solutions to manage network traffic.

Which two options should you recommend? Each correct answer presents a complete solution.
A. Configure Azure Traffic Manager.

B. Implement Azure ExpressRoute.

C. Configure a routing table.
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D. Implement an Azure virtual network.

ANSWER: B C

Explanation:

B: Forced tunneling lets you redirect or "force" all Internet-bound traffic back to your on-premises location via a Site-to-Site
VPN tunnel for inspection and auditing. This is a critical security requirement for most enterprise IT policies. Without forced
tunneling, Internet-bound traffic from your VMs in Azure always traverses from Azure network infrastructure directly out to
the Internet, without the option to allow you to inspect or audit the traffic.

Forced tunneling in Azure is configured via virtual network user-defined routes.

C: ExpressRoute lets you extend your on-premises networks into the Microsoft cloud over a private connection facilitated by
a connectivity provider. With ExpressRoute, you can establish connections to Microsoft cloud services, such as Microsoft
Azure, Office 365, and Dynamics 365.

Connectivity can be from an any-to-any (IP VPN) network, a point-to-point Ethernet network, or a virtual cross-connection
through a connectivity provider at a co-location facility. ExpressRoute connections do not go over the public Internet. This

allows ExpressRoute connections to offer more reliability, faster speeds, lower latencies, and higher security than typical
connections over the Internet.

Reference: https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-forced-tunneling-rm
https://docs.microsoft.com/en-us/azure/expressroute/expressroute-introduction

QUESTION NO: 10

You are designing an Azure web app that will use Azure Active Directory (Azure AD) for authentication.

You need to recommend a solution to provide users from multiple Azure AD tenants with access to App1. The solution must
ensure that the users use Azure Multi-Factor Authentication (MFA) when they connect to App1.

Which two types of objects should you include in the recommendation? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Azure AD conditional access policies

B. Azure AD managed identities

C. an Identity Experience Framework policy

D. an Azure application security group

E. an Endpoint Manager app protection policy

F. Azure AD guest accounts

ANSWER: AF

Explanation:

A: The Conditional Access feature in Azure Active Directory (Azure AD) offers one of several ways that you can use to
secure your app and protect a service. Conditional Access enables developers and enterprise customers to protect services
in a multitude of ways including:

= Multi-factor authentication
= Allowing only Intune enrolled devices to access specific services * Restricting user locations and IP ranges

Conditional Access policies are powerful tools, we recommend excluding the following accounts from your policy:
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= Service accounts and service principals.

If your organization has these accounts in use in scripts or code, consider replacing them with managed identities.
Incorrect Answers:

B: Managed Identity does not support cross-directory scenarios.

E: Application security groups enable you to configure network security as a natural extension of an application’s structure,
allowing you to group virtual machines and define network security policies based on those groups.

Note: The correct options should be application registration with Azure, this will allow the authentication of users on the AD
to access the application. A default application registration validates that the user has valid login credentials. This can be
your Active Directory or in case of a multi-tenant application the directory where the user is originated from.

Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-conditional-access-dev-guide
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-azure-
management https://www.re-mark-able.net/understanding-azure-active-directory-application-registrations/

QUESTION NO: 11

You have an on-premises Hyper-V cluster. The cluster contains Hyper-V hosts that run Windows Server 2016 Datacenter.
The hosts are licensed under a Microsoft Enterprise Agreement that has Software

Assurance.

The Hyper-V cluster contains 30 virtual machines that run Windows Server 2012 R2. Each virtual machine runs a different
workload. The workloads have predictable consumption patterns.

You plan to replace the virtual machines with Azure virtual machines that run Windows Server 2016. The virtual machines
will be sized according to the consumption pattern of each workload.

You need to recommend a solution to minimize the compute costs of the Azure virtual machines.

Which two recommendations should you include in the solution? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Configure a spending limit in the Azure account center.

B. Create a virtual machine scale set that uses autoscaling.

C. Activate Azure Hybrid Benefit for the Azure virtual machines.

D. Purchase Azure Reserved Virtual Machine Instances for the Azure virtual machines.

E. Create a lab in Azure DevTest Labs and place the Azure virtual machines in the lab.

ANSWER: CD

Explanation:

C: For customers with Software Assurance, Azure Hybrid Benefit for Windows Server allows you to use your on-premises
Windows Server licenses and run Windows virtual machines on Azure at a reduced cost. You can use Azure Hybrid Benefit
for Windows Server to deploy new virtual machines with Windows OS.

D: With Azure Reserved VM Instances (RIs) you reserve virtual machines in advance and save up to 80 percent.

Reference: https://azure.microsoft.com/en-us/pricing/reserved-vm-instances/ https://docs.microsoft.com/en-us/azure/virtual-
machines/windows/hybrid-use-benefit-licensing
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QUESTION NO: 12 - (HOTSPOT)

HOTSPOT

You have five .NET Core applications that run on 10 Azure virtual machines in the same subscription.

You need to recommend a solution to ensure that the applications can authenticate by using the same Azure Active
Directory (Azure AD) identity. The solution must meet the following requirements:

= Ensure that the applications can authenticate only when running on the 10 virtual machines. * Minimize administrative
effort.

What should you include in the recommendation? To answer, select the appropriate options in the answer area.

Hot Area:

Answer Area

To provision the Azure AD identity:

v

Create a system-assigned Managed Identities for Azure resources

Create a user-assigned Managed Identities for Azure resources

Register each application in Azure AD

To authenticate, request a token by using:

An Azure AD v1.0 endpoint
An Azure AD v2.0 endpoint
An Azure Instance Metadata Service identity OAuth2 endpoint

ANSWER:
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Answer Area

To provision the Azure AD identity

v

Create a system-assigned Managed Identities for Azure resources

Create a user-assigned Managed Identities for Azure resources

Register each application in Azure AD

To authenticate, request a token by using:

An Azure AD v1.0 endpoint
An Azure AD v2.0 endpoint
An Azure Instance Metadata Service identity OAuth2 endpoint

Explanation:
Box 1: Create a system-assigned Managed Identities for Azure resource

The managed identities for Azure resources feature in Azure Active Directory (Azure AD) feature provides Azure services
with an automatically managed identity in Azure AD. You can use the identity to authenticate to any service that supports
Azure AD authentication, including Key Vault, without any credentials in your code.

A system-assigned managed identity is enabled directly on an Azure service instance. When the identity is enabled, Azure
creates an identity for the instance in the Azure AD tenant that's trusted by the subscription of the instance. After the identity
is created, the credentials are provisioned onto the instance.

Box 2: An Azure Instance Metadata Service Identity See step 3 and 5 below.
How a system-assigned managed identity works with an Azure VM
1. Azure Resource Manager receives a request to enable the system-assigned managed identity on a VM.

2. Azure Resource Manager creates a service principal in Azure AD for the identity of the VM. The service principal is
created in the Azure AD tenant that's trusted by the subscription.

3. Azure Resource Manager configures the identity on the VM by updating the Azure Instance Metadata Service identity
endpoint with the service principal client ID and certificate.

4. After the VM has an identity, use the service principal information to grant the VM access to Azure resources. To call
Azure Resource Manager, use role-based access control (RBAC) in Azure AD to assign the appropriate role to the VM
service principal. To call Key Vault, grant your code access to the specific secret or key in Key Vault.

5. Your code that's running on the VM can request a token from the Azure Instance Metadata service endpoint, accessible
only from within the VM
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview

QUESTION NO: 13

You administer a solution in Azure that is currently having performance issues.

You need to find the cause of the performance issues pertaining to the security of the Azure infrastructure.
Which of the following is the tool you should use?

A. Azure Traffic Analytics

B. Azure Monitor

C. Azure Activity Log

D. Azure Advisor

ANSWER: C

Explanation:

Log data collected by Azure Monitor is stored in a Log Analytics workspace, which is based on Azure Data Explorer. Logs in
Azure Monitor are especially useful for performing complex analysis across data from a variety of sources.

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/data-platform-logs

Topic 2, Design for Identity and Security

QUESTION NO: 14 - (DRAG DROP)

DRAG DROP
A company named Contoso, Ltd. has an Azure Active Directory (Azure AD) tenant that uses the Basic license.

You plan to deploy two applications to Azure. The applications have the requirements shown in the following table.

Application name Requirement
Users must authenticate by using a personal
Customer Microsoft account and multi-factor

authenication

Users must authenticate by using either
Contoso credentials or a personal Microsoft
account. You must be able to manage the
accounts from Azure AD.

Reporting

Which authentication strategy should you recommend for each application? To answer, drag the appropriate authentication
strategies to the correct applications. Each authentication strategy may be used once, more than once, or not at all. You may
need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:
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Authentication Strategies Answer Area

ARGRIEID B toni Customer: Authentication strategy

An Azure AD v1.0 endpoint

Reporting: Authentication strategy
An Azure AD v2.0 endpoint

ANSWER:

Authentication Strategies Answer Area

| An Az ré AD B2C tenant
5 Customer. | An Azure AD v2.0 endpoint

An Azure AD v1.0 endpoint Reporting: | An Azure AD B2C tenant

An Azure AD v2.0 endpoint

Explanation:

Box 1: Azure AD V2.0 endpoint

Microsoft identity platform is an evolution of the Azure Active Directory (Azure AD) developer platform. It allows developers
to build applications that sign in all Microsoft identities and get tokens to call Microsoft APIs, such as Microsoft Graph, or

APIs that developers have built. The Microsoft identity platform consists of:

OAuth 2.0 and OpenID Connect standard-compliant authentication service that enables developers to authenticate any
Microsoft identity, including: Work or school accounts (provisioned through Azure AD)

Personal Microsoft accounts (such as Skype, Xbox, and Outlook.com) Social or local accounts (via Azure AD B2C)
Box 2: Azure AD B2C tenant

Azure Active Directory B2C provides business-to-customer identity as a service. Your customers use their preferred social,
enterprise, or local account identities to get single sign-on access to your applications and APIs.

Azure Active Directory B2C (Azure AD B2C) integrates directly with Azure Multi-Factor Authentication so that you can add a
second layer of security to sign-up and sign-in experiences in your applications.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-reference-mfa
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-overview

QUESTION NO: 15 - (HOTSPOT)
HOTSPOT
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You plan to create an Azure environment that will contain a root management group and 10 child management groups. Each
child management group will contain five Azure subscriptions. You plan to have between 10 and 30 resource groups in each

subscription.

You need to design an Azure governance solution. The solution must meet the following requirements:

= Use Azure Blueprints to control governance across all the subscriptions and resource groups.

= Ensure that Blueprints-based configurations are consistent across all the subscriptions and resource groups. = Minimize

the number of blueprint definitions and assignments.

What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Level at which to define the blueprints:

Level at which to create the blueprint assignments:

ANSWER:

Answer Area

Level at which to define the blueprints:

Level at which to create the blueprint assignments:

Explanation:

Box 1: The root management group

v

The child management groups
The root management group

The subscriptions

v

The child management groups
The root management group
The subscriptions

v

The child management groups
The root management group
The subscriptions

v

The child management groups
The root management group
The subscriptions
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When creating a blueprint definition, you'll define where the blueprint is saved. Blueprints can be saved to a management
group or subscription that you have Contributor access to. If the location is a management group, the blueprint is available to
assign to any child subscription of that management group.

Box 2: The root management group

Each directory is given a single top-level management group called the "Root" management group. This root management
group is built into the hierarchy to have all management groups and subscriptions fold up to it. This root management group
allows for global policies and Azure role assignments to be applied at the directory level.

Reference: https://docs.microsoft.com/en-us/azure/governance/blueprints/overview https://docs.microsoft.com/en-
us/azure/governance/management-groups/overview
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