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Topic Break Down

Topic No. of Questions

Topic 1, Network Fundamentals 60

Topic 2, Network Access 4

Topic 3, IP Connectivity 4

Topic 4, IP Services 8

Topic 5, Security Fundamentals 3

Topic 6, Automation and Programmability 1

Total 80
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QUESTION NO: 1

Which command provides detailed information about the components that are installed on a router, such as the model, PID, 
and serial number?

A. show chassis

B. show items

C. show inventory

D. show router

ANSWER: C 

Explanation:

The show inventory command displays the hardware inventory recognized by Cisco IOS or IOS XE on a router. Its 
output identifies installed chassis and field-replaceable components, commonly including the product identifier (PID), version 
identifier (VID), and serial number (SN). This makes it the standard operational command for confirming the physical 
platform and installed modules, and for collecting the identifiers needed for asset tracking, hardware replacement, and Cisco 
support entitlement checks.

For example, an inventory entry can identify a chassis with a name such as "1", provide its description, and report fields 
including PID, VID, and SN. Depending on the platform and installed hardware, the command can also list power supplies, 
interface modules, transceivers, and other components. Cisco documents show inventory in its IOS command 
references as the command used to display inventory information for installed hardware. See the Cisco IOS Fundamentals 
Command Reference and Cisco’s show inventory technical documentation for examples and platform-specific details.

QUESTION NO: 2

What is the primary method for recovering or upgrading a Cisco network device system image?

A. USB storage

B. FTP

C. the tftpdnld command

D. the xmodem command

ANSWER: C 

Explanation:

The tftpdnld command is the appropriate answer because it is a Cisco ROMMON/bootloader recovery mechanism that 
obtains a Cisco IOS system-image file from a TFTP server. When a device cannot boot a usable image from local flash, an 
administrator can enter the required network parameters in ROMMON, make the recovery TFTP server reachable through 
the device’s management interface, and run tftpdnld to download the image. This provides a practical path to restore 
bootable software and, on platforms that support the command, place the downloaded image into flash for subsequent 
normal boot operation. The command is especially important during image-recovery procedures because it works from the 
low-level ROMMON environment rather than requiring a fully operational IOS image first. Cisco’s ROMMON documentation 
describes the use of TFTP-based image download and the required ROMMON environment variables; Cisco’s software-
installation guidance also covers managing and installing IOS XE image files. See Cisco ROMMON Configuration Guide and 
Cisco IOS XE Software Installation documentation.

QUESTION NO: 3

Which two ports on a laptop are used to gain console access to a Cisco switch? (Choose two.)
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A. DB-9

B. USB

C. DVI

D. RJ-11

E. RJ-45 Ethernet

ANSWER: A B 

Explanation:

DB-9 and USB are the laptop interfaces used for local console access to Cisco switches. A DB-9 serial port connects to the 
switch console port through the appropriate console (rollover) cable, allowing terminal-emulation software to establish an 
out-of-band management session. Because many current laptops no longer include a native serial interface, a USB-to-serial 
adapter can provide this same serial-console capability. USB can also be used directly when the Cisco switch provides a 
USB console port; Cisco USB console access commonly uses a USB Type-A-to-mini-B cable and may require installation of 
the Cisco USB console driver so that the laptop presents a usable serial interface to terminal software. Console access is 
intended for initial setup, troubleshooting, password recovery, and other local management work when normal network 
connectivity may not yet be available. Cisco documents both traditional RJ-45 serial console connectivity and USB console 
connectivity in its switch hardware installation guidance. See Cisco Catalyst 2960-X Hardware Installation Guide and Cisco 
Integrated Services Router hardware overview.

QUESTION NO: 4

Which two statements about a SmartJack are true? (Choose two.)

A. It provides signal conversion.

B. It acts as a concentration point for dial-in and dial-out connections.

C. It operates at Layer 2 of the OSI model.

D. It provides channel testing.

E. It regenerates the signal to compensate for signal degradation from line transmission.

ANSWER: A E 

Explanation:

A SmartJack is a carrier-installed network interface device that commonly serves as the demarcation point between a 
service-provider digital circuit and customer-premises equipment. It provides signal conversion by presenting the carrier 
circuit in an electrical form that can be connected to the customer-side WAN equipment. This interface function enables the 
provider network and the customer installation to interconnect using the applicable digital circuit standards.

It also regenerates the signal to compensate for signal degradation from line transmission. Regeneration restores the digital 
pulse shape and timing after attenuation or distortion over the access loop, helping maintain a usable circuit over the 
distance between the provider facility and the customer location. SmartJacks are therefore physical-layer devices associated 
with digital WAN access circuits and provider demarcation. Cisco’s WAN documentation describes the demarcation role and 
the relationship of service-provider equipment to customer WAN devices, while Cisco’s interface documentation covers 
T1/E1 physical-layer signal characteristics and line operation. See Cisco WAN documentation and Cisco T1/E1 interface 
guide.

QUESTION NO: 5

Which device is a DTE device?

A. CSU/DSU
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B. router

C. cable modem

D. DSL modem

ANSWER: B 

Explanation:

A router is a Data Terminal Equipment (DTE) device when it connects to a serial WAN circuit. DTE represents the customer-
side endpoint that originates or terminates data and provides the timing relationship required by the interface design. In a 
typical leased-line serial deployment, the router’s serial interface is the DTE, while the service-provider-facing device 
supplies clocking and acts as Data Circuit-terminating Equipment (DCE). A CSU/DSU may be integrated into a router 
platform or deployed as a separate device, but its WAN-facing role is associated with circuit termination rather than the DTE 
endpoint. Cisco documentation describes serial interfaces in terms of DTE and DCE roles and notes that DCE equipment 
provides clocking for the serial link. Understanding this distinction is important when configuring a back-to-back serial lab 
connection, because clocking is configured on the interface acting as DCE, while the router endpoint normally operates as 
DTE. See Cisco’s DTE/DCE serial-interface overview and Cisco serial-interface configuration guide.

QUESTION NO: 6

What are two purposes of a USB thumb drive? (Choose two.)

A. to save the system log

B. to copy configuration files to and from a PC

C. to save router hardware information

D. to copy IOS images to and from a PC

E. to increase system memory size

ANSWER: B D 

Explanation:

A USB thumb drive provides removable flash storage that can be used to transfer Cisco device files without requiring a 
network file server. It is especially useful during initial deployment, recovery, and field maintenance, when an administrator 
may need to move files between a PC and a router or switch. “to copy configuration files to and from a PC” is correct 
because configuration files, including startup or backup configurations, can be saved on the USB device and then copied to 
or from the device’s file system with IOS file-management commands. This creates a portable backup and simplifies 
configuration staging.

“to copy IOS images to and from a PC” is also correct because a USB flash device can hold IOS software image files. An 
administrator can obtain an image on a PC, place it on the USB drive, copy it to the router or switch flash storage, and use it 
for an IOS upgrade or recovery procedure. Cisco IOS documentation describes using file-system URLs, including USB flash 
file systems where supported, with the copy command to manage configuration and software files. See Cisco’s Managing 
Configuration Files guidance and the Cisco IOS Command Reference.

QUESTION NO: 7

Which two statements about Telnet and SSH are true? (Choose two.)

A. SSH is a protocol that provides a secure remote access connection to network devices.

B. SSH uses the well-known TCP port 23 for its communication.

C. A Telnet network management connection is dropped when a router reboots.
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D. Telnet is a protocol that provides a secure remote access connection to network devices.

E. Telnet is preferred over SSH for security reasons.

ANSWER: A C 

Explanation:

SSH is a protocol that provides a secure remote access connection to network devices because it establishes an 
authenticated, encrypted management session between the administrator and the device. SSH protects the confidentiality 
and integrity of interactive CLI traffic, including credentials and commands, making it the standard secure method for 
remotely administering Cisco routers and switches. Cisco recommends configuring SSH for remote management access, 
commonly together with local user authentication or AAA controls. The SSH transport protocol is specified to provide server 
authentication, confidentiality, and integrity protection for the connection; see RFC 4253 and Cisco’s Secure Shell 
Configuration Guide.

A Telnet network management connection is dropped when a router reboots because the connection is an active TCP 
session maintained by the router’s currently running operating system. During a reboot, the device stops its network 
services, clears the session state held in memory, and resets its interfaces as part of reinitialization. The remote Telnet client 
therefore loses its established management session and must create a new connection after the router has completed 
booting and network reachability has been restored.

QUESTION NO: 8

Which router port is used for dial-in access to the router for CLI management purposes and does not usually pass normal 
network traffic?

A. Fast Ethernet

B. channelized serial

C. AUX

D. Gigabit Ethernet

ANSWER: C 

Explanation:

AUX is the router’s auxiliary asynchronous management port. It is designed primarily to connect an external modem, 
allowing an administrator to dial in and obtain command-line interface access when normal network connectivity is 
unavailable or when out-of-band management is required. After a modem connection is established, the administrator 
reaches the router’s AUX line and is authenticated according to the configured line-access and AAA settings before receiving 
an EXEC session.

This use case is distinct from forwarding production packets: the AUX interface provides a serial terminal-management path 
rather than a routed or switched network interface. It is particularly valuable for remote recovery, such as diagnosing a 
reachability problem that prevents in-band SSH access. Cisco IOS supports configuring AUX-line characteristics—including 
authentication, timeouts, transport behavior, and modem control—under the relevant line configuration. Cisco documentation 
describes the AUX port as an asynchronous serial interface commonly used for modem-based remote management: Cisco: 
Connecting a Modem to the AUX Port. Additional Cisco IOS guidance on terminal-line configuration is available in the Cisco 
IOS Terminal Line Configuration Guide.
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