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QUESTION NO: 1

How should you configure MAC notification traps on a supported switch?
A. Configure them only on ports set as 802.1q trunks

B. Configure them on all ports except uplink ports

C. Configure them on all ports on the switch

D. Configure them only after you configure linkup and linkdown traps

ANSWER: B
Explanation:
Configure SNMP MAC Notification traps on all access ports (do not include uplinks).

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/be7fcde9-9685-11e9-81a4-
00505692583a/Configuring_Traps_for_ MAC_Notification.pdf

QUESTION NO: 2

With enforcement for network access policies and at-risk hosts enabled, what will happen if a host matches a network
access policy and has a state of "at risk"?

A. The host is provisioned based on the network access policy.
B. The host is provisioned based on the default access defined by the point of connection.
C. The host is isolated.

D. The host is administratively disabled.

ANSWER: A

Explanation:

Reference: https://docs.fortinet.com/document/fortinac/8.6.0/administration-guide/49701/policy-assignment

QUESTION NO: 3

Which three communication methods are used by the FortiNAC to gather information from, and control, infrastructure
devices? (Choose three.)

A. SNMP
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B. RADIUS
C.FTP

D. CLI

E. SMTP

ANSWER: ABC

Explanation:

Set up SNMP communication with FortiNAC

RADIUS Server that is used by FortiNAC to communicate

FortiNAC can be configured via CLI to use HTTP or HTTPS for OS updates instead of FTP.

Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/28966/snmp
https://docs.fortinet.com/document/fortinac/8.8.0/administration-guide/93827 1/configure-radius-settings

https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/e7ebbdaa-cabf-11ea-8b7d-
00505692583a/FortiNAC_Deployment_Guide.pdf

QUESTION NO: 4

Which agent can receive and display messages from FortiNAC to the end user?
A. Persistent

B. Passive

C. MDM

D. Dissolvable

ANSWER: B

Explanation:

Reference: https://docs.fortinet.com/document/fortinac/8.7.0/administration-guide/594507/agent-packages

QUESTION NO: 5

During the on-boarding process through the captive portal, why would a host that successfully registered remain stuck in the
Registration VLAN? (Choose two.)

A. The wrong agent is installed.

B. Bridging is enabled on the host.
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C. There is another unregistered host on the same port.

D. The ports default VLAN is the same as the Registration VLAN.

ANSWER: AD

Explanation:
Scenario 4: NAT detection disabled, using endpoint compliance policy and agent.

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/868f1267-7299-11e9-81a4-
00505692583a/fortinac-admin-operation-85.pdf
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