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Topic Break Down

Topic No. of Questions

Topic 1, Set up the Azure IoT solution infrastructure 20

Topic 2, Provision and manage devices 65

Topic 3, Implement IoT Edge 45

Topic 4, Process and manage data 46

Topic 5, Monitor, troubleshoot, and optimize IoT solutions 14

Topic 6, Implement security 19

Topic 7, Case Study 1 2

Topic 8, Case Study 2 3

Topic 9, Case Study 3 5

Total 219
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QUESTION NO: 1

You have an Azure IoT Edge device that runs two custom modules named ModuleA and ModuleB.

ModuleA sends telemetry to an output named output1.

You need to configure the deployment manifest to send the telemetry directly from ModuleA to an input named input1 on 
ModuleB. The telemetry must not be sent to IoT Hub.

Which route should you configure?

A. FROM /messages/modules/ModuleA/outputs/output1 INTO BrokeredEndpoint("/modules/ModuleB/inputs/input1")

B. FROM /messages/modules/ModuleA/outputs/output1 INTO $upstream

C. FROM /messages/* INTO BrokeredEndpoint("/modules/ModuleB/inputs/input1")

D. FROM /messages/modules/ModuleB/outputs/input1 INTO BrokeredEndpoint("/modules/ModuleA/inputs/output1")

ANSWER: A 

Explanation:

FROM /messages/modules/ModuleA/outputs/output1 INTO BrokeredEndpoint("/modules/ModuleB/inputs/input1") is 
correct. IoT Edge routes can deliver messages between modules through the local edgeHub broker. The source identifies 
the output queue of ModuleA, and the brokered endpoint identifies the input queue exposed by ModuleB. Because the route 
targets a module input rather than $upstream, the messages remain on the IoT Edge device.

Use $upstream only when a route must forward messages from the edge device to IoT Hub. For more information, see 
Configure routes in IoT Edge deployments.

QUESTION NO: 2

You have an Azure IoT hub that uses a Device Provision Service instance. 

You plan to deploy 100 IoT devices. 

You need to confirm the identity of the devices by using the Device Provision Service. 

Which three device attestation mechanisms can you use? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. X.509 certificates

B. Trusted Platform Module (TPM) 2.0

C. Trusted Platform Module (TPM) 1.2

D. Symmetric key

E. Device Identity Composition Engine (DICE)

ANSWER: A B D 

Explanation:

Azure Device Provisioning Service supports three device-attestation mechanisms for proving a device’s identity during 
provisioning: X.509 certificates, Trusted Platform Module (TPM) 2.0, and a symmetric key. X.509 attestation uses 
certificate-based identity and is appropriate when devices have individual certificates or are enrolled through certificate 
chains. This approach supports both individual enrollments and group enrollments, allowing devices to establish trust by 
presenting a valid certificate during the provisioning flow.
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TPM 2.0 attestation uses the device’s TPM endorsement key to demonstrate possession of hardware-backed identity 
material. DPS performs a nonce challenge and validates the TPM-based response before assigning the device to an IoT 
hub. This is useful for devices manufactured with TPM-backed security.

Symmetric-key attestation uses a shared secret to create a Shared Access Signature token. DPS validates the signed token 
to authenticate the device or enrollment group. It is commonly used when certificate or TPM infrastructure is not available, 
while still requiring careful protection of the device secret.

Microsoft documents these as the supported DPS attestation types: DPS attestation mechanisms and symmetric-key 
attestation.

QUESTION NO: 3

You have 10 devices that connect to an Azure loT hub. Each device has a unique public IP address. The devices are not 
provisioned through DPS.

You discover an anomaly in messages from two devices.

You need to stop all messages from both devices without affecting the other devices.

Solution: You add IP filter rules for the devices.

Does this meet the goal?

A. Yes

B. No

ANSWER: A 

Explanation:

Yes meets the goal because Azure IoT Hub IP filtering can control access to the hub based on a client’s public source IP 
address. An IP filter rule can explicitly reject traffic from each of the two anomalous devices’ unique public IP addresses. 
Once the reject rules are applied, connection attempts and message traffic originating from those addresses are blocked by 
the IoT hub, while the remaining eight devices can continue to communicate because their distinct public IP addresses are 
not included in the rejected ranges.

This approach is appropriate when device IP addresses are known, unique, and stable enough to identify the affected 
devices at the network boundary. It does not depend on Device Provisioning Service enrollment, since the filtering is 
configured directly on the IoT hub and evaluated for incoming public-network traffic. Azure IoT Hub supports IP filtering rules 
with accept or reject behavior, enabling the hub to deny access from specified IP addresses or ranges. For configuration 
details and rule behavior, see Control access to IoT Hub using IP filtering and the Azure CLI IoT Hub IP filter commands.

QUESTION NO: 4

You have an Azure IoT solution that includes several Azure IoT hubs.

A new alerting feature was recently added to the IoT devices. The feature uses a new device twin reported property named 
alertCondition.

You need to send alerts to an Azure Service Bus queue named MessageAlerts. The alerts must include alertCondition and 
the name of the IoT hub.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Configure File upload for each IoT hub. Configure the device to send a file to an Azure Storage container that contains the 
device name and status message.
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B. Add the following message enrichments:
Name = iotHubName
Value = $twin.tag.location Endpoint = MessageAlerts

C. Create an IoT Hub routing rule that has a data source of Device Twin Change Events and select the endpoint for 
MessageAlerts.

D. Add the following message enrichments:
Name = iotHubName
Value = $iothubname
Endpoint = MessageAlerts

E. Create an IoT Hub routing rule that has a data source of Device Telemetry Messages and select the endpoint for 
MessageAlerts.

ANSWER: C D 

Explanation:

Creating an IoT Hub routing rule with Device Twin Change Events as its data source sends changes to device twin 
properties, including changes to the reported alertCondition property, to the configured Service Bus queue endpoint. 
Twin change events are the appropriate routing source because alertCondition is not device telemetry; it is state 
reported through the device twin. The routed event contains the twin-change information required for an alerting consumer to 
identify the reported condition.

Adding a message enrichment named iotHubName with the value $iothubname adds the name of the IoT hub that 
processed the routed event. The $iothubname system value is resolved by IoT Hub, which is especially useful when 
multiple hubs route alerts to the same Service Bus queue. Therefore, each MessageAlerts message can carry both the 
changed twin state, including alertCondition, and an explicit hub-name property for downstream processing and 
correlation.

For routing sources, endpoints, and route configuration, see Microsoft Learn: IoT Hub message routing. For supported 
enrichment values such as $iothubname, see Microsoft Learn: IoT Hub message enrichments.

QUESTION NO: 5

You have an Azure IoT Central application.

You need to connect an IoT device to the application.

Which two settings do you require in IoT Central to configure the device? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Group SAS Primary Key

B. the IoT hub name

C. Scope ID

D. Application Name

E. Device ID

ANSWER: A C 

Explanation:

To configure a device for connection to an Azure IoT Central application by using Device Provisioning Service (DPS), the 
device needs the application’s ID scope and an enrollment-group SAS key. The ID scope identifies the DPS instance 
associated with the IoT Central application. Device client code uses this value, together with the global DPS endpoint, to 
submit its provisioning request to the appropriate service instance.
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The Group SAS Primary Key is the symmetric key for the device enrollment group. The device uses this group key to derive 
its individual device key, typically by applying HMAC-SHA256 to the device registration ID. That derived key authenticates 
the device during provisioning without requiring a separate manually created key for every device. In IoT Central, these 
values are available from the device connection settings, where the ID scope is shown and the SAS-IoT-Devices enrollment 
group exposes its primary key. Once provisioned, IoT Central assigns the device to the application’s underlying IoT hub and 
the device can establish its connection.

For the documented provisioning values and symmetric-key derivation process, see Connect devices to Azure IoT Central 
and Symmetric key attestation with Azure Device Provisioning Service.

QUESTION NO: 6

You have an Azure IoT solution that includes an Azure IoT Hub named Hub1 and an Azure IoT Edge device named Edge1. 
Edge1 connects to Hub1.

You need to deploy a temperature module to Edge1.

What should you do?

A. From the Azure portal, navigate to Hub1 and select IoT Edge. Select Edge1, and then select Manage Child Devices. 
From a Bash prompt, run the following command: az iot edge set-modules --device-id Edge1 --hub-name Hub1 --content 
deploymentMan1.json

B. Create an IoT Edge deployment manifest that specifies the temperature module and the route to $upstream. From a Bash 
prompt, run the following command: az iot hub monitor-events --device-id Edge1 --hub-name Hub1

C. From the Azure portal, navigate to Hub1 and select IoT Edge. Select Edge1, select Device Twin, and then set the 
deployment manifest as a desired property. From a Bash prompt, run the following command: az iot hub monitor-events --
device-id Edge1 --hub-name Hub1

D. Create an IoT Edge deployment manifest that specifies the temperature module and the route to $upstream. From a Bash 
prompt, run the following command: az iot edge set-modules --device-id Edge1 --hub-name Hub1 --content 
deploymentMan1.json

ANSWER: D 

Explanation:

Create an IoT Edge deployment manifest that specifies the temperature module and the route to $upstream. From a Bash 
prompt, run the following command: az iot edge set-modules --device-id Edge1 --hub-name Hub1 --
content deploymentMan1.json is correct because an IoT Edge deployment manifest defines the desired runtime 
configuration for an individual edge device. The manifest contains the module definition, including its container image and 
required settings, as well as routing rules that determine how messages flow between modules and IoT Hub. A route to 
$upstream sends the temperature telemetry upstream to the connected IoT hub.

The az iot edge set-modules command applies the manifest content to the specified device identity in the specified 
hub. IoT Hub updates the device’s desired configuration, and the IoT Edge runtime on Edge1 retrieves that configuration and 
starts the declared module. The --content argument identifies the local deployment-manifest file to apply. This approach 
is appropriate for a targeted deployment to one named IoT Edge device. For the command syntax and parameters, see az 
iot edge set-modules. For deployment manifest structure and IoT Edge module deployment concepts, see Deploy IoT Edge 
modules by using Azure CLI.

QUESTION NO: 7

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in 
the review screen.
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You are developing a custom Azure IoT Edge module.

The module needs to identify the device ID of the local device.

Solution: You configure the module to read the IOTEDGE_DEVICEID environment variable.

Does this meet the goal?

A. Yes

B. No

ANSWER: A 

Explanation:

Yes. Azure IoT Edge makes runtime context available to each module through environment variables that are set by the IoT 
Edge runtime. IOTEDGE_DEVICEID contains the device ID of the IoT Edge device on which the module is running. 
Therefore, a custom module can read this variable to identify its local parent device without making a separate service call to 
IoT Hub or retrieving the device twin.

This is appropriate when the module needs its own execution context, such as including the device ID in telemetry, 
constructing device-specific paths, applying local logic, or associating module activity with the hosting IoT Edge device. The 
value is supplied by the runtime for the deployed module, so it represents the identity of the device that hosts that module 
instance. The module can read the environment variable using the standard environment-variable APIs of its implementation 
language.

Microsoft documents IOTEDGE_DEVICEID as an IoT Edge runtime environment variable and defines it as the device ID for 
the device on which the module is running. See IoT Edge runtime environment variables and Develop Azure IoT Edge 
modules.

QUESTION NO: 8

You have an existing Azure IoT hub.

You use IoT Hub jobs to schedule long running tasks on connected devices.

Which three operations do the IoT Hub jobs support directly? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Trigger Azure functions.

B. Invoke direct methods.

C. Update desired properties.

D. Send cloud-to-device messages.

E. Disable IoT device registry entries.

F. Update tags.

ANSWER: B C F 

Explanation:

IoT Hub jobs are designed for scheduling operations across a set of devices and tracking the execution status of those 
operations. Invoke direct methods. is supported because a job can invoke a specified direct method on every device 
selected by the job’s target condition. This is useful for coordinated device actions, such as starting a maintenance process 
or applying a device-side configuration workflow.
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Update desired properties. and Update tags.

are also directly supported through IoT Hub jobs because jobs can apply a device twin update at scale. Desired properties 
represent cloud-requested device configuration and state, which devices can synchronize when they connect. Tags are 
device-twin metadata maintained by the service and are commonly used to organize devices and define target queries for 
fleet operations. A job can therefore deploy a twin update to the selected devices while reporting per-device results and 
overall job progress.

Microsoft documents IoT Hub jobs as supporting scheduled direct-method invocations and device-twin updates, including 
desired properties and tags. See Schedule and broadcast jobs in Azure IoT Hub and Understand and use device twins in IoT 
Hub.

QUESTION NO: 9

You have an Azure subscription that contains an Azure Time Series Insights environment. The environment has the 
properties shown in the following table.

You need to create a time series query.

Which two time series expressions can be correctly used as part of the query? Each correct answer presents a complete 
solution.

NOTE: Each correct selection is worth one point.

A. $event.p2 = 'abc'

B. $event.p4.p5 = 0.0

C. $event['p1'] != NULL

D. $event.p1.String = 'abc'

ANSWER: C D 

Explanation:

$event['p1'] != NULL is valid because Time Series Insights expressions can use bracket notation to access an event 
property and can compare that property with NULL. This form is useful for determining whether the event contains a value for 
the specified property. The bracketed property reference is a supported event-property accessor and can be used directly in 
this null comparison.

$event.p1.String = 'abc' is also valid because it uses the event-property path followed by the explicit String type 
token before comparing the value to a string literal. Time Series Insights query expressions require property values to be 
evaluated using the appropriate supported type when a typed property reference is used. Here, the property is addressed 
with dot notation and evaluated as a string, making the equality predicate syntactically valid for filtering events whose p1 
value is abc.

These expressions can be used in a time series query filter to select the relevant event records. For the expression 
grammar, property access forms, type tokens, and comparison operators, see Time Series Insights expression syntax. 
Additional query concepts are described in Azure Time Series Insights query overview.
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QUESTION NO: 10 - (DRAG DROP)

DRAG DROP

You have an Azure IoT Edge solution. 

You plan to deploy an Azure Security Center for IoT security agent. You need to configure the security agent to meet the 
following requirements: 

 Connection events must be reported as high priority. 

 High priority events must be collected every seven minutes. 

How should you configure the azureiotsecurity module twin? To answer, drag the appropriate values to the correct locations. 
Each value may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to 
view content. 

NOTE: Each correct selection is worth one point. 

Select and Place:

ANSWER:

Explanation:

The module twin should put this configuration under desired, because desired properties communicate the configuration 
that IoT Edge should apply to the deployed security agent module. The security agent reads its operational configuration 
from the ms_iotn:urn_azureiot_Security_SecurityAgentConfiguration object in that desired-properties 
section. This makes the configuration centrally managed through IoT Hub and available to the deployed 
azureiotsecurity module.

For the seven-minute collection requirement, use highPriorityMessageFrequency with the value PT7M. The value 
follows the ISO 8601 duration format used by the security agent configuration: P starts the duration, T starts the time 
component, and 7M means seven minutes. Consequently, high-priority security messages are collected and sent according 
to a seven-minute frequency.
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For the connection-event priority requirement, use eventPriorityConnectionCreate and set its value to High. This 
property specifically controls the priority assigned to connection creation events generated by the agent. Setting it to High 
ensures these events participate in the high-priority event flow governed by the configured high-priority message frequency. 
Together, the desired-property container, the high-priority frequency setting, and the connection-create event priority setting 
produce the required behavior. Microsoft’s agent configuration guidance documents the security-agent configuration schema 
and its reporting settings in the Defender for IoT Edge security module documentation. General IoT Edge module-twin 
behavior and desired-property deployment are also described in the IoT Edge module twin documentation.

QUESTION NO: 11

You have an Azure IoT hub.

You need to recommend a solution to scale the IoT hub automatically.

What should you include in the recommendation?

A. Create an SMS alert in IoT Hub for the Total number of messages used metric.

B. Create an Azure function that retrieves the quota metrics of the IoT hub.

C. Configure autoscaling in Azure Monitor.

D. Emit custom metrics from the IoT device code and create an Azure Automation runbook alert.

ANSWER: B 

Explanation:

Create an Azure function that retrieves the quota metrics of the IoT hub. IoT Hub capacity is determined by its tier and the 
number of provisioned units, with each unit providing a defined daily message allowance. Although the service exposes 
quota and usage information, automatic scaling is not configured through a native IoT Hub autoscale setting. A custom 
automation process is therefore needed to inspect the hub’s quota consumption and change its capacity before message 
limits are reached.

An Azure Function is well suited to this process because it can run on a timer, obtain the IoT Hub quota metrics, evaluate 
usage against a chosen threshold, and use Azure management APIs to increase the IoT Hub unit count when required. This 
creates a practical automated scaling workflow while allowing the organization to select thresholds, maximum unit counts, 
and governance controls appropriate to its expected device-message volume. Microsoft’s IoT Hub autoscale sample 
demonstrates this Azure Function-based approach, including checking quota metrics and updating IoT Hub capacity. See 
the IoT Hub .NET autoscale sample and Microsoft’s IoT Hub quotas and throttling documentation.

QUESTION NO: 12

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a 
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in 
the review screen.

You have an Azure IoT solution that includes an Azure IoT hub and an Azure IoT Edge device.

You plan to deploy 10 Bluetooth sensors. The sensors do not support MQTT, AMQP, or HTTPS.

You need to ensure that all the sensors appear in the IoT hub as a single device.

Solution: You configure the IoT Edge device as an IoT Edge identity translation gateway. You configure the sensors to 
connect to the device.

Does this meet the goal?

A. Yes
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B. No

ANSWER: A 

Explanation:

Yes is correct. An IoT Edge identity translation gateway is appropriate when downstream devices cannot directly use an 
Azure IoT Hub-supported protocol or cannot each establish their own IoT Hub identity. The Bluetooth sensors communicate 
with the gateway through a protocol and connection method supported locally by the gateway or a gateway module. The IoT 
Edge device then translates the downstream communications and forwards telemetry to IoT Hub by using the gateway’s IoT 
Hub device identity.

Consequently, IoT Hub sees the incoming data as originating from the single registered IoT Edge gateway device rather than 
as ten independently registered sensor devices. This satisfies the requirement that all sensors appear in IoT Hub as one 
device. The gateway is also the appropriate boundary for handling connectivity, message translation, and cloud 
authentication on behalf of sensors that do not support MQTT, AMQP, or HTTPS. Microsoft describes identity translation 
gateways as a gateway pattern in which the gateway represents downstream devices to IoT Hub and performs the required 
identity and protocol handling. See Use an IoT Edge device as a gateway and Identity translation gateway pattern.

QUESTION NO: 13

You have an Azure IoT solution that includes a standard tier Azure IoT hub and an IoT device.

The device sends one 100-KB device-to-cloud message every hour.

You need to calculate the total daily message consumption of the device.

What is the total daily message consumption of the device?

A. 24

B. 600

C. 2,400

D. 4,800

ANSWER: B 

Explanation:

600 is the total daily message consumption. For a Standard tier Azure IoT hub, device-to-cloud messages are metered in 4-
KB increments. A 100-KB message therefore consumes 25 metered messages: 100 KB divided by 4 KB equals 25. Because 
the device sends this payload once per hour, it sends 24 payloads in a 24-hour day. Multiplying 25 metered messages per 
payload by 24 payloads per day gives 600 total message units per day.

This calculation measures IoT Hub message consumption rather than simply counting application-level sends. Although the 
device performs 24 device-to-cloud send operations daily, each operation has a payload that spans multiple 4-KB metering 
blocks. This block-based accounting is important when estimating IoT Hub capacity and selecting an appropriate tier or 
number of daily message allocations. Microsoft documents that messages for paid IoT Hub tiers are measured in 4-KB 
chunks, and that a device-to-cloud message can be up to 256 KB. See IoT Hub quotas and throttling and the Azure IoT Hub 
pricing page.

QUESTION NO: 14

You have an Azure IoT hub and 2,000 IoT devices that use device twins.

You need to identify devices that require a firmware update. Devices require the update when the desired firmware version is 
4.0 and the reported firmware version is not 4.0.

Which two query clauses should you include in an IoT Hub query? Each correct answer presents part of the solution.
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NOTE: Each correct selection is worth one point.

A. properties.desired.firmwareVersion = '4.0'

B. properties.reported.firmwareVersion != '4.0'

C. tags.firmwareVersion = '4.0'

D. connectionState = 'Connected'

E. deviceId = '4.0'

ANSWER: A B 

Explanation:

properties.desired.firmwareVersion = '4.0' filters for devices whose cloud-requested firmware version is 4.0. 
Desired properties represent the configuration or state requested by the solution back end.

properties.reported.firmwareVersion != '4.0' filters for devices that have not reported the required version as 
applied. Reported properties represent the device's current state. Combining the clauses identifies devices for which the 
requested and applied firmware versions differ.

Device twin tags are cloud-side metadata and are not a substitute for the desired and reported firmware state in this 
scenario. For more information, see IoT Hub query language for device twins and Device twins in IoT Hub.

QUESTION NO: 15 - (HOTSPOT)

HOTSPOT

You have an Azure subscription that contains an Azure IoT hub, an Azure IoT Edge gateway, and 1,000 leaf devices. The 
leaf devices use a custom communication protocol that is NOT supported by the IoT hub.

You need to configure the gateway to meet the following requirements:

 Minimize the number of connections between the gateway and the IoT hub.  Support addressing cloud-to-device 
messages to individual leaf devices.

How should you configure the gateway? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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ANSWER:

Explanation:

The correct configuration uses the Protocol translation gateway pattern with Advanced Message Queueing Protocol 
(AMQP) as the gateway’s upstream connection protocol. The leaf devices communicate through a custom protocol that IoT 
Hub cannot accept directly. A protocol translation gateway is designed for this situation: gateway logic receives the 
downstream protocol used by the leaf devices, translates the telemetry and commands into an IoT Hub-compatible form, and 
forwards those communications through the IoT Edge gateway. This lets the solution integrate devices without requiring 
every leaf device to implement an IoT Hub-supported protocol.

AMQP meets the connection-minimization requirement because IoT Edge can multiplex downstream device traffic over a 
shared upstream AMQP connection to IoT Hub. Rather than maintaining a distinct gateway-to-IoT-Hub connection for each 
of the 1,000 leaf devices, the gateway uses the shared AMQP connection while retaining the information needed to 
associate traffic with the relevant downstream device. The gateway’s translation and routing logic can therefore deliver a 
cloud-to-device message to the individually addressed leaf device using its custom downstream protocol.

This design places protocol adaptation and downstream-device routing at the gateway, while AMQP provides the efficient 
upstream transport needed for scalable connectivity. Microsoft documents gateway patterns and explains the role of protocol 
translation for downstream devices in Use an IoT Edge device as a gateway. Microsoft also documents IoT Edge 
communication and upstream protocol behavior, including AMQP support, in Modify IoT Edge communication protocols.

QUESTION NO: 16

You have an Azure IoT Central application that contains a device template named Pump.

You need to enable operators to change the target flow rate of individual pumps and enable each pump to report the flow 
rate currently in use.

Which two capabilities should you define in the Pump device template? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. A writable property for the target flow rate

B. A read-only property for the flow rate currently in use

C. Telemetry for the target flow rate

D. A command for the flow rate currently in use

E. A relationship for the target flow rate

ANSWER: A B 
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Explanation:

A writable property is required for the target flow rate. Writable properties represent configuration values that an operator or 
back-end service can set for a device. The device receives the requested value and can apply it locally.

A read-only property is required for the flow rate currently in use. Read-only properties represent state reported by the 
device, such as the currently configured setting, serial number, or operational mode.

Telemetry is intended for time-series measurements emitted by a device, and commands are used to request an immediate 
action. Neither is the appropriate primary capability for persistent desired and reported configuration state.

For more information, see What are device templates in Azure IoT Central?.

QUESTION NO: 17

You have an Azure subscription that contains an Azure Time Series Insights environment. The environment has the 
properties shown in the following table.

You need to create a D.

Which two time series expressions can be correctly used as part of the query? Each correct answer presents a complete 
solution.

NOTE: Each correct selection is worth one point.

A. $event.p1.String = 'abc'

B. $event.p2 = 'abc'

C. $event['p1'] != NULL

D. $event.p4.p5 = 0.0

ANSWER: A C 

Explanation:

$event.p1.String = 'abc' is a valid Time Series Insights expression because it explicitly identifies the event property 
named p1 and specifies its String type before comparing its value with a string literal. Time Series Insights expressions 
support event-property references in dot notation, with the property type included to disambiguate and correctly evaluate a 
typed value.

$event['p1'] != NULL is also valid. Bracket notation is supported for event-property names, and the type may be 
omitted when the referenced property name resolves unambiguously to one property type in the environment’s event 
schema. In this case, the expression tests whether the resolved p1 event value is present rather than null. This is useful for 
filtering events based on the availability of a value without requiring a specific literal comparison.

Both expressions use the required $event root and valid property-access forms supported by the Time Series Insights 
query expression language. For syntax details, see Time Series Insights expression syntax reference and Time Series 
Insights Query API documentation.
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QUESTION NO: 18 - (HOTSPOT)

You have an Azure loT solution that includes an loT device named Device1.

You are creating an loT Plug and Play model for Device1.

On Device1, you create a device model file in a folder named dtmi/com/source/.

How should you complete the model? To answer select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ANSWER:

Explanation:

An IoT Plug and Play model is authored with Digital Twins Definition Language, where the root JSON object represents a 
reusable interface definition. Therefore, the value of @type must be Interface. The interface provides the container for 
the model metadata and its contents, such as telemetry, properties, commands, relationships, and components.

The model identifier must be a valid Digital Twin Model Identifier. Its namespace is derived from the model’s folder hierarchy: 
the folder path dtmi/com/source/ corresponds to the namespace prefix dtmi:com:source. The model name is 
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Device1, and the identifier version is 3. In DTMI syntax, namespace segments and the model name use colons, while the 
version follows the model name after a semicolon. Thus, the correct identifier is dtmi:com:source:Device1;3.

This naming format is important because Azure IoT Plug and Play services and tooling use the DTMI as the unique identity 
of a model. The namespace identifies the organizational or logical model grouping, the model name identifies this particular 
device interface, and the version permits compatible evolution of the model over time. The selected values therefore create a 
valid versioned interface model for Device1. Microsoft’s DTMI syntax requirements are documented in Digital twin model 
identifiers, and the role of an interface as the root model element is described in the DTDL interfaces documentation.

QUESTION NO: 19 - (DRAG DROP)

You have an Azure IoT hub.

You need to deploy a Device Provisioning Service instance that uses X.509 attestation to support new loT devices.

Which three actions should you perform in sequence in the Azure portal? To answer move the appropriate actions from the 
list of actions to the answer area and arrange them in the correct order.

ANSWER:

Explanation:

Start by creating the IoT Hub Device Provisioning Service instance, because DPS is the Azure resource that performs zero-
touch provisioning and manages device enrollment configurations. Once the DPS resource exists, link the IoT hub to it. This 
establishes the target IoT hub that DPS can use when it provisions new devices, and it enables the provisioning service to 
assign registered devices to that hub. The DPS documentation describes linked IoT hubs as the hubs to which devices are 
assigned during provisioning.

After the DPS instance has a linked IoT hub, create an enrollment group for X.509 and configure its allocation policy. An 
enrollment group is the appropriate DPS enrollment type when many devices use certificates that chain to a common root or 
intermediate certificate authority. The enrollment group defines the X.509 attestation configuration and the provisioning 
behavior for all devices in that group. The allocation policy determines how DPS selects a linked IoT hub when a device 
registers. Completing these steps in this sequence provides the provisioning service, its eligible destination hub, and the 
X.509-based enrollment configuration needed for new devices.

For implementation details, see Microsoft’s guidance on setting up IoT Hub Device Provisioning Service and creating X.509 
enrollment groups.

QUESTION NO: 20

You need to recommend a solution to keep device properties synced to IoT Hub. The solution must minimize data loss 
caused by the connectivity issues.

What should you include in the recommendation?
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A. Azure Event Grid

B. a cloud-to-device message

C. IoT Hub device twins

D. the IoT Hub direct method

ANSWER: C 

Explanation:

IoT Hub device twins are the appropriate solution because they maintain a persistent, cloud-stored JSON representation of 
each device’s state. A device twin contains desired properties, which an application sets in IoT Hub, and reported properties, 
which the device uses to communicate its current state. Each side can retrieve the twin and reconcile changes after a 
connection is restored, rather than depending on a command or message being received at the moment it is sent.

This persistence is especially useful when devices have intermittent connectivity. IoT Hub retains the desired-property 
changes, and the device receives the updated state when it reconnects. Similarly, the device can report its latest properties 
to the service after connectivity returns. Twin versioning and change notifications help applications and devices identify 
updates and synchronize their state reliably. This makes device twins well suited to configuration and state synchronization 
scenarios where transient disconnections must not cause property updates to be lost.

For implementation details, see Understand and use device twins in IoT Hub and IoT Hub device management overview.

QUESTION NO: 21

You have an Azure IoT solution that contains an Azure loT hub and Azure 10T Edge devices.

You need to configure the metrics- collector module on the devices to send metrics to the loT hub as device-to-cloud 
messages.

Which environment variable should you update?

A. AllowedMetrics

B. LogAnalyticsWorkspaceId

C. UploadTarget

D. MetricsEndpointsCSVc

ANSWER: C 

Explanation:

UploadTarget is the environment variable that selects where the Azure IoT Edge metrics-collector module sends its 
collected metrics. To send metrics to the IoT hub as device-to-cloud messages, set UploadTarget to IoTHub. The metrics 
collector gathers runtime and host-level metrics exposed by configured endpoints, formats those measurements, and uses 
the selected upload target for delivery. With the IoT Hub upload target selected, the module sends telemetry through the IoT 
Edge deployment’s configured IoT Hub connection, allowing the metrics to be routed, stored, or processed using standard 
IoT Hub device-to-cloud messaging capabilities. This setting is made in the module’s environment variables in the IoT Edge 
deployment manifest, so it can be centrally deployed and updated across devices. Microsoft’s metrics collector configuration 
documentation specifically identifies UploadTarget as the variable used to choose between supported destinations, 
including IoT Hub and Log Analytics. See Collect and transport metrics from IoT Edge devices and Understand and use IoT 
Edge modules.
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