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QUESTION NO: 1

Which two IoT environment layers are protected by ISE? (Choose two.)

A. Endpoints

B. Access Points

C. Control Layer

D. Things

E. Internet/Cloud

ANSWER: D E 

QUESTION NO: 2

What are two result of utilizing a fragmented security model? (Choose two.)

A. Reduced malicious file risk through additional segmentation.

B. Decreased network accessibility through multiple applications.

C. Decreased visibility and limited understand of security coverage.

D. Increased identity controls

E. Individual components pieced together to meet requirements.

ANSWER: C E 

QUESTION NO: 3

What are two critical networking challenges? (Choose two.)

A. Threat protection

B. Orchestration

C. Automation

D. Access

E. Visibility
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ANSWER: A E 

QUESTION NO: 4

Which two attack vectors are protected by Malware Protection? (Choose two.)

A. Voicemail

B. Web

C. Mobile

D. Email

E. Data Center

ANSWER: B D 

QUESTION NO: 5

Where do you start to achieve true network visibility?

A. OT

B. Branches

C. IT

D. Fabric Level

ANSWER: D 

QUESTION NO: 6

What is an attribute of Cisco Talos?

A. Blocks threats in real time

B. Real-time threat information

C. 3rd party applications integrated through comprehensive APIs

D. Detection of threats communicated within 48 hours of occurrence

ANSWER: B 
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QUESTION NO: 7

Which feature of AnyConnect provides customers the ability to monitor endpoint application usage to uncover potential 
behavior anomalies?

A. Differentiated Mobile Access

B. Secure Layer 2 Network Access

C. Trusted Network Detection

D. Network Visibility Module

ANSWER: D 

QUESTION NO: 8

Which feature of AnyConnect provides better access security across wired and wireless connections with 802.1X?

A. Flexible AAA Options

B. Trusted Network Detection

C. Secure Layer 2 Network Access

D. AnyConnect with AMP

ANSWER: C 

QUESTION NO: 9

Which three customer business objectives does Cisco’s Advanced Threat solutions address? (Choose three.)

A. Visibility and control with a managed environment

B. Secure communications with advanced access

C. Lower TCO through intelligent API management

D. Comprehensive support with flexible solutions

E. Complete protection with holistic defense

F. Accelerated firewall implementation

ANSWER: A D E 
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QUESTION NO: 10

Which feature of Cognitive intelligence can separate statistically normal traffic from anomalous traffic?

A. Anomaly modeling

B. Anomaly detection

C. Event classification

D. Trust modeling

ANSWER: B 
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