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QUESTION NO: 1

A FortiGate is configured as an explicit web proxy. Clients using this web proxy are reposting DNS errors when accessing
any website. The administrator executes the following debug commands and observes that the n-dns-timeout counter is
increasing:

#diagnose test application wad 2200

f#diagnose test application wad 104

DNS Stats:

n_dns_reqs=878 n_dns_fails= 2 n_dns_timeout=875
n_dns_success=0

n_snd_retries=0 n_snd_fails=0 n_snd_success=0 n_dns_overflow=0
n_build_fails=0

What should the administrator check to fix the problem?

A. The connectivity between the FortiGate unit and the DNS server.

B. The connectivity between the client workstations and the DNS server.

C. That DNS traffic from client workstations is allowed by the explicit web proxy policies.

D. That DNS service is enabled in the explicit web proxy interface.

ANSWER: A

QUESTION NO: 2

Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.
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# get router info bgp summary

BGP router identifier 0.0.0.117, local AS number 65117
BGP table version is 104

3 BGP AS-PATH entries

0 BGP community entries

Neighbor V  AS MsgRevd MsgSent TblVer InQ OutQ Up/Down State/PfxRed

10.125.0.60 4 65060 1698 1756 103 0 0 03:02:49 1
10.,127.0.75 4 65075 2206 2250 102 0 0 02:45:55 1
10.200.3.1 4 65501 101 115 0 0 0 never Active

Total number of neighbors 3

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP state of the peer 10.125.0.60 is Established.

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared.
C. Local BGP peer has not received an OpenConfirm from 10.200.3.1.

D. The local BGP peer has received a total of 3 BGP prefixes.

ANSWER: AC

QUESTION NO: 3

Which of the following statements is true regarding a FortiGate configured as an explicit web proxy?

A. FortiGate limits the number of simultaneous sessions per explicit web proxy user. This limit CANNOT be modified by the
administrator.

B. FortiGate limits the total number of simultaneous explicit web proxy users.

C. FortiGate limits the number of simultaneous sessions per explicit web proxy user The limit CAN be modified by the
administrator

D. FortiGate limits the number of workstations that authenticate using the same web proxy user credentials. This limit
CANNOT be modified by the administrator.

ANSWER: B
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Explanation:
https://help.fortinet.com/fos50hlp/52data/Content/FortiOS/fortigate-WAN-opt-52/web_proxy.htm#Explicit2

The explicit proxy does not limit the number of active sessions for each user. As a result the actual explicit proxy session
count is usually much higher than the number of explicit web proxy users. If an excessive number of explicit web proxy
sessions is compromising system performance you can limit the amount of users if the FortiGate unit is operating with
multiple VDOMs.

QUESTION NO: 4

Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.

Student# get router info bgp summary

BGP router indentifier 10.200.1.1, local AS number 65500
BGP table version is 2

1 BGP AS-PATH entries

0 BGP community entries

Neighbor V AS MsgRevd MsgSent TblVer InQ OutQ UpDown State/PfxRed
10.200.3.1 4 65501 o2 112 0 0 0 never Connect

Total number of neighbors 1

Which statement can explain why the state of the remote BGP peer 10.200.3.1 is Connect?

A. The local peer is receiving the BGP keepalives from the remote peer but it has not received any BGP prefix yet.
B. The TCP session for the BGP connection to 10.200.3.1 is down.

C. The local peer has received the BGP prefixed from the remote peer.

D. The local peer is receiving the BGP keepalives from the remote peer but it has not received the OpenConfirm yet.

ANSWER: B

Explanation:

http://www.ciscopress.com/articles/article.asp?p=2756480&seqNum=4

QUESTION NO: 5

An administrator has configured a FortiGate device with two VDOMSs: root and internal. The administrator has also created
and inter-VDOM link that connects both VDOMSs. The objective is to have each VDOM advertise some routes to the other

VDOM via OSPF through the inter-VDOM link. What OSPF configuration settings must match in both VDOMs to have the

OSPF adjacency successfully forming? (Choose three.)
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A. Router ID.

B. OSPF interface area.
C. OSPF interface cost.
D. OSPF interface MTU.

E. Interface subnet mask.

ANSWER: BD E

QUESTION NO: 6

What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.)
A. |IP addresses are in the same subnet.

B. Hello and dead intervals match.

C. OSPF IP MTUs match.

D. OSPF peer IDs match.

E. OSPF costs match.

ANSWER: ABC

Explanation:

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-advanced-routing-54/Routing_ OSPF/OSPF_Bac

QUESTION NO: 7

View the exhibit, which contains a partial web filter profile configuration, and then answer the question below.
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Which action will FortiGate take if a user attempts to access www.dropbox.com, which is categorized as File Sharing and
Storage?

A. FortiGate will exempt the connection based on the Web Content Filter configuration.
B. FortiGate will block the connection based on the URL Filter configuration.
C. FortiGate will allow the connection based on the FortiGuard category based filter configuration.

D. FortiGate will block the connection as an invalid URL.

ANSWER: B

Explanation:

fortigate does it in order Static URL -> FortiGuard — > Content -> Advanced (java, cookie removal..)so block it in first step

QUESTION NO: 8

Which two statements about FortiManager is true when it is deployed as a local FDS? (Choose two.)
A. It caches available firmware updates for unmanaged devices.

B. It can be configured as an update server, or a rating server, but not both.

C. It supports rating requests from both managed and unmanaged devices.

D. It provides VM license validation services.

ANSWER: AD

QUESTION NO: 9

Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.)
A. Primary unit stops sending HA heartbeat keepalives.

B. The FortiGuard license for the primary unit is updated.
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C. One of the monitored interfaces in the primary unit is disconnected.

D. A secondary unit is removed from the HA cluster.

ANSWER: AC

QUESTION NO: 10

Two independent FortiGate HA clusters are connected to the same broadcast domain. The administrator has reported that
both clusters are using the same HA virtual MAC address. This creates a duplicated MAC address problem in the network.
What HA setting must be changed in one of the HA clusters to fix the problem?

A. Group ID.

B. Group name.

C. Session pickup.
D. Gratuitous ARPs.

ANSWER: A

Explanation:

https://help.fortinet.com/fos50hip/54/Content/FortiOS/fortigate-high-availability-52/HA_failoverVMAC.htm
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