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QUESTION NO: 1

Which two configuration objects can you select in for the Source field of a firewall policy? (Choose two.)

A. Firewall service

B. FQDN address

C. IP pool

D. User or user group

ANSWER: B D 

QUESTION NO: 2

Which two settings must you configure to ensure FortiGate generates logs for web filter activity on a firewall policy called Full 
Access? (Choose two.)

A. Enable Event Logging.

B. Enable disk logging.

C. Enable a web filter security profile on the Full Access firewall policy. 

D. Enable Log Allowed Traffic on the Full Access firewall policy.

ANSWER: C D 

QUESTION NO: 3

Consider a new IPsec deployment with the following criteria:

 All satellite offices must connect to the two HQ sites.

 The satellite offices do not need to communicate directly with other satellite offices.

 Backup VPN is not required.

 The design should minimize the number of tunnels being configured.

Which topology should you use to satisfy all of the requirements?

A. Partial mesh

B. Redundant
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C. Full mesh

D. Hub-and-spoke

ANSWER: D 

QUESTION NO: 4

Refer to the exhibit.
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The exhibits show the firewall policies and the objects used in the firewall policies. The administrator is using the Policy 
Lookup feature and has entered the search criteria shown in the exhibit.

Based on the input criteria, which of the following will be highlighted?

A. The policy with ID 1

B. The policy with ID 5

C. The policies with ID 2 and 3

D. The policy with ID 4

ANSWER: B 

QUESTION NO: 5

An administrator has configured a route-based IPsec VPN between two FortiGate devices.

Which statement about this IPsec VPN configuration is true?

A. A phase 2 configuration is not required.

B. This VPN cannot be used as part of a hub-and-spoke topology.

C. A virtual IPsec interface is automatically created after the phase 1 configuration is completed.

D. The IPsec firewall policies must be placed at the top of the list.

ANSWER: C 
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QUESTION NO: 6

A FortiGate device has multiple VDOMs.

Which statement about an administrator account configured with the default prof_admin profile is true?

A. It can upgrade the firmware on the FortiGate device.

B. It can reset the password for the admin account.

C. It can create administrator accounts with access to the same VDOM.

D. It cannot have access to more than one VDOM.

ANSWER: C 

QUESTION NO: 7

Examine this PAC file configuration.

Which of the following statements are true? (Choose two.)

A. Browsers can be configured to retrieve this PAC file from FortiGate.

B. Any web request sent to the 172.25.120.0/24 subnet is allowed to bypass the proxy.

C. All requests not sent to fortinet.com or the 172.25.120.0/24 subnet, have to go through altproxy.corp.com: 8060.

D. Any web request sent to fortinet.com is allowed to bypass the proxy.

ANSWER: A D 

QUESTION NO: 8

What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based mode?

A. It limits the scope of application control to scan traffic based on the browser-based technology category only.

B. It limits the scope of application control to scan application traffic based on application category only.
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C. It limits the scope of application control to scan application traffic using parent signatures only

D. It limits the scope of application control to scan application traffic on DNS protocol only.

ANSWER: B 

QUESTION NO: 9

Which two statements correctly describe how FortiGate performs route lookup, when searching for a suitable gateway? 
(Choose two.)

A. Lookup is done on the first packet from the session originator

B. Lookup is done on the last packet sent from the responder

C. Lookup is done on every packet, regardless of direction

D. Lookup is done on the first reply packet from the responder

ANSWER: A D 

QUESTION NO: 10

Refer to the exhibit.

Based on the firewall configuration shown in the exhibit, which two statements about application control behavior are true? 
(Choose two.)

A. Access to browser-based Social.Media applications will be blocked.

B. Access to mobile social media applications will be blocked.

C. Access to all applications in the Social.Media category will be blocked.

D. Access to all unknown applications will be allowed.

ANSWER: A D 
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