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QUESTION NO: 1

Which are characteristics of the PopulateCache and ResponseCache policies'? Select all that are correct
A. PopulateCache has a TimeOfYear expiry option

B. PopulateCache allows you to cache any string object.

C. ResponseCache has separate policy definitions for Lookup vs. Populate cache operations.

D. ResponseCache caches the complete HTTP response (including headers).

ANSWER: C

QUESTION NO: 2

When is it appropriate to use query parameters in RESTful API design? Select all that are correct
A. When passing username and passwords.

B. When providing the ability to return different levels of detail in the response.

C. When requesting that an entire collection be deleted.

D. When filtering the response based upon a query

ANSWER: B D

QUESTION NO: 3

When using a Shared Flow from a Flow Hook, which proxies will call the Shared Flow?
A. All proxies in the environment where the Flow Hook is configured

B. Only proxies that contain a Flow Callout policy

C. All proxies within an Organization

D. Only proxies with the Flow Hook checkbox checked

ANSWER: B
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QUESTION NO: 4

Your API generates tokens to authenticate users. You have the following requirements
1. Limited token lifetime.

2. Managed key rotation.

3. Self-verifiable content.

4 Compact data representation

5. Refresh without new challenge.

You plan to use SAML2 Which two of the above-listed requirements are satisfied by using
SAML27? Choose 2 answers

A. Limited token lifetime.

B. Managed key rotation

C. Self-verifiable content

D. Compact data representation

E. Refresh without a new challenge

ANSWER: A

QUESTION NO: 5

Which are NOT a step in the OAuth 2 0 authorization code grant process? Select all that are correct
A. generate an authorization code

B. generate an access token C. verify the device ID

C. validate the client API key

D. obtain the end user's consent for the application to request the user's protected resources

E. validate the developer name

ANSWER: ADE

QUESTION NO: 6
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As an API Engineer you have been asked to automate the build process for Apigee deployments. You decide to build a new
tool to deploy the API Bundles using the Apigee

Management API. What would be the correct approach?

A. You should deploy an Apigee microgateway

B. Management APIs need a separate API product for security reasons.

C. Each management API you plan to use should be turned into an Apigee Proxy.

D. Management APIs should be called directly from the tool to the Apigee gateway

ANSWER: D

QUESTION NO: 7

You need to log certain data to a custom logging service while processing the response

You want to avoid processing delays due to logging during the logic flow What should you do?
A. Use a Node.JS target to implement a nonblocking call.

B. Attach a Message Logging policy to the Post Client Flow

C. Implement a Java Extension Callout with a worker thread

D. Use an asynchronous Service Callout policy in your proxy (low as soon as you have enough data to log

ANSWER: A

QUESTION NO: 8

Your APls are configured as a relying party on an OpenlD Connect platform. You need to inspect and verify the OpenlD
Connect identity. What two actions should you take?

Choose 2 answers

A. Verify the signature of the JWT using a shared secret.

B. Parse the JWT to extract the exp: nbf and iat properties to determine if the token is still valid

C. Pass the JWT to a preconfigured 3rd party for verification of the signature, exp, nbf and iat properties

D. Use the OpenID Connect URL to locate a trusted 3rd party for verification the signature, exp, nbf and iat properties

E. Using the JKWS URL in the OpenID Connect configuration, fetch the signing key to verify the JWT signature and
parameters
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ANSWER: B E

QUESTION NO: 9

Which of the following properties have type as "required" in the OpenAPI Specification 2.0?
Choose 3 answers

A. Info

B. host

C. paths

D. license

E. swagger

F. basePath

G. produces

H. consumes

ANSWER: CF H

QUESTION NO: 10

Which features are supported in the OAuthV2 policy? Choose 3 answers
A. Storing of external access tokens

B. Setting custom attributes for generated access tokens

C. Credentials validation when password grant type is used

D. Setting different expiration for refresh and access tokens.

ANSWER: BCD
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