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QUESTION NO: 1

The company Midwest Insurance has taken many measures to protect its information. It uses an

Information Security Management System, the input and output of data in applications is validated, confidential documents
are sent in encrypted form and staff use tokens to access information systems. Which of these is not a technical measure?

A. Information Security Management System
B. The use of tokens to gain access to information systems
C. Validation of input and output data in applications

D. Encryption of information
ANSWER: A

QUESTION NO: 2

Physical security must protect a company for anyone to easily access the company assets. This is illustrated by thinking in
terms of series of protection rings.

Which protection ring deals with the asset that is to be protected?
A. Building

B. Object

C. Outer ring

D. Working space
ANSWER: B

QUESTION NO: 3

What is ‘a potential cause of an unwanted incident, which may result in harm to a system or organization’ called?
A. Exposure

B. Risk

C. Threat

D. Vulnerability
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ANSWER: C

QUESTION NO: 4

What physical security measure is necessary to control access to company information?
A. Air-conditioning

B. Username and password

C. The use of break-resistant glass and doors with the right locks, frames and hinges

D. Prohibiting the use of USB sticks
ANSWER: C

QUESTION NO: 5

What is the relationship between data and information?
A. Data is structured information.

B. Information is the meaning and value assigned to a collection of data.
ANSWER: B

QUESTION NO: 6

Why do organizations have an information security policy?

A. In order to demonstrate the operation of the Plan-Do-Check-Act cycle within an organization.
B. In order to ensure that staff do not break any laws.

C. In order to give direction to how information security is set up within an organization.

D. In order to ensure that everyone knows who is responsible for carrying out the backup procedures.
ANSWER: C

QUESTION NO: 7
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You are the owner of SpeeDelivery courier service. Because of your companys growth you have to think about information
security. You know that you have to start creating a policy. Why is it so important to have an information security policy as a
starting point?

A. The information security policy gives direction to the information security efforts.
B. The information security policy supplies instructions for the daily practice of information security.
C. The information security policy establishes which devices will be protected.

D. The information security policy establishes who is responsible for which area of information security.
ANSWER: A

QUESTION NO: 8

What is the relationship between data and information?
A. Data is structured information.

B. Information is the meaning and value assigned to a collection of data.
ANSWER: B

QUESTION NO: 9

Why is air-conditioning placed in the server room?

A. In the server room the air has to be cooled and the heat produced by the equipment has to be extracted. The air in the
room is also dehumidified and filtered.

B. When a company wishes to cool its offices, the server room is the best place. This way, no office space needs to be
sacrificed for such a large piece of equipment.

C. Itis not pleasant for the maintenance staff to have to work in a server room that is too warm.

D. Backup tapes are made from thin plastic which cannot withstand high temperatures. Therefore, if it gets too hot in a
server room, they may get damaged.

ANSWER: A

QUESTION NO: 10

Which type of malware is a program which, in addition to the function that it appears to perform, purposely conducts
secondary activities?
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A. Logic Bomb
B. Storm Worm
C. Trojan

D. Spyware

ANSWER: C
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