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Topic Break Down

Topic No. of Questions

Topic 1, ScaleIO Architecture and Concepts 42

Topic 2, ScaleIO Installation and Configuration 27

Topic 3, ScaleIO Management 28

Topic 4, ScaleIO Troubleshooting 2

Total 99
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QUESTION NO: 1

What does ScaleIO 1.31 provide to secure data at rest?

A. Obfuscation

B. Fully FIPS-compliant encryption

C. PowerPath data at rest integration

D. Encryption with RKMS key management

ANSWER: A 

Explanation:

Obfuscation is the data-at-rest protection provided by ScaleIO 1.31. In this release, ScaleIO used an obfuscation capability 
to make data written to ScaleIO storage devices unintelligible outside the ScaleIO environment. The mechanism is intended 
to protect stored data if physical media are removed, lost, or accessed independently of the ScaleIO software stack. This is a 
release-specific feature distinction: ScaleIO 1.31’s documented protection for data at rest is obfuscation rather than a full 
enterprise encryption implementation with an external key-management workflow. The feature operates as part of the 
ScaleIO data path and storage architecture, allowing the platform to retain its distributed, server-based SAN design while 
providing an additional safeguard for information persisted on disks. When reviewing legacy ScaleIO documentation, consult 
the product documentation for the exact release because data-protection features and terminology evolved in later ScaleIO 
and VxFlex OS versions. Dell maintains the ScaleIO documentation landing page at Dell Support: ScaleIO documentation; 
broader lifecycle and product-support information is available through Dell Support: ScaleIO and VxFlex OS support matrix.

QUESTION NO: 2

What is the mandatory input in the CSV file for the ScaleIO Installation Manager?

A. Device list for each SDS

B. Open TCP/IP ports list for each node

C. Fault Set configuration for each SDS

D. IP addresses for nodes that will run the Installation Manager

ANSWER: A 

Explanation:

Device list for each SDS is the mandatory CSV input because an SDS must be assigned one or more physical storage 
devices for ScaleIO to contribute capacity to the storage pool. The Installation Manager uses the CSV file as the deployment 
definition for ScaleIO components and their storage configuration. For every server designated as an SDS, the device-list 
field identifies the local disks or device paths that the software will claim and use as ScaleIO storage devices. This 
information enables Installation Manager to configure usable backend capacity during deployment rather than merely 
installing the SDS software.

ScaleIO is a server-based SAN: its distributed storage layer is formed from devices contributed by SDS nodes. Accordingly, 
accurately identifying eligible, unused devices for each SDS is essential. The listed devices must be available for ScaleIO 
use and must not contain data that needs to be retained, because adding a device to ScaleIO prepares it for the system’s 
storage operations. This requirement is consistent with the ScaleIO documentation set and deployment guidance available 
from Dell Technologies’ ScaleIO product documentation page and the ScaleIO product documentation knowledge base.

QUESTION NO: 3

What is the purpose of a ScaleIO fault set?

A. Define SDS nodes that share a common failure domain
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B. Assign storage-pool capacity to an SDC

C. Provide a third voting member for MDM quorum

D. Separate management traffic from data traffic

ANSWER: A 

Explanation:

Define SDS nodes that share a common failure domain is correct. A fault set groups SDS nodes that could fail together 
because they share infrastructure such as a rack, power distribution unit, chassis, network switch, or site. ScaleIO uses the 
fault-set information when placing mirrored data copies so that protected copies can be distributed across separate failure 
domains.

Fault sets do not create a separate storage pool or assign access permissions to SDCs. They provide topology information 
that helps ScaleIO maintain data availability when a correlated infrastructure failure affects multiple SDS nodes. Dell 
describes fault-set concepts in the PowerFlex Fault Sets overview, which reflects the architecture evolved from ScaleIO.

QUESTION NO: 4

An administrator wants to use the SCLI to determine if ScaleIO read RAM cache is in use in a server. Which command 
should be used?

A. scli --query_sds

B. scli --query_protection_domain

C. scli--query_cache

D. scli –query_sdc

ANSWER: A 

Explanation:

scli --query_sds is the appropriate command because read RAM cache is an SDS-side capability and its status is 
reported in the Storage Data Server details returned by the ScaleIO command-line interface. Running this command against 
the relevant SDS lets an administrator inspect the server’s configured and operational SDS properties, including the RAM 
read-cache setting. This is the relevant layer to check because an SDS supplies storage capacity and services ScaleIO data 
operations; the read cache is associated with that server-side storage role rather than with the presentation of volumes to an 
application host. In ScaleIO 1.x environments, the SCLI is used to query object-specific configuration and status, and 
querying the SDS object is therefore the direct method for validating whether RAM read cache is enabled or in use on a 
server. Dell’s ScaleIO documentation resources, including product documentation and administration references, are 
available through the Dell ScaleIO documentation page. Additional ScaleIO product and support information is available from 
Dell Technologies.

QUESTION NO: 5

What is required when deploying the MDM and Tie Breaker components?

A. Three separate servers to host the primary and secondary MDMs, and the Tie Breaker

B. Three servers with a shared OpenStack Swift object store

C. Supported Linux or Microsoft Windows cluster with a shared file system

D. Servers with existing shared block storage
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ANSWER: A 

Explanation:

Three separate servers to host the primary and secondary MDMs, and the Tie Breaker is required for a resilient 
ScaleIO MDM cluster deployment. The Meta Data Manager (MDM) is the ScaleIO control-plane component: it maintains 
system configuration, device and volume metadata, and cluster membership information. ScaleIO uses a primary MDM and 
a secondary MDM for metadata-manager redundancy. A Tie Breaker provides the independent third voting participant 
needed to establish quorum and make a safe decision about which MDM instance remains active if communication between 
the MDM servers is interrupted.

Placing these three roles on separate servers creates the required failure domains. If the server hosting one MDM fails, the 
surviving MDM and Tie Breaker can still form quorum, preserve management availability, and avoid split-brain behavior. The 
Tie Breaker is intentionally lightweight and does not store the full MDM database, but its independent placement is essential 
to its quorum role. Dell’s ScaleIO documentation describes the MDM cluster architecture and quorum behavior in the 
ScaleIO product documentation available through the Dell ScaleIO support documentation portal. Dell’s current PowerFlex 
documentation, the successor product family, also discusses the same MDM-based management architecture: Dell 
PowerFlex documentation portal.

QUESTION NO: 6

What is optional in the CSV file of the ScaleIO Installation Manager?

A. Name for each SDS

B. IP address of the node that will run the primary MDM

C. IP address of the node that will run the secondary MDM

D. IP address of the node that will run the Tie Breaker

ANSWER: A 

Explanation:

Name for each SDS is optional in the CSV input used by ScaleIO Installation Manager. The CSV supplies the deployment 
information that Installation Manager needs to discover the participating hosts, assign ScaleIO roles, and configure the 
cluster. Although an administrator may provide a meaningful, user-defined SDS name for easier administration and 
identification, Installation Manager can proceed without that value. When an explicit SDS name is not supplied, the 
deployment uses the host identity and ScaleIO’s generated/default naming behavior to identify the SDS within the system. 
This makes the field a convenience for operational clarity rather than a prerequisite for deploying the SDS role.

Using explicit SDS names is still a sensible operational practice, particularly in larger environments where administrators 
need to correlate ScaleIO components with server names, rack locations, or asset-management records. However, its 
absence does not prevent the CSV from defining and deploying the required ScaleIO host roles. Dell’s ScaleIO/VxFlex OS 
documentation resources, including installation and deployment materials, are available through the Dell VxFlex OS 
documentation page and the Dell Support portal.

QUESTION NO: 7

Due to suspected hardware failures, a ScaleIO administrator wants to monitor one specific SDS and three ScaleIO devices 
for the next hour. Which ScaleIO GUI feature(s) will effectively address this requirement?

A. Property Sheets

B. Dashboard Tiles

C. Presets

D. “Sort by SDS” and “Sort by Storage Pool” selectors
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ANSWER: C 

Explanation:

Presets is the appropriate ScaleIO GUI feature because it lets an administrator save a focused monitoring view containing 
selected ScaleIO objects. A preset can be configured around the specific SDS and the three relevant devices, so the 
administrator can return to the same targeted set during the observation period without repeatedly locating or filtering those 
objects. This is particularly useful during suspected hardware trouble because the view can remain centered on the affected 
infrastructure while the administrator watches operational and performance information for signs of failure or degradation. 
Presets support efficient, repeatable monitoring workflows by retaining the chosen scope of GUI information rather than 
requiring a broad cluster-wide view. The ScaleIO GUI documentation is part of the ScaleIO product documentation available 
through Dell ScaleIO Product Documentation. Dell’s product-support portal also provides version-specific ScaleIO manuals 
and technical resources at Dell Support for ScaleIO.

QUESTION NO: 8

In a ScaleIO environment, how is the Lightweight Installation Agent (LIA) upgraded?

A. Installation Manager upgrades the LIA using SSH

B. LIA upgrades itself using SSH

C. Installation Manager upgrades the LIA at the same time as the other packages

D. LIA upgrades itself using SFTP

ANSWER: A 

Explanation:

Installation Manager upgrades the LIA using SSH. The LIA is the host-resident service that Installation Manager normally 
contacts to deploy and manage ScaleIO software components. Because the LIA itself is the component being replaced 
during an upgrade, Installation Manager uses an out-of-band host-management connection rather than relying on the agent 
that is undergoing replacement. It connects to the target server through SSH, transfers and installs the updated LIA package, 
and then the refreshed LIA service can resume its role in the installation or upgrade workflow. This approach also requires 
that SSH connectivity and valid host credentials are available to Installation Manager for the servers whose LIAs must be 
upgraded. Treating the LIA upgrade as a distinct SSH-based operation ensures the agent can be safely updated before it is 
used to perform subsequent software-management tasks on that server. Dell ScaleIO documentation and product-support 
materials are available through the Dell ScaleIO documentation portal; Dell’s broader technical documentation resources are 
available at the Dell Support portal.

QUESTION NO: 9

An administrator creates two volumes using the scli --add_volume command. The administrator uses the -- size_gb 2 
parameter for the first volume and uses the -- size_gb 17 parameter for the second volume.

If the remainder of the command syntax is correct, what are the sizes of the volumes created by ScaleIO?

A. One 2 GB volume and one 18 GB volume

B. One 2.16 GB volume and one 18.36 GB volume

C. One 4 GB volume and one 20 GB volume

D. One 8 GB volume and one 24 GB volume

ANSWER: D 

Explanation:
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One 8 GB volume and one 24 GB volume is correct because ScaleIO creates volumes in 8 GB allocation increments. The 
value supplied through --size_gb is therefore rounded up to the next supported 8 GB boundary when it is not already an 
exact multiple of 8. A requested size of 2 GB is rounded up to 8 GB. Likewise, a requested size of 17 GB exceeds the 16 GB 
boundary and is rounded up to 24 GB. This behavior ensures that the logical volume is aligned with ScaleIO’s supported 
volume-size granularity rather than being created at an arbitrary requested capacity. Administrators should account for this 
rounding behavior when planning consumed capacity and when scripting volume creation, particularly where numerous 
small requested volumes could produce a larger actual provisioned total. Dell documentation for the ScaleIO command-line 
interface identifies --size_gb as the volume-size input used by the volume creation command, while ScaleIO product 
documentation describes the platform’s volume provisioning characteristics. See Dell’s ScaleIO documentation and support 
resources and the Dell ScaleIO manuals portal.
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