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QUESTION NO: 1

Which two statements about Security Fabric integration with FortiManager are true? (Choose two.)

A. The Security Fabric license, group name and password are required for the FortiManager Security Fabric
integration

B. The Fabric View module enables you to generate the Security Fabric ratings for Security Fabric devices
C. The Security Fabric settings are part of the device level settings

D. The Fabric View module enables you to view the Security Fabric ratings for Security Fabric devices

ANSWER: C D

QUESTION NO: 2

Which of the following items does an FGFM keepalive message include? (Choose two.)
A. FortiGate uptime

B. FortiGate license information

C. FortiGate IPS version

D. FortiGate configuration checksum

ANSWER: CD

QUESTION NO: 3

Which two statements regarding device management on FortiManager are true? (Choose two.)

A. FortiGate devices in HA cluster devices are counted as a single device.

B. FortiGate in transparent mode configurations are not counted toward the device count on FortiManager.
C. FortiGate devices in an HA cluster that has five VDOMSs are counted as five separate devices.

D. The maximum number of managed devices for each ADOM is 500.
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ANSWER: AC

QUESTION NO: 4

Refer to the exhibit.

Edit Address

Address Name
LAN

Type
IP/Metmask

IP/Netmask
192.168.1.0/255.255.255.0
Interface
any X v

Static Route Configuration
OFF

Comments
Add to Groups

Advanced Options >
Per-Device Mapping

+ Add [ Edit 1 Delete Q|
[] Name VDOM Details
[l Remote-FortiGate root IP/Netmask:10.200.1.0/255.255.255.0

An administrator has created a firewall address object which is used in multiple policy packages for multiple FortiGate
devices in an ADOM.

When the installation operation is performed, which IP/Netmask will be installed on managed devices for this firewall address
object?

A. 192.168.0.1/24 on Remote-FortiGate
B. 10.200.1.0/24 on Remote-FortiGate

C. If no dynamic mapping is defined for other FortiGate devices, the object will not be installed
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D. The FortiManager administrator can choose the value for the firewall address object in the Install
Wizard for Remote-FortiGate

ANSWER: B

QUESTION NO: 5

An administrator wants to delete an address object that is currently referenced in a firewall policy. Which one of the following
statements is true?

A. FortiManager will not allow the administrator to delete a referenced address object

B. FortiManager will disable the status of the referenced firewall policy

C. FortiManager will replace the deleted address object with the none address object in the referenced
firewall policy

D. FortiManager will replace the deleted address object with all address object in the referenced firewall policy

ANSWER: C

QUESTION NO: 6

View the following exhibit:
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Create New CLI Script

"lew Sample Script
Script Name Config | " < Pl

Comments Write a comment 0/255
Tvpe CLI Script
Run Script on Remote FortiGate Directlv(via CLI) |

Script Detail

config vpn ipsec phasel-nterface
edit "H25 0"

set auto-discovery-sender enable
next

end

config system interface
edit "H25 0"

set vdom "root”

setip 172.16.1.1 255.25
set remote-ip 172.16.1.2
next

end

config router bgp

set as 65100

set router-id 172.16.1.1
config neighbor-group

Advanced Device Filiers

Which of the following statements are true if the scripts is executed using Remote FortiGate Directly (via CLI) option?
(Choose two.)

A. You must install these changes using Install Wizard
B. FortiGate will auto-update the FortiManager’s device-level database.
C. FortiManager will create a new revision history.

D. FortiManager provides a preview of CLI commands before executing this script on a managed FortiGate.

ANSWER: B C

QUESTION NO: 7
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An administrator has assigned a global policy package to a new ADOM called ADOM1. What will happen if the administrator
tries to create a new policy package in ADOM1?

A. When creating a new policy package, the administrator can select the option to assign the global policy package to the
new policy package

B. When a new policy package is created, the administrator needs to reapply the global policy package to ADOM1.
C. When a new policy package is created, the administrator must assign the global policy package from the global ADOM.

D. When the new policy package is created, FortiManager automatically assigns the global policy package to the new policy
package.

ANSWER: D

QUESTION NO: 8

View the following exhibit:

#diagnose fmupdate miew-serwerlist fds
Fortiguard Server, Comm: Enabled

Server Override Mode: Loose

FDS server 1isE

Index Address Port TimeZone Distanee

FDNTI
FDNI

DEFAULT

How will FortiManager try to get updates for antivirus and IPS?

A. From the list of configured override servers with ability to fall back to public FDN servers
B. From the configured override server list only

C. From the default server fdsl.fortinet.com

D. From public FDNI server with highest index number only

ANSWER: A
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QUESTION NO: 9

Which of the following statements are true regarding SD-WAN Central Management? (Choose three.)
A. SD-WAN must be enabled on per-ADOM basis

B. SD-WAN settings can be installed on multiple FortiGate devices at the same time

C. You can create multiple SD-WAN interfaces per VDOM

D. When you configure an SD-WAN, you must specify at least two member interfaces.

E. The first step in creating an SD-WAN using FortiManager is to create two SD-WAN firewall policies.

ANSWER: ABD

QUESTION NO: 10

In addition to the default ADOMSs, an administrator has created a new ADOM named Training for FortiGate devices. The
administrator sent a device registration to FortiManager from a remote FortiGate. Which one of the following statements is
true?

A. The FortiGate will be added automatically to the default ADOM named FortiGate.
B. The FortiGate will be automatically added to the Training ADOM.
C. By default, the unregistered FortiGate will appear in the root ADOM.

D. The FortiManager administrator must add the unregistered device manually to the unregistered device
manually to the Training ADOM using the Add Device wizard

ANSWER: C
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