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QUESTION NO: 1

Which two statements describe SSL proxy on SRX Series devices? (Choose two.)
A. SSL proxy supports TLS version 1.2.

B. Client-protection is also known as reverse proxy.

C. SSL proxy is supported when enabled within logical systems.

D. SSL proxy relies on Active Directory to provide secure communication.

ANSWER: AC

Explanation:

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-user-auth-ssl-tls.html

QUESTION NO: 2

You must ensure that all encrypted traffic passing through your SRX device uses strong protocols and ciphers.
Which feature should you implement to satisfy this requirement?

A. SSL proxy

B. AppSecure

C. JIMS

D. JATP

ANSWER: A

QUESTION NO: 3

You have deployed JSA and you need to view events and network activity that match rule criteria. You must view this data
using a single interface.

Which JSA feature should you use in this scenario?
A. Log Collector
B. Assets

C. Network Activity
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D. Offense Manager
ANSWER: C

QUESTION NO: 4

What information does JIMS collect from domain event log sources? (Choose two.)

A. For user login events, JIMS collects the username and group membership information.

B. For device login events. JIMS collects the device IP address and operating system version.
C. For device login events, JIMS collects the device IP address and machine name information.

D. For user login events, JIMS collects the login source IP address and username information.

ANSWER: CD

QUESTION NO: 5

Click the Exhibit button.
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M\ Exhibit

set groups
set groups
set groups
set groups

nodel system host-name SRX-1
nodel interfaces fsp0 unit 0 family inet address 10.200.0.1/24
nodel system host-name SRX-2
nodel interfaces fspl unit 0 family inet address 10.200.0.2/24

You are configuring an SRX chassis cluster with the node-specific hostname and management address.

Referring to the exhibit, which configuration completes this requirement?

A

set groups node$ interfaces fxp0 unit 0 family inet address 10.200.0.254/24 master-only

E. set apply-groups node0
set apply-groups nodel

set apply-groups §(node]

set groups nodel interfaces fxp0 unit 0 family inet address 10.200.0.254/24 master-only
set groups nodel interfaces fxp0 unit 0 family inst address 10.200.0,254/24 master-only

A. Option A
B. Option B
C. Option C
D. Option D
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ANSWER: C

QUESTION NO: 6

Which two functions are performed by Juniper Identity Management Service (JIMS)? (Choose two.)

A. JIMS synchronizes Active Directory authentication information between a primary and secondary JIMS server.

B. JIMS forwards Active Directory authentication information to SRX Series client devices.

C. JIMS collects and maintains a database of authentication information from Active Directory domains.

D. JIMS replicates Active Directory authentication information to non-trusted Active Directory domain controllers.

ANSWER: AC

QUESTION NO: 7

Click the Exhibit button.

M Exhibit ®
userisrx> show log messages | match RT FLOW SESSION

<14>1 2019-06-03T00:36:41.130z vSRX~1 RT FLOW - RT FLOW SESSION CREATE
[junos@#2636.1.1.1.2.129 source-address=~172.18.2.1" source-port= “49370"
destination-address= "“10.10.101.10" destination-port= 21" connection-tag= “0*"
service-name= “junos-ftp” nat-source-address= “172.18.2.1" nat-source-port= “49970"
nat-destination-address= *10.10.101.10 nat-destination-port= “21%
nat-connection-tag= “0” sro-nat-rule-type= “N/A” sroe-nat-rule-name= “N/A”
dst-nat-rule-type= “N/A" dst-nat-rule-name= “"N/A"” protocol-id= “&~

poelicy-name= “untrust-to-trust(global)”™ szource-zone-name= "untrust”
destination-zone-name= “trust” session-id-32= *198321" username= “N/A" roles= “NfA"
packet-incoming-interface="ge-0/0/3.0" application="UNKNOWN"

nested-application= “UNKMOWN” encrypted= "UNKNOWN” application-category="N/A"
application-sub-category="N/A” application-risk= “—1"] session created

172.18.2.1/

49979->10.10.101.10/21 Ox0 junos—-ftp 172.18.2.1/49970->10.10.101.10/21 O=0 N/A

NfA N/A

N/A 6 untrust-to-trust(global) untrust trust 19321 N/A(N/A) ge-0/0/3.0 UNKNOWN
UNKNOWN

UNKNOWN N/A N/A -1

The output shown in the exhibit is displayed in which format?

A. syslog
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B. WELF
C. binary

D. sd-syslog
ANSWER: D

QUESTION NO: 8

You must deploy AppSecure in your network to block risky applications.

In this scenario, which two AppSecure features are required? (Choose two.)
A. AppFW

B. AppID

C. APBR

D. AppTrack
ANSWER: BD

QUESTION NO: 9

Data plane logging operates in which two modes? (Choose two.)
A. syslog

B. binary

C. event

D. stream

ANSWER: CD

Explanation:

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/system-logging-for-a-security-device.html

QUESTION NO: 10

You want to support reth LAG interfaces on a chassis cluster.
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What must be enabled on the interconnecting switch to accomplish this task?
A. RSTP

B. 802.3ad

C.LLDP

D. swfab

ANSWER: B

Explanation:

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-chassis-cluster-redundant-
ethernet-lag-interfaces.html
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