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QUESTION NO: 1

In a NSX-T Data Center environment, an administrator is observing low throughput and congestion between the Tier-0 
Gateway and the upstream physical routers. Which two actions could address low throughput and congestion? (Choose 
two.)

A. Configure a Tier-1 gateway and connect it directly to the physical routers.

B. Configure ECMP on the Tier-0 gateway.

C. Configure NAT on the Tier-0 gateway.

D. Deploy Large size Edge node/s.

E. Add an additional vNIC to the NSX Edge node.

ANSWER: B D 

QUESTION NO: 2

An NSX administrator has observed connectivity issues between the NSX Manager and the KVM Transport Node.

Which two log files could be used to troubleshoot the issue on the KVM Transport Node? (Choose two.)

A. /var/log/vmware/nsx-syslog

B. /usr/vmware/log/syslog

C. /var/log/nsx/syslog

D. /usr/vmware/nsx-syslog

E. /var/log/syslog

ANSWER: A E 

QUESTION NO: 3

A company is deploying a NSX-T Data Center micro-segmentation in their vSphere environment to allow simple 3-tier app 
forms through web, app, and database.

The naming convention will be:

• WKS-WEB-SRV-XXX

• WKY-APP-SRR-XXX
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• WKI-DB-SRR-XXX

What is the optimal way to group them in order to enforce security policies from NSX-T Data Center?

A. Use Edge as a firewall between tiers.

B. Create an Ethernet based security policy.

C. Do a service Insertion to accomplish the task.

D. Group all by means of tags membership.

ANSWER: D 

QUESTION NO: 4

A security administrator needs to configure a firewall rule based on the domain name of a specific application.

Which field in a distributed firewall rule does the administrator configure?

A. Policy

B. Profile

C. Service

D. Source

ANSWER: B 

Explanation:

On the Profile page, choose which profiles to apply the rule to. For most servers, you should apply the rule to all three 
profiles, because servers are usually continually connected to a single network. For mobile computers in domain 
environments, you typically need to apply firewall rules only to the Domain profile.

Reference: https://www.microsoftpressstore.com/articles/article.aspx?p=2224362&seqNum=2

QUESTION NO: 5

When a stateful service is enabled for the first time on a Tier-0 Gateway, what happens on the NSX Edge node?

A. SR and DR doesn't need to be connected to provide any stateful services.

B. SR is instantiated and automatically connected with DR.

C. SR and DR is instantiated but requires manual connection.

D. DR is instantiated and automatically connected with SR.
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ANSWER: B 

QUESTION NO: 6

Which two components are involved in the logical switching and N-VDS configuration during ESXi transport node 
installation? (Choose two.)

A. etherswitch

B. Open vSwitch

C. nsx-opsAgent

D. vdl2

E. nsx-vswitch

ANSWER: C E 

QUESTION NO: 7

An NSX administrator created a Segment from the Simplified UI and wants to find the Replication Mode configured on the 
Segment. Which NSX CLI command lists the Replication mode?

A. get logical-switches

B. get logical-switch 

C. get logical-switch status

D. get logical-switch status

ANSWER: B 

Explanation:

Reference: https://docs.vmware.com/en/VMware-NSX-Data-Center-for-vSphere/6.3/nsx_63_cli.pdf

QUESTION NO: 8

What are three NSX Manager roles? (Choose three.)

A. zookeeper

B. manager

C. policy
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D. controller

E. cloud

F. master

ANSWER: B C D 

Explanation:

In NSX-T 2.4 the NSX-T Manager is a Converged Appliance where Policy, Management and Control Roles are available 
Reference: http://www.cloudxtreme.info/nsx-t-manager-clustering/

QUESTION NO: 9

Which two CLI commands could be used to see if vmnic link status is down? (Choose two.)

A. esxcli network vswitch dvs vmware list

B. esxcfg-nics -1

C. esxcfg-vmsvc/get.networks

D. esxcfg-vmknic -1

E. esxcli network nic list

ANSWER: A E 

QUESTION NO: 10

Which CLI command would an administrator use to allow syslog on an ESXi transport node when using the esxcli utility?

A. esxcli network firewall ruleset -e syslog

B. esxcli network firewall ruleset set -a -e false

C. esxcli network firewall ruleset set -r syslog -e true

D. esxcli network firewall ruleset set -r sysloq -e false

ANSWER: C 

Explanation:

Reference: https://docs.vmware.com/en/VMware-NSX-T-Data-Center/2.2/nsxt_22_troubleshoot.pdf
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