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QUESTION NO: 1

Which two caching modes are available in the Cisco WSA? (Choose two.)
A. active cache

. all cache

. aggressive cache

. safe cache

m O O W

. ho cache

ANSWER: C D

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
5/user_guide/b_ WSA_UserGuide_11_5 1/b_WSA_ UserGuide_11_5 1 _chapter_0100.html#task 1214899

QUESTION NO: 2

Which behavior is seen while the policy trace tool is used to troubleshoot a Cisco WSA?
A. External DLP polices are evaluated by the tool

B. A real client request is processed and an EUN page is displayed

C. SOCKS policies are evaluated by the tool

D. The web proxy does not record the policy trace test requests in the access log when the tool is in use

ANSWER: D

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
O/user_guide/b_WSA_UserGuide/b_WSA_UserGuide_appendix_011001.html#con_1415277

QUESTION NO: 3 - (DRAG DROP)

DRAG DROP

Drag and drop the actions from the left into the correct order on the right in which they occur as an HTTPS session passes
through the Cisco WSA.
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Select and Place:

Answer Area
Server replies with server certificate to Cisco WSA step 1
Encryption data channel is established step 2
Cliient senqs the session key, wl:u'cil1 is encrypted by step 3
using public key of the server certificate
Client sends a hello message to Cisco WSA step 4
Cisco WSA replies with a proxied certificate of the step 5

| destination server to the client

ANSWER:

Answer Area

Server replies with server certificate to Cisco WSA Client sends a hello message to Cisco WSA

Encryption data channel is established CIFEm senc_ls the session key, whlch is encrypted by
using public key of the server certificate

Client sends the session key, which is encrypted by | Encryption data channel is established
using public key of the server certificate

Cisco WSA replies with a proxied certificate of the

Client sends a hello message to Cisco WSA gt o o A

Cisco WSA replies with a proxied certificate of the
| destination server to the client

Server replies with server certificate to Cisco WSA

Explanation:

QUESTION NO: 4

Which key is needed to pair a Cisco WSA and Cisco ScanCenter for CTA?
A. public SSH key that the Cisco WSA generates

B. public SSH key that Cisco ScanCenter generates
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C. private SSH key that Cisco ScanCenter generates
D. private SSH key that the Cisco WSA generates

ANSWER: A

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
O/user_guide/b_WSA_UserGuide/b_ WSA_UserGuide_chapter_010111.html

QUESTION NO: 5

When a Cisco WSA is installed with default settings, which port is assigned to the web proxy if the M1 port is used
exclusively for management?

A.T1
B. P2
C.T2
D. P1

ANSWER: D

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
5/user_guide/b_ WSA_ UserGuide_11 5 1/b_ WSA UserGuide_11_5 1 _chapter_01.html

QUESTION NO: 6

Which port is configured in a browser to use the Cisco WSA web proxy with default settings?
A. 8080
B. 8443
C. 8021
D. 3128

ANSWER: D

Explanation:
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Reference: https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2013/CVD-
WebSecurityUsingCiscoWSADesignGuide-AUG13.pdf (16)

QUESTION NO: 7

Which two configuration options can be configured when invalid certificates are processed with the HTTPS proxy on WSA
enabled? (Choose two.)

A. allow
B. monitor
C. drop
D. block

E. redirect

ANSWER: B C

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
7/user_guide/b_ WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01011.html

QUESTION NO: 8

What is the function of a PAC file on a Cisco WSA?

A. The file allows redirection of web traffic to a specific proxy server

B. The file is mandatory for a transparent proxy to redirect user traffic

C. The file provides instructions about which URL categories are permitted

D. The file is mandatory for an explicit proxy to forward user traffic

ANSWER: A

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/116052-config-webauth-proxy-
00.html

QUESTION NO: 9

Which two modes of operation does the Cisco WSA provide? (Choose two.)
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A. connector
B. proxy

C. transparent
D. standard

E. explicit

ANSWER: C E

Explanation:

Reference: https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2013/CVD-
WebSecurityUsingCiscoWSADesignGuide-AUG13.pdf

QUESTION NO: 10

Which two caches must be cleared on a Cisco WSA to resolve an issue in processing requests? (Choose two.)
A. authentication cache

B. application cache

C. logging cache

D. DNS cache

E. HTTP cache

ANSWER: AD

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote-wsa-00.html
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