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Topic Break Down

Topic No. of Questions

Topic 1, Cisco Email Security Appliance Administration 17

Topic 2, Spam Control with Talos SenderBase and Antispam 14

Topic 3, Content and Message filters 20

Topic 4, LDAP and SMTP Sessions 12

Topic 5, Email Authentication and Encryption 18

Topic 6, System Quarantines and Delivery Methods 13

Total 94
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QUESTION NO: 1

Which two query types are available when an LDAP profile is configured? (Choose two.)

A. proxy consolidation

B. user

C. recursive

D. group

E. routing

ANSWER: D E 

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-
0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_011010.html

QUESTION NO: 2 - (DRAG DROP)

DRAG DROP

Drag and drop the steps to configure Cisco ESA to use SPF/SIDF verification from the left into the correct order on the right.

Select and Place:
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ANSWER:

Explanation:

QUESTION NO: 3

Users have been complaining of a higher volume of emails containing profanity. The network administrator will need to 
leverage dictionaries and create specific conditions to reduce the number of inappropriate emails.

Which two filters should be configured to address this? (Choose two.)

A. message

B. spam

C. VOF

D. sender group

E. content

ANSWER: B E 

QUESTION NO: 4

What is the order of virus scanning when multilayer antivirus scanning is configured?

A. The default engine scans for viruses first and the McAfee engine scans for viruses second.

B. The Sophos engine scans for viruses first and the McAfee engine scans for viruses second.
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C. The McAfee engine scans for viruses first and the default engine scans for viruses second.

D. The McAfee engine scans for viruses first and the Sophos engine scans for viruses second.

ANSWER: D 

QUESTION NO: 5

What are two phases of the Cisco ESA email pipeline? (Choose two.)

A. reject

B. workqueue

C. action

D. delivery

E. quarantine

ANSWER: B D 

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-
1/user_guide/b_ESA_Admin_Guide_12_1/b_ESA_Admin_Guide_12_1_chapter_011.pdf (p.1)

QUESTION NO: 6

Which benefit does enabling external spam quarantine on Cisco SMA provide?

A. ability to back up spam quarantine from multiple Cisco ESAs to one central console

B. access to the spam quarantine interface on which a user can release, duplicate, or delete

C. ability to scan messages by using two engines to increase a catch rate

D. ability to consolidate spam quarantine data from multiple Cisco ESA to one central console

ANSWER: D 

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma11-
0/user_guide/b_SMA_Admin_Guide/b_SMA_Admin_Guide_chapter_010101.html
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QUESTION NO: 7

When virtual gateways are configured, which two distinct attributes are allocated to each virtual gateway address? (Choose 
two.)

A. domain

B. IP address

C. DNS server address

D. DHCP server address

E. external spam quarantine

ANSWER: A B 

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118542-qa-esa-00.html

QUESTION NO: 8

Which action is a valid fallback when a client certificate is unavailable during SMTP authentication on Cisco ESA?

A. LDAP Query

B. SMTP AUTH

C. SMTP TLS

D. LDAP BIND

ANSWER: B 

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-
0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_011011.html

QUESTION NO: 9

An administrator has created a content filter to quarantine all messages that result in an SPF hardfail to review the 
messages and determine whether a trusted partner has accidentally misconfigured the DNS settings. The administrator sets 
the policy quarantine to release the messages after 24 hours, allowing time to review while not interrupting business.

Which additional option should be used to help the end users be aware of the elevated risk of interacting with these 
messages?

A. Notify Recipient
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B. Strip Attachments

C. Notify Sender

D. Modify Subject

ANSWER: D 

QUESTION NO: 10

An administrator identifies that, over the past week, the Cisco ESA is receiving many emails from certain senders and 
domains which are being consistently quarantined. The administrator wants to ensure that these senders and domain are 
unable to send anymore emails.

Which feature on Cisco ESA should be used to achieve this?

A. incoming mail policies

B. safelist

C. blocklist

D. S/MIME Sending Profile

ANSWER: A 
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