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QUESTION NO: 1

You work as a project manager for TYU project. You are planning for risk mitigation. You need to identify the risks that will
need a more in-depth analysis. Which of the following activities will help you in this?

A. Qualitative analysis
B. Estimate activity duration
C. Quantitative analysis

D. Risk identification

ANSWER: A

QUESTION NO: 2

Which of the following statements about disaster recovery plan documentation are true?
Each correct answer represents a complete solution. Choose all that apply.

A. The documentation regarding a disaster recovery plan should be stored in backup tapes.
B. The documentation regarding a disaster recovery plan should be stored in floppy disks.
C. The disaster recovery plan documentation should be stored onsite only.

D. The disaster recovery plan documentation should be stored offsite only.

ANSWER: AD

QUESTION NO: 3

Fill in the blank:

An (AS) is a group of networks under a single administration and with single routing policies.

A. Autonomous System

ANSWER: A

QUESTION NO: 4

Which of the following types of control gives an instance of the audit log?
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A. Preventive
B. Detection
C. Containment

D. Recovery

ANSWER: B

QUESTION NO: 5

Which of the following features of the Cisco MDS 9000 SAN Extension over IP Package help in implementing efficient FCIP-
based business-continuity and disaster-recovery solutions?

Each correct answer represents a complete solution. Choose all that apply.
A. FCIP write acceleration

B. IVR

C. FCIP compression

D. SAN extension tuner

ANSWER: B C

QUESTION NO: 6

Which of the following concepts represent the three fundamental principles of information security?
Each correct answer represents a complete solution. Choose three.

A. Privacy

B. Availability

C. Integrity

D. Confidentiality

ANSWER: BCD

QUESTION NO: 7

Configuration Management (CM) is an Information Technology Infrastructure Library (ITIL) IT Service Management (ITSM)
process. Configuration Management is used for which of the following?

Each correct answer represents a part of the solution. Choose all that apply.
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A. To verify configuration records and correct any exceptions
B. To account for all IT assets
C. To provide precise information support to other ITIL disciplines

D. To provide a solid base only for Incident and Problem Management

ANSWER: ABC

QUESTION NO: 8

Which of the following actions can be performed by using the principle of separation of duties?
A. Developing job descriptions

B. Identifying critical positions

C. Conducting background investigation

D. Reducing the opportunity for fraud

ANSWER: D

QUESTION NO: 9

Which of the following levels of RAID provides security features that are availability, enhanced performance, and fault
tolerance?

A. RAID-10
B. RAID-5
C. RAID-0

D. RAID-1

ANSWER: A

QUESTION NO: 10

Which of the following individuals incorporates risk assessment in training programs for the
organization's personnel?

A. Chief information officer

B. Information system security officer
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C. Functional manager

D. Security awareness trainer

ANSWER: D

QUESTION NO: 11

You work as a security manager for SoftTech Inc. You along with your team are doing the disaster recovery for your project.
Which of the following steps are performed by you for secure recovery based on the extent of the disaster and the
organization's recovery ability?

Each correct answer represents a part of the solution. Choose three.
A. Recover at the primary operating site

B. Recover to an alternate site for critical functions

C. Restore full system after a catastrophic loss

D. Restore full system at an alternate operating site

ANSWER: ABC

QUESTION NO: 12

Which of the following system security policies is used to address specific issues of concern to the organization?
A. Informative policy

B. System-specific policy

C. Program policy

D. Issue-specific policy

ANSWER: D

QUESTION NO: 13

BS 7799 is an internationally recognized ISM standard that provides high level, conceptual recommendations on enterprise
security. BS 7799 is basically divided into three parts.

Which of the following statements are true about BS 77997
Each correct answer represents a complete solution. Choose all that apply.

A. BS 7799 Part 3 was published in 2005, covering risk analysis and management.
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B. BS 7799 Part 1 was a standard originally published as BS 7799 by the British Standards
Institute (BSI) in 1995.

C. BS 7799 Part 2 was adopted by ISO as ISO/IEC 27001 in November 2005.

D. BS 7799 Part 1 was adopted by ISO as ISO/IEC 27001 in November 2005.

ANSWER: ABC

QUESTION NO: 14

Which of the following is the duration of time and a service level within which a business process must be restored after a
disaster in order to avoid unacceptable consequences associated with a break in business continuity?

A.RTA
B. RPO
C.RCO
D.RTO

ANSWER: D

QUESTION NO: 15

Which of the following statements are true about security risks?

Each correct answer represents a complete solution. Choose three.

A. They can be mitigated by reviewing and taking responsible actions based on possible risks.
B. They can be analyzed and measured by the risk analysis process.

C. They are considered an indicator of threats coupled with vulnerability.

D. They can be removed completely by taking proper actions.

ANSWER: ABC
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