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QUESTION NO: 1

What is the table for the Extended user Access control

A. USRACLEXT

B. LDSSDSJMX

ANSWER: A 

Explanation:

USRACLEXT is the table used for Extended User Access Control. In an SAP system, user-access-control information must 
be persisted in a repository table so that the authorization framework can evaluate the applicable extended access-control 
settings during processing. The table name follows the standard user-master and authorization-table naming area, making it 
the relevant technical object when examining, administering, or troubleshooting this specific extended access-control 
function. Administrators can use the Data Dictionary tools to display the table definition, field catalog, technical settings, and 
authorized table contents, subject to their system authorizations. This is useful when correlating the configured access-
control data with security behavior and with the corresponding user and authorization administration processes. Direct 
changes to security-relevant database tables should not be used as an administration method; use the supported SAP 
transactions, configuration activities, and application interfaces so that validation, logging, and consistency handling are 
retained. SAP documentation and system-specific Help content can be located through the SAP Help search for 
USRACLEXT. For the official technical definition available in a given system release, consult the SAP Data Dictionary using 
transaction SE11 and SAP’s SAP Help Portal.

QUESTION NO: 2

Which table maps the Authorization Group to a list of tables?

A. TDDAT

B. TPPDE

C. RTYRA

ANSWER: A 

Explanation:

TDDAT is the SAP table used to assign database tables to authorization groups for table maintenance and display 
authorization control. An authorization group is maintained for tables in the ABAP Dictionary technical settings, and the 
corresponding assignment is stored in TDDAT. This mapping is relevant when SAP evaluates table authorization objects 
such as S_TABU_DIS: the system identifies the authorization group associated with the table and then checks whether the 
user has the required activity for that group. Consequently, TDDAT provides the relationship needed to determine which 
tables belong to a particular authorization group; a group can be associated with multiple tables. This is a core part of 
restricting access to sensitive customizing or application data through standard table authorization checks. SAP’s 
documentation on table access authorization describes the role of authorization groups and the S_TABU_DIS authorization 
object, while the SAP Community table reference identifies TDDAT as the table-to-authorization-group assignment table. 
See SAP Help: Table Access Authorization and SAP Community: Table Authorization Group.

QUESTION NO: 3

What are the 3 standards approval steps and their authorization object, value and default value?

A. By request owner

B. By user department

C. By system administrator

D. By user administrator
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ANSWER: A 

Explanation:

“By request owner” is correct because the request owner is the business identity associated with, and accountable for, the 
access request. In a standard SAP access-request approval design, this approval assignment resolves the approver from 
the request context rather than requiring a fixed named approver. This makes the workflow applicable across requests while 
maintaining clear accountability for the requested access and its business purpose. The request owner can review the 
request details, confirm that the request is appropriate, and provide the approval decision within the configured workflow. 
SAP Access Control workflow configuration supports approval routing based on request-related attributes and defined 
approver agents; the request owner is therefore a meaningful standard approval participant when the approval step is 
intended to be performed by the owner of the request. The configured authorization and defaulting behavior ensure that the 
workflow can identify the relevant request owner consistently when the request is submitted. This supports governance 
requirements by associating the approval with the person responsible for the request rather than with an unrelated technical 
administration function. SAP describes access-request and workflow capabilities in its SAP Access Control documentation 
and provides general security guidance in the SAP NetWeaver AS ABAP documentation.

QUESTION NO: 4

What is the transaction to view the change document for an object

A. SCDO

B. SFED

C. SCGH

D. SCVF

ANSWER: A 

Explanation:

SCDO is the SAP transaction for working with change document objects. A change document object defines the object class 
and the related tables or structures whose changes are to be recorded through the SAP change-document framework. From 
SCDO, an administrator or developer can display the definition of a change document object and use its utilities to access 
the change-document information associated with that object. This makes it the relevant transaction when the question 
refers generally to viewing the change-document setup or documented changes for an object.

SAP change documents provide an audit trail for business-object changes by storing a document header and the associated 
changed field values. The change-document object is the central technical link that identifies which business object is being 
tracked and is used by the framework when change documents are created and displayed. SAP’s ABAP documentation 
describes the change-document mechanism and its object-based design in the ABAP Keyword Documentation. SAP Help 
also provides a searchable documentation entry point for change document objects and SCDO.

QUESTION NO: 5

ITS, scalability and load balancing, what are the 6 possible landscape?

A. Single WGate connects to multiple AGates

B. Separate WGates connects to single AGate

C. Multiple WGates connects to multiple AGates

D. ITS connects to single Application server

E. Using groups at the creation dolmen level

F. Multiple ITS instances connect to single systems

G. ITS connects to message server (Load balancing)
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ANSWER: A B C D F G 

Explanation:

The six valid ITS scalability and load-balancing landscapes cover distribution at both the ITS gateway layer and the SAP 
application-server layer. A single WGate can route requests to multiple AGates, while multiple WGates can be deployed in 
front of one AGate or distributed across multiple AGates. These arrangements allow web-tier and application-gateway 
capacity to be scaled independently and support resilient request routing. ITS can also be configured to connect directly to 
one application server when a fixed backend target is required. For broader system capacity, multiple ITS instances can 
connect to the same SAP system, allowing web requests to be shared among ITS servers. Finally, ITS can connect through 
the SAP message server, which enables the message server to select an appropriate application-server instance according 
to SAP logon groups and current availability. Together, these are the documented landscape patterns for scaling ITS 
components and distributing backend workload. SAP describes the role of the message server and logon groups in 
application-server load distribution in the SAP Help Portal documentation. Additional SAP NetWeaver technical 
documentation is available through the SAP NetWeaver documentation portal.

QUESTION NO: 6

What are the 2 main corposants of the ITS

A. Web gate

B. Application gate

C. Transfer gate

ANSWER: A B 

Explanation:

The correct main components of SAP Internet Transaction Server (ITS) are Web gate and Application gate. In the classic 
ITS architecture, the Web Gateway (WGate) is the web-server-side component. It receives HTTP or HTTPS requests from a 
user’s browser, handles web communication, and forwards ITS requests to the appropriate ITS runtime component. The 
Application Gateway (AGate) runs on the application-server side and processes the requests passed by WGate. It 
communicates with the SAP system, starts or manages the relevant ITS service processing, and returns the generated 
response for delivery back through WGate to the browser.

Together, these two gateways separate Internet-facing web communication from SAP application processing. This 
separation was central to the classic standalone ITS design and its security architecture, allowing the web tier and SAP 
application tier to be administered and protected according to their distinct roles. SAP later integrated ITS functionality into 
SAP NetWeaver AS ABAP for many scenarios, but the WGate and AGate terminology remains fundamental when describing 
the classic ITS architecture. See the SAP NetWeaver documentation and SAP’s Internet Transaction Server information.

QUESTION NO: 7

What is the transaction of the ICM monitor?

A. SMICM

B. SHDFK

C. SIFIDH

ANSWER: A 

Explanation:

SMICM is the SAP GUI transaction for the Internet Communication Manager (ICM) monitor. ICM is an SAP kernel 
component that receives and routes web-based communication, including HTTP(S), SMTP, and other supported protocols, 
between clients and the SAP application server. The monitor provides administrators with operational visibility and control 
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over this component. From SMICM, an administrator can view ICM status and services, inspect active connections, examine 
trace information, access relevant logs, and perform administration actions such as starting or stopping ICM services where 
authorized. These capabilities make it the central transaction for monitoring ICM availability and investigating 
communication-layer issues, such as failures involving HTTP requests, SSL/TLS handling, or service ports. In a security 
architecture context, SMICM is especially relevant because ICM configuration and runtime monitoring affect the exposure 
and secure operation of HTTP(S)-based SAP services. SAP documentation describes ICM as the component that enables 
communication between the SAP system and external clients using Internet protocols; its administration documentation is 
available through the SAP Help Portal. Additional SAP guidance for AS ABAP operations and technical administration can 
be accessed at the SAP ABAP Platform documentation.

QUESTION NO: 8

Which profile parameters define the location of the secinfo file?

A. gw/sec_info

B. Sapxpg

C. S_RZL_ADM

ANSWER: A 

Explanation:

gw/sec_info is the SAP Gateway profile parameter that specifies the file-system location of the Gateway security 
information file, commonly called the secinfo file. The Gateway reads this file to determine which external programs are 
permitted to register with the Gateway and, depending on the maintained rules, which registered programs may be started or 
used. This makes the parameter a central part of securing RFC communication involving external programs and registered 
server programs.

The parameter value should point to the intended, actively maintained security file, typically using an absolute path. SAP 
recommends explicitly maintaining Gateway access-control files and applying restrictive rules appropriate to the system 
landscape. The setting belongs in the relevant instance profile because it controls the Gateway running in that application-
server instance. Changes to the security file and the Gateway configuration must be managed carefully and validated in the 
target system so that required integrations continue to function while unauthorized registrations remain blocked.

SAP documentation and security guidance can be located through the SAP Help search for gw/sec_info and the SAP 
Security Notes and Knowledge Base.

QUESTION NO: 9

3 kinds of alternatives technologies for the load balancing

A. Hardware load balancer

B. Software load balancer

C. SAP Web Dispatcher

ANSWER: A B C 

Explanation:

Hardware load balancer, software load balancer, and SAP Web Dispatcher are valid alternative technologies for distributing 
inbound HTTP(S) traffic across multiple application-server instances. A hardware load balancer is commonly deployed as a 
dedicated network appliance in front of the SAP landscape and can provide high availability, health checking, SSL/TLS 
handling, and traffic distribution. A software load balancer provides comparable routing and balancing functions through 
software installed on servers or operated as part of a virtual or cloud-based infrastructure. SAP Web Dispatcher is SAP’s 
reverse proxy and software web-switch component; it can route requests to appropriate SAP systems and distribute requests 
among application servers according to configured rules and system load information. In an SAP web architecture, these 
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technologies can be selected according to the organization’s availability design, network topology, security requirements, 
operational model, and existing infrastructure. SAP documentation describes SAP Web Dispatcher as the entry point for 
HTTP requests to SAP systems and as a component that supports load distribution. See the SAP NetWeaver documentation 
and SAP’s SAP Web Dispatcher product information for architecture and operational guidance.

QUESTION NO: 10

What are the 3 trust manager profile parameters?

A. sec/libsapsecu, specify the location of the SAPCRYPTOLIB

B. ssf/ssfapi_lib, specify the location of the SAPCRYPTOLIB

C. ssf/name must be set to SAPSECULIB

D. Using groups at the creation dolmen level

ANSWER: A B C 

Explanation:

Trust Manager (transaction STRUST) uses the SAP Security Library interface to access cryptographic functions and the 
PSE files that hold certificates and trust relationships. The parameter sec/libsapsecu, specify the location of the 
SAPCRYPTOLIB identifies the SAP cryptographic library used by the security infrastructure. ssf/ssfapi_lib, specify the 
location of the SAPCRYPTOLIB specifies the path to the SSF API library, enabling the Secure Store and Forward framework 
to call the cryptographic implementation. Both parameters must reference the appropriate SAPCRYPTOLIB library file for the 
operating system and kernel architecture.

The setting ssf/name must be set to SAPSECULIB selects SAP’s security library as the SSF implementation. Together, 
these settings establish the SSF configuration needed for certificate, PSE, and trust-store operations in Trust Manager. They 
are maintained in the relevant instance profile and require a restart when changed, so the application server loads the 
selected library and configuration consistently. SAP documents the SSF library selection through ssf/name and the 
associated library-location profile parameters in its security guidance. See the SAP NetWeaver AS ABAP documentation and 
the SAP Security Portal for current SAPCRYPTOLIB and PSE configuration information.

QUESTION NO: 11

What is the transaction for client copy between systems?

A. SCC9

B. SCC8

C. SCC7

D. SCC6

ANSWER: A B 

Explanation:

For a client copy involving separate SAP systems, SCC9 is used to start a remote client copy. It connects the target system 
to the source system through an RFC destination and copies client-dependent data directly, using the selected copy profile. 
This is the standard transaction when the requirement is a direct client transfer between systems that can communicate with 
each other.

SCC8 is also relevant to a client copy between systems when the transport-based method is used. It performs the client 
export in the source system and creates transport requests containing the client data. Those requests are then imported into 
the target system through the Transport Management System, followed by the required post-import activities. This approach 
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is appropriate when a direct RFC-based remote copy is not desired or available, or when the data transfer must follow the 
transport route.

Therefore, both transactions support recognized cross-system client-copy procedures: SCC9 for the direct remote-copy 
procedure and SCC8 for preparing the export-based procedure. SAP describes client-copy administration and the available 
copy methods in its documentation at SAP NetWeaver AS ABAP documentation and provides further system-administration 
guidance through the SAP Support Portal.

QUESTION NO: 12

What are the 4 different types of roles?

A. Reference role

B. Derived role

C. Composite role

D. Single role

E. Straight role

ANSWER: A B C D 

Explanation:

In SAP role administration with Profile Generator (transaction PFCG), the four role types are single roles, composite roles, 
derived roles, and reference roles. A single role is the basic authorization role: it contains menu entries, transactions, 
services, and authorization data that are maintained and generated for assignment to users. A composite role groups 
multiple single roles so that related business tasks can be assigned together while retaining the individual roles’ authorization 
profiles.

A derived role inherits its menu structure and authorization data from a master role, while allowing organizational-level 
values to be maintained separately for each derived role. This supports scalable administration when the same job design is 
required across company codes, plants, or other organizational units. A reference role is used as a template or reference 
when creating and maintaining another role; changes to the reference role can be compared or transferred to the role that 
references it. SAP documents these role concepts in its authorization administration guidance and PFCG documentation. 
See SAP Help: Role Administration and SAP Help: Roles and Authorization Profiles.

QUESTION NO: 13

Which transaction will be used to choose the granularity of log category to Multi Step Multi Process (MSMP) ID while 
debugging issues with the MSMP workflow?

A. GRFNMW_ADMIN

B. GRFNMW_CONFIGURE_WD

C. GRFNMW_DEBUG_MSG

D. GRFNMW_DEBUG

ANSWER: C 

Explanation:

GRFNMW_DEBUG_MSG is the transaction used to configure and view MSMP debug messages at the required level of 
detail for a specific MSMP ID. When investigating workflow-processing issues, an administrator can use it to select the 
relevant MSMP process instance and control the logging granularity for message categories. This makes the generated 
diagnostic information focused on the affected workflow rather than relying solely on general application logs. The resulting 
messages can help trace processing steps, agent-related activity, routing, and runtime behavior associated with the selected 
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MSMP workflow instance. MSMP is the workflow framework used by SAP Governance, Risk, and Compliance applications 
for configurable multi-step approval processes, so targeted debug logging is an important administrative troubleshooting 
capability. SAP Access Control documentation and related administration guidance are available in the SAP Access Control 
documentation. SAP also provides product and support resources for Governance, Risk, and Compliance solutions through 
the SAP Support Portal GRC topic page. Use this transaction during controlled troubleshooting and restrict verbose logging 
to the relevant process and time period, since detailed workflow logs can increase system log volume.

QUESTION NO: 14

What is the default password of the special user Early Watch?

A. SUPPORT

B. Maintain

ANSWER: A 

Explanation:

The default password of the special SAP user EARLYWATCH is SUPPORT. EARLYWATCH is a standard user associated 
with SAP EarlyWatch functionality and has historically been delivered with this predefined initial credential. Password values 
in SAP are case-sensitive, so the expected default value is the uppercase string SUPPORT. In a productive environment, 
standard and technical-user credentials must be reviewed during system installation, client copy activities, upgrades, and 
security hardening. The EARLYWATCH user should not retain a known initial password where the user is active or can be 
used for logon; its password should be changed, the account locked where it is not required, and its authorizations reviewed 
according to the organization’s operational requirements. This is consistent with SAP’s broader guidance to apply security 
hardening measures and continuously monitor SAP security information. SAP publishes security-related guidance and 
corrections through its Security Notes and News area. For overarching SAP security governance and protection practices, 
see the SAP Trust Center security information.

QUESTION NO: 15

Derived roles: 2 ways to perform the comparison between the roles?

A. Comparison from the imparting role (“Generate Derived role” button

B. Comparison from the derived role (“Transfer Data” button)

C. Comparison from the derived role (“Transfer blow”)

ANSWER: A B 

Explanation:

In SAP role maintenance (transaction PFCG), a derived role inherits its authorization structure from its imparting (master) 
role while retaining its own organizational-level values. When the master role is changed, its authorization data must be 
transferred to the derived roles so that the inherited role content remains synchronized. This comparison can be initiated 
centrally from the imparting role by using Generate Derived Roles. This function applies the current master-role authorization 
data to the assigned derived roles and supports mass processing when several derived roles exist.

The comparison can also be initiated from an individual derived role through Transfer Data. This lets an administrator update 
one selected derived role from its master role, which is useful when a targeted synchronization is required. In both cases, 
SAP transfers the inherited authorization data and preserves the derived role’s organizational-level assignments, subject to 
the role-maintenance process and subsequent profile generation where required. SAP describes derived roles and their 
relationship to master roles in its role-administration documentation: SAP Help: Derived Roles. Additional SAP security 
guidance is available at SAP NetWeaver AS ABAP documentation.

QUESTION NO: 16

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F3727
https://help.sap.com/docs/SAP_ACCESS_CONTROL
https://help.sap.com/docs/SAP_ACCESS_CONTROL
https://support.sap.com/en/product/support-topics/governance-risk-compliance.html
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
https://www.sap.com/about/trust-center/security.html
https://help.sap.com/saphelp_nw70ehp2/helpdata/en/52/671440439b11d1896f0000e8322d00/content.htm
https://help.sap.com/docs/SAP_NETWEAVER_AS_ABAP_752/


dumpsarena.co | Demo Exam - Page 9 of 14

Which command displays all connections and listening ports on your computer?

A. netstat -a

B. netstat -b

C. netstat -c

ANSWER: A 

Explanation:

netstat -a is correct because the -a parameter instructs the Windows Netstat utility to display all active TCP connections 
as well as the TCP and UDP ports on which the computer is listening. This provides a broad view of the host’s current 
network communication state, including local and remote endpoint addresses, connection states for TCP sessions, and 
services waiting for inbound traffic. It is therefore a useful baseline command during security investigations, network 
troubleshooting, and system hardening reviews, where an administrator needs to identify unexpected listeners or active 
connections. The output can be further correlated with process information, service configuration, firewall rules, or endpoint-
security telemetry to determine whether a listening port is expected. Microsoft’s command reference specifically defines the 
-a switch as displaying all active TCP connections and the TCP and UDP ports on which the computer is listening. See the 
official Netstat command documentation and Microsoft’s Windows Firewall with Advanced Security documentation for related 
network-exposure review practices.

QUESTION NO: 17

What are the 4 check indicators?

A. CM = Check/Maintain

B. C = Check

C. N = No Check

D. U = Unmaintained.

E. C= Uuregistered

ANSWER: A B C D 

Explanation:

In SAP transaction SU24, check indicators control the proposed authorization-check behavior for a transaction and its 
associated authorization objects. The four indicators are CM = Check/Maintain, C = Check, N = No Check, and U = 
Unmaintained. These values are used to define whether an authorization object should be checked at runtime and whether 
its proposed authorization data is intended to be maintained in roles. “Check/Maintain” identifies an authorization object that 
is checked and for which authorization defaults can be maintained. “Check” means the object is relevant for the authorization 
check, while “No Check” records that no check is proposed for that object in the relevant transaction context. “Unmaintained” 
is the initial or unresolved status, indicating that the check indicator has not yet been maintained. Proper SU24 maintenance 
is important because PFCG uses these transaction defaults when proposing authorization objects for roles, helping ensure 
that role design reflects the application’s intended authorization checks. SAP describes authorization default maintenance 
and SU24-related concepts in its SAP Help search results for SU24 check indicators and in the SAP Learning journey on 
SAP system security.

QUESTION NO: 18

What are the 4 steps required to setup the AIS

A. Copy the SAP role

B. Update the roles
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C. Create a user for the auditor

D. Assign the roles

E. User profile roles

ANSWER: A B C D 

Explanation:

AIS refers to SAP’s Audit Information System, which provides auditors with controlled access to audit-relevant reports, 
evaluations, and security information. Its setup follows an authorization-based process: first, the delivered SAP role is copied 
so the customer maintains a separate, modifiable role rather than changing SAP-delivered content. The copied role is then 
updated to reflect the organization’s system landscape, audit scope, and authorization requirements. A dedicated user is 
created for the auditor, supporting traceability and ensuring that audit access is assigned to an identifiable account. Finally, 
the maintained audit role is assigned to that auditor user, making the approved permissions effective. Together, “Copy the 
SAP role,” “Update the roles,” “Create a user for the auditor,” and “Assign the roles” represent the required setup sequence. 
This approach aligns with SAP’s role-based authorization model and supports the security principle that access should be 
granted through roles rather than unmanaged individual permissions. SAP documentation on authorization concepts is 
available in the SAP NetWeaver documentation, and SAP’s security guidance is available through the SAP Security Portal.

QUESTION NO: 19

Profile parameter: minimum length of the logon password

A. login/fails_to_session_end

B. login/min_password_lng

C. Login/fails_to_user_lock

D. login/failed_user_auto_unlock

E. login/password_expiration_time

ANSWER: B 

Explanation:

The correct profile parameter is login/min_password_lng. In an ABAP-based SAP system, this parameter defines the 
minimum number of characters that a user must enter when setting or changing an SAP logon password. It is therefore a 
central baseline control in the system password policy: the configured value is checked during password creation and 
password changes, helping ensure that users cannot choose passwords shorter than the organization’s required minimum. 
The setting is maintained in the instance profile and can be reviewed through profile-parameter administration, for example 
in transaction RZ11 or RZ10, subject to the applicable change-management process. SAP password policy parameters must 
be considered together with the organization’s authentication and security requirements, including password complexity, 
validity, and lockout controls. SAP documents password-policy configuration as part of its ABAP security guidance and 
provides the parameter reference for administrators who configure and assess these settings. See the SAP ABAP Platform 
documentation on password policy and SAP’s Security Knowledge Base for security administration resources.

QUESTION NO: 20

What is the SAP standard role for spool administration?

A. S_SPO_PAGE

B. SAP_BC_SPOOL_ADMIN

ANSWER: B 
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Explanation:

SAP_BC_SPOOL_ADMIN is the SAP-delivered standard role intended for spool administration. It provides the 
authorizations required to perform central administrative spool tasks, such as managing spool requests and output requests, 
administering output devices, and using the relevant spool administration transactions. SAP uses the SAP_BC_* naming 
convention for many delivered Basis/technology administration roles; the spool administrator role is therefore assigned to 
users who are responsible for operating and maintaining the SAP spool system. Because spool administration can expose 
business output and permit changes to printing configuration, it should be assigned according to the least-privilege principle 
and normally only to appropriately authorized technical administrators. The role’s actual authorization content should also be 
reviewed in the target system, since SAP role content and required restrictions can vary by release and customer 
configuration. SAP documentation describes administration of the spool system and its authorizations in the SAP NetWeaver 
AS ABAP documentation. SAP’s security guidance also recommends assigning only the authorizations needed for 
administrative responsibilities; see the SAP authorization concept documentation.

QUESTION NO: 21

Which transaction allows you to approve a transport request?

A. STMS

B. SYAS

C. AJSA

ANSWER: A 

Explanation:

STMS is the SAP Transport Management System transaction and is used to administer transport routes, import queues, and 
the quality-assurance approval process. When a transport request reaches a quality-assurance system configured for 
transport approval, an authorized administrator opens the relevant system’s import queue in STMS, selects the request, and 
performs the quality-assurance approval. This records that the request has successfully passed the required quality checks 
and makes it eligible for subsequent import into the designated productive system, subject to the configured transport 
strategy and authorizations. The approval status is maintained centrally by the Transport Management System, which 
ensures that the import sequence and defined landscape controls are respected. STMS is therefore the appropriate 
transaction for this activity in a standard CTS/TMS landscape. SAP’s documentation describes quality-assurance procedures 
as a Transport Management System capability and identifies STMS as the central interface for transport administration. See 
the SAP Help search results for STMS quality-assurance approval and SAP’s transport management guidance.

QUESTION NO: 22

What are the 2 possibilities to establish a trust when using the SAPCRYPTOLIB?

A. Either use a single PSE for all communication partner

B. Exchange public-key certificates

C. Using groups at the creation dolmen level

ANSWER: A B 

Explanation:

SAPCRYPTOLIB uses Personal Security Environments (PSEs) and public-key certificates to establish cryptographic trust 
relationships. One supported model is to use a single, common PSE for all communication partners. Because every 
participant uses the same key material and certificate context, each party can recognize the identity represented by that 
PSE. This approach is generally appropriate only where secure operational handling and distribution of the shared PSE can 
be guaranteed.
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The other supported model is to exchange public-key certificates. In this model, each communication partner retains its own 
private key in its own PSE and imports the other partner’s public certificate into the relevant certificate list. Trust is then 
based on possession and validation of the counterpart’s public certificate, while private keys remain protected locally. This is 
the usual public-key trust model and scales more safely across separately administered systems.

These mechanisms reflect SAP’s use of PSEs for secure communication scenarios such as SNC and SSL/TLS. SAP 
documentation on security infrastructure and cryptographic functions is available in the SAP NetWeaver AS ABAP 
documentation and the SAP Help Portal.

QUESTION NO: 23

How to combine the 2 worlds (SAP GUI and web)?

A. Using logon tickets, ITS and SAP shortcuts

B. The logon ticket is passed to SAP shortcuts using ITS service wgui

C. Only from web to traditional (traditional to web not supported)

D. Maintain user mapping. Maintain table USREXTID Report (RSUSREXTID)

ANSWER: A B C 

Explanation:

SAP supports a web-to-SAP GUI integration scenario through the combination of SAP logon tickets, the Internet Transaction 
Server (ITS), and SAP Shortcut files. A user who has authenticated to the web environment can receive an SAP logon ticket, 
which provides single-sign-on authentication material for the target ABAP system. ITS can then invoke SAP GUI for 
Windows through its wgui service. This service generates or supplies an SAP Shortcut that starts the relevant SAP GUI 
transaction and passes the logon ticket so that the user does not need to log on again.

This mechanism is specifically intended to bridge browser-based access with traditional SAP GUI processing: the browser 
initiates the handoff to the installed SAP GUI client. The logon ticket, ITS component, and SAP Shortcut therefore work 
together rather than representing unrelated alternatives. The supported flow is web to traditional SAP GUI; it lets web 
applications launch transactions that require or benefit from the native SAP GUI client. SAP documentation describes ITS as 
the framework for providing SAP GUI and application access through web technology, while SAP Shortcut is the client-side 
mechanism used to start SAP GUI connections and transactions. See the SAP NetWeaver documentation and the SAP GUI 
support information.

QUESTION NO: 24

What are the 2 options and the properties of a stateful user session?

A. Session ID (Either in web browser cookie or into the user´s URL) -> SSL doesn´t work

B. IP Address of client -> SSL Ok (but an issue with proxy)

C. IP Address of client ->SAL Ok (but an issue with proxy)

ANSWER: A B 

Explanation:

A stateful web-user session requires a reliable way to associate each incoming HTTP request with the server-side session 
context. “Session ID (Either in web browser cookie or into the user´s URL) -> SSL doesn´t work” identifies the standard 
session-token approach: the application generates an opaque session identifier and the browser returns it, normally in a 
cookie and, where cookies cannot be used, potentially through URL rewriting. Because possession of the identifier can grant 
access to the session, SAP security practice is to protect it in transit with HTTPS and apply suitable cookie protection 
attributes. SAP describes cookies as a mechanism for retaining information between HTTP requests in its Internet 
Communication Framework documentation.
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“IP Address of client -> SSL Ok (but an issue with proxy)” identifies client-IP-based association or validation. A client address 
can be used as an additional session characteristic, and HTTPS can protect the HTTP channel independently of that choice. 
The practical limitation is that reverse proxies, NAT devices, and load balancers can cause many users to appear under one 
address or can change the address visible to the application; the relevant client address therefore must be handled carefully. 
SAP’s documentation on HTTP security and session handling is available in the SAP NetWeaver security documentation, 
and the general HTTPS transport protection model is described by the SAP SSL configuration documentation.

QUESTION NO: 25

Transaction code to maintain profile parameters?

A. RZ11

B. USOBX_C

C. USOBT_C

D. USOBX

E. RZ10

ANSWER: E 

Explanation:

RZ10 is the SAP transaction for profile maintenance. SAP system profiles, including the default, start, and instance profiles, 
contain profile parameters that define system-wide and instance-specific configuration. In RZ10, an administrator can select 
a profile, switch to extended maintenance where appropriate, edit parameter values, save the revised profile, and activate it 
so that the updated version is available to the relevant application server. Depending on the parameter’s changeability 
classification, the new value takes effect after a system or instance restart, while parameters designed for dynamic 
modification can be adjusted during operation through the dedicated parameter display/change function. Maintaining profile 
content in RZ10 is therefore the standard administration activity for persistent profile-parameter configuration and transports 
the intended profile version into the active operational landscape. SAP documentation distinguishes profile maintenance 
from runtime inspection and dynamic parameter adjustment, which are separate operational tasks. See SAP Help on 
maintaining profiles and SAP’s RZ10 profile maintenance guidance for additional administrative context.

QUESTION NO: 26

Which User information system report

monitors the passwords of all predefined users?

A. RSUSR003

B. RSUSR004

C. RSUSR005

ANSWER: A 

Explanation:

RSUSR003 is the User Information System report intended to check the passwords of SAP predefined (standard) users. 
Predefined users are delivered with SAP software and can be security-sensitive, particularly if their initial or well-known 
passwords have not been changed after installation, upgrade, system copy, or client copy activities. Running this report 
enables administrators to identify standard-user accounts whose passwords require attention and to take the appropriate 
remediation steps in accordance with the organization’s account-management policy.

This check supports a fundamental SAP security practice: standard users must be secured immediately, and their 
credentials must remain controlled throughout the system lifecycle. The report therefore provides a focused control for 
reviewing the password status of these delivered accounts rather than a general user-password inventory. SAP’s guidance 
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on securing standard users is available in SAP Note 862989 – Security of standard users. For broader SAP security 
guidance, including secure configuration and operational controls, consult the SAP Security Notes and News page. 
Regularly using RSUSR003 as part of security monitoring helps ensure that predefined accounts do not retain insecure or 
unmanaged passwords.

QUESTION NO: 27

What are the 2 checks executed after a transaction start to ensure that the user has the appropriate authorization?

A. Check if the user is authorized to start the Transaction

B. Check if an authorization object is assigned to the transaction code

C. Check if the user is unauthorized to start the Transaction

D. Check if an un-authorization object is assigned to the transaction code

ANSWER: A B 

Explanation:

When a user starts an SAP GUI transaction, the system first performs the transaction-code authorization check. This verifies 
that the user has the required value for the transaction code in authorization object S_TCODE. This is the basic authorization 
gate for executing a transaction and is evaluated as the transaction is called.

SAP can also enforce additional start authorizations for individual transactions. Administrators can assign authorization 
objects to a transaction code in the transaction authorization table (maintained through transaction SE93 or the relevant 
authorization maintenance functions). When such objects are assigned, SAP evaluates the user’s authorizations for the 
specified object fields and values before allowing the transaction to proceed. Consequently, checking authorization to start 
the transaction and checking for authorization-object assignment to the transaction code represent the two relevant stages 
described here. The assignment determines whether an additional transaction-start authorization check is required; the 
system then validates the user against that assigned object.

For SAP’s authorization concept and transaction-code protection, see the SAP NetWeaver AS ABAP documentation and 
SAP’s security documentation portal.

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F3727
https://me.sap.com/notes/862989/E
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
https://help.sap.com/docs/SAP_NETWEAVER_AS_ABAP/
https://support.sap.com/en/product/security.html

