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QUESTION NO: 1

A network admin contacts you. He is concerned that ARP spoofing or poisoning might occur on his network. What are some
things he can do to prevent it? Select the best answers.

A. Use port security on his switches.

B. Use a tool like ARPwatch to monitor for strange ARP activity.
C. Use a firewall between all LAN segments.

D. If you have a small network, use static ARP entries.

E. Use only static IP addresses on all PC's.
ANSWER: ABD

QUESTION NO: 2

What ports should be blocked on the firewall to prevent NetBIOS traffic from not coming through the firewall if your network
is comprised of Windows NT, 2000, and XP?

A. 110
B. 135
C. 139
D. 161
E. 445
F. 1024

ANSWER: BCE

QUESTION NO: 3

Which method of password cracking takes the most time and effort?
A. Brute force

B. Rainbow tables

C. Dictionary attack
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D. Shoulder surfing

ANSWER: A

Explanation:

Brute-force cracking, in which a computer tries every possible key or password until it succeeds, is typically very time
consuming. More common methods of password cracking, such as dictionary attacks, pattern checking, word list
substitution, etc. attempt to reduce the number of trials required and will usually be attempted before brute force.

References: https://en.wikipedia.org/wiki/Password_cracking

QUESTION NO: 4

What network security concept requires multiple layers of security controls to be placed throughout an IT infrastructure,
which improves the security posture of an organization to defend against malicious attacks or potential vulnerabilities?

A. Security through obscurity
B. Host-Based Intrusion Detection System
C. Defense in depth

D. Network-Based Intrusion Detection System
ANSWER: C

QUESTION NO: 5

Which of the following are well known password-cracking programs?
A. LOphtcrack

B. NetCat

C. Jack the Ripper

D. Netbus

E. John the Ripper
ANSWER: AE

QUESTION NO: 6

Which of the following tools are used for enumeration? (Choose three.)
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A. SolarWinds
B. USER2SID
C. Cheops

D. SID2USER

E. DumpSec
ANSWER: BDE

QUESTION NO: 7

When utilizing technical assessment methods to assess the security posture of a network, which of the following techniques
would be most effective in determining whether end-user security training would be beneficial?

A. Vulnerability scanning
B. Social engineering
C. Application security testing

D. Network sniffing
ANSWER: B

QUESTION NO: 8

Which Type of scan sends a packets with no flags set?
A. Open Scan

B. Null Scan

C. Xmas Scan

D. Half-Open Scan
ANSWER: B

QUESTION NO: 9

Peter, a Network Administrator, has come to you looking for advice on a tool that would help him perform SNMP enquires
over the network. Which of these tools would do the SNMP enumeration he is looking for? Select the best answers.
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A. SNMPULil

B. SNScan

C. SNMPScan

D. Solarwinds IP Network Browser

E. NMap
ANSWER: ABD

QUESTION NO: 10

What is the benefit of performing an unannounced Penetration Testing?

A. The tester will have an actual security posture visibility of the target network.
B. Network security would be in a "best state" posture.

C. ltis best to catch critical infrastructure unpatched.

D. The tester could not provide an honest analysis.

ANSWER: A

Explanation:

Real life attacks will always come without expectation and they will often arrive in ways that are highly creative and very hard
to plan for at all. This is, after all, exactly how hackers continue to succeed against network security systems, despite the
billions invested in the data protection industry. A possible solution to this danger is to conduct intermittent “unannounced”
penentration tests whose scheduling and occurrence is only known to the hired attackers and upper management staff
instead of every security employee, as would be the case with “announced” penetration tests that everyone has planned for
in advance. The former may be better at detecting realistic weaknesses.

References: http://www.sitepronews.com/2013/03/20/the-pros-and-cons-of-penetration-testing/

QUESTION NO: 11

While reviewing the result of scanning run against a target network you come across the following:
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aystem.syaDescr.0 : DISPLAY STRING- (ascii): Cisco Internetwork Operating

Syatem Software

IOS (tm) 4500 Software (C4500-I5-M), Version 12.0(9), RELEASE SOFTWARE (fcl)
Copyright (e) 1986-2000 by Cisco Systems, Inc.

Compiled Tue 25-Jan-00 04:28 by bettyl

system.sysCbjectID.0 : OBJECT IDENTIFIER:

-iso.org.dod.internet. Private.enter & Cisco.cEcmmaCliacod700
system.sysUpTime.0 : Timeticks: (156IDE0D&N 18 days, 2:26:20.17
system.sysContact.0 : DISPLAY STRING- (ascii):

system.sysName.0 : DISPLAY STRING- (ascii): somerrouternsame
system.sysLocation.0 : DISPLAY STRING- (ascii):
system.syaServices.0 ; INTEGER: §

system.sysORLastChange.0 : Timeticks: (0) 0:00:00.00

Which among the following can be used to get this output?
A. A Bo2k system query.

B. nmap protocol scan

C. A sniffer

D. An SNMP walk
ANSWER: D

QUESTION NO: 12

A new wireless client that is 802.11 compliant cannot connect to a wireless network given that the client can see the network
and it has compatible hardware and software installed. Upon further tests and investigation it was found out that the Wireless
Access Point (WAP) was not responding to the association requests being sent by the wireless client. What MOST likely is
the issue on this scenario?

A. The client cannot see the SSID of the wireless network

B. The WAP does not recognize the client's MAC address.

C. The wireless client is not configured to use DHCP.

D. Client is configured for the wrong channel
ANSWER: B

QUESTION NO: 13
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As a securing consultant, what are some of the things you would recommend to a company to ensure DNS security?
A. Use the same machines for DNS and other applications

B. Harden DNS servers

C. Use split-horizon operation for DNS servers

D. Restrict Zone transfers

E. Have subnet diversity between DNS servers
ANSWER: BCDE

QUESTION NO: 14

What does a type 3 code 13 represent? (Choose two.)
A. Echo request

B. Destination unreachable

C. Network unreachable

D. Administratively prohibited

E. Port unreachable

F. Time exceeded
ANSWER: BD

QUESTION NO: 15

Which of the following network attacks relies on sending an abnormally large packet size that exceeds TCP/IP
specifications?

A. Ping of death
B. SYN flooding
C. TCP hijacking
D. Smurf attack

ANSWER: A
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QUESTION NO: 16

You just set up a security system in your network. In what kind of system would you find the following string of characters
used as a rule within its configuration?

alert tcp any any -> 192.168.100.0/24 21 (msg: "FTP on the network!";)
A. An Intrusion Detection System

B. A firewall IPTable

C. A Router IPTable

D. FTP Server rule

ANSWER: A

Explanation:
Snort is an open source network intrusion detection system (NIDS) for networks .
Snort rule example:

This example is a rule with a generator id of 1000001.  alert tcp any any -> any 80 (content:"BOB"; gid:1000001; sid:1;
rev:1;)

References: http://manual-snort-org.s3-website-us-east-1.amazonaws.com/node31.html

QUESTION NO: 17
You are programming a buffer overflow exploit and you want to create a NOP sled of 200 bytes in the program exploit.c

char shellcode[] =

"\ 231\ xc0\xb0\x46\x31\xdb\x31\xcS\xcd\x80\xeb\x16\x5b\x31\xc0”
"\ x88\x43\x07\x89\x5b\x08\x89\x43\x0c\xb0\x0b\x8d\ x4b\x08\x84"
"\x53\x0c\xcd\xB80\xe8\xeS\xff\xff\xff\x2f\x62\x69 \xbe\xZ2f\x73"”

\.\.\I":.:ESJ‘.I';

What is the hexadecimal value of NOP instruction?
A. 0x60
B. 0x80
C. 0x70
D. 0x90

ANSWER: D
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QUESTION NO: 18

Which of the following tools can be used to perform a zone transfer?
A. NSLookup

B. Finger

C. Dig

D. Sam Spade

E. Host

F. Netcat

G. Neotrace
ANSWER: ACDE

QUESTION NO: 19

Name two software tools used for OS guessing? (Choose two.)
A. Nmap

B. Snadboy

C. Queso

D. Userinfo

E. NetBus
ANSWER: AC

QUESTION NO: 20

Windows LAN Manager (LM) hashes are known to be weak. Which of the following are known weaknesses of LM? (Choose
three.)

A. Converts passwords to uppercase.
B. Hashes are sent in clear text over the network.
C. Makes use of only 32-bit encryption.

D. Effective length is 7 characters.
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ANSWER: ABD
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