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QUESTION NO: 1

Files stored in the Recycle Bin in its physical location are renamed as Dxy.ext, where “x” represents the 
___________________.

A. Drive name

B. Original file name’s extension

C. Sequential number

D. Original file name

ANSWER: A 

QUESTION NO: 2

You have been given the task to investigate web attacks on a Windows-based server. Which of the following commands will 
you use to look at the sessions the machine has opened with other systems?

A. Net sessions

B. Net config

C. Net share

D. Net use

ANSWER: D 

QUESTION NO: 3

Analyze the hex representation of mysql-bin.000013 file in the screenshot below. Which of the following will be an inference 
from this analysis?
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A. A user with username bad_guy has logged into the WordPress web application

B. A WordPress user has been created with the username anonymous_hacker

C. An attacker with name anonymous_hacker has replaced a user bad_guy in the WordPress database

D. A WordPress user has been created with the username bad_guy

ANSWER: D 

QUESTION NO: 4

What technique used by Encase makes it virtually impossible to tamper with evidence once it has been acquired?

A. Every byte of the file(s) is given an MD5 hash to match against a master file

B. Every byte of the file(s) is verified using 32-bit CRC

C. Every byte of the file(s) is copied to three different hard drives
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D. Every byte of the file(s) is encrypted using three different methods

ANSWER: B 

QUESTION NO: 5

Depending upon the jurisdictional areas, different laws apply to different incidents. Which of the following law is related to 
fraud and related activity in connection with computers?

A. 18 USC §1029

B. 18 USC §1030

C. 18 USC §1361

D. 18 USC §1371

ANSWER: B 

QUESTION NO: 6

You setup SNMP in multiple offices of your company. Your SNMP software manager is not receiving data from other offices 
like it is for your main office. You suspect that firewall changes are to blame. What ports should you open for SNMP to work 
through Firewalls? (Choose two.)

A. 162

B. 161

C. 163

D. 160

ANSWER: A B 

QUESTION NO: 7

What must an attorney do first before you are called to testify as an expert?

A. Qualify you as an expert witness

B. Read your curriculum vitae to the jury

C. Engage in damage control
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D. Prove that the tools you used to conduct your examination are perfect

ANSWER: A 

QUESTION NO: 8

What type of analysis helps to identify the time and sequence of events in an investigation?

A. Time-based

B. Functional

C. Relational

D. Temporal

ANSWER: D 

QUESTION NO: 9

E-mail logs contain which of the following information to help you in your investigation? (Choose four.)

A. user account that was used to send the account

B. attachments sent with the e-mail message

C. unique message identifier

D. contents of the e-mail message

E. date and time the message was sent

ANSWER: A C D E 

QUESTION NO: 10

When investigating a wireless attack, what information can be obtained from the DHCP logs?

A. The operating system of the attacker and victim computers

B. IP traffic between the attacker and the victim

C. MAC address of the attacker

D. If any computers on the network are running in promiscuous mode
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ANSWER: C 

QUESTION NO: 11

A packet is sent to a router that does not have the packet destination address in its route table. How will the packet get to its 
proper destination?

A. Root Internet servers

B. Border Gateway Protocol

C. Gateway of last resort

D. Reverse DNS

ANSWER: C 

QUESTION NO: 12

Why would you need to find out the gateway of a device when investigating a wireless attack?

A. The gateway will be the IP of the proxy server used by the attacker to launch the attack

B. The gateway will be the IP of the attacker computer

C. The gateway will be the IP used to manage the RADIUS server

D. The gateway will be the IP used to manage the access point

ANSWER: D 
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