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QUESTION NO: 1

A company plans to create a data lake that uses Amazon S3. Which factor will have the MOST effect on cost?

A. The selection of S3 storage tiers

B. Charges to transfer existing data into Amazon S3

C. The addition of S3 bucket policies

D. S3 ingest fees for each request

ANSWER: B 

QUESTION NO: 2

A company plans to launch an application that will run in multiple locations within the United States. The company needs to 
identify the two AWS Regions where the application can operate at the lowest price. Which AWS service or feature should 
the company use to determine the Regions that offer the lowest price?

A. Cost Explorer

B. AWS Budgets

C. AWS Trusted Advisor

D. AWS Pricing Calculator

ANSWER: C 

Explanation:

https://aws.amazon.com/premiumsupport/technology/trusted-advisor/

QUESTION NO: 3

Which AWS service provides alerts when an AWS event may impact a company's AWS resources?

A. AWS Personal Health Dashboard

B. AWS Service Health Dashboard

C. AWS Trusted Advisor

D. AWS Infrastructure Event Management

ANSWER: C 
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QUESTION NO: 4

Which design principles are enabled by the AWS Cloud to improve the operation of workloads? (Choose two.)

A. Minimize upfront design

B. Loose coupling

C. Disposable resources

D. Server design and concurrency

E. Minimal viable product

ANSWER: B D 

QUESTION NO: 5

Which fully managed AWS service allows a user to bring their own machine teaming algorithm?

A. Amazon Forecast

B. AWS Artifact

C. AWS Data Pipeline

D. Amazon SageMaker

ANSWER: D 

QUESTION NO: 6

According to the AWS shared responsibility model, which activities are the customer's responsibility for security in the AWS 
Cloud? (Select TWO.)

A. Hardware maintenance

B. Amazon EC2 operating system patching

C. API access control for AWS resources

D. Configuration management of infrastructure devices

E. Maintenance of an Availability Zone

ANSWER: B C 

QUESTION NO: 7
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A company wants to protect resources that the company hosts on AWS, including Application Load Balancers and Amazon 
CloudFront distributions. The company wants an AWS service that can provide near real-time visibility into attacks on the 
company's resources. The service must also have a dedicated AWS team to assist with distributed denial of service (DDoS) 
attacks.

Which AWS service will meet these requirements?

A. AWS WAF

B. AWS Shield Standard

C. Amazon Macie

D. AWS Shield Advanced

ANSWER: D 

Explanation:

https://aws.amazon.com/shield/faqs/

QUESTION NO: 8

A company needs to use thud-party software for its workload on AWS.

Which AWS service or feature can the company use to purchase the software?

A. AWS Resource Access Manager

B. AWS Manager Services

C. AWS License Manager

D. AWS Marketplace

ANSWER: D 

QUESTION NO: 9

A developer needs to use a standardized template to create copies of a company's AWS architecture for development, test, 
and production environments. Which AWS service should the developer use to meet this requirement?

A. AWS Cloud Map

B. AWS CloudFormation

C. Amazon CloudFront

D. AWS CloudTrail

ANSWER: B 
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QUESTION NO: 10

Which AWS services or resources can a company use directly on its on-premises servers? (Choose two.)

A. AWS OpsWorks

B. AWS CloudFormation

C. AWS Storage Gateway

D. Application Load Balancer

E. Amazon Cognito

ANSWER: A C 

Explanation:

AWS OpsWorks- They work great with EC2 & On-Premises VM AWS Storage Gateway is a set of hybrid cloud storage 
services that provide on-premises access to virtually unlimited cloud storage. https://aws.amazon.com/storagegateway/

QUESTION NO: 11

Which of the following are security principles in the AWS Well-Architected Framework? (Select TWO.)

A. Analyze and attribute expenditures

B. Monitor, alert and audit actions and changes to AWS resources

C. Deploy globally in minutes

D. Protect data in transit and at rest

E. Perform operations as code

ANSWER: B D 

QUESTION NO: 12

A company wants to provide managed Windows virtual desktops and applications to its remote employees over secure 
network connections.

When AWS services can the company use to meet the requirements? (Select TWO.)

A. Amazon Connect

B. Amazon AppStream 2.0

C. Amazon Workspaces

D. AWS Site-to-Site VPN
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E. Amazon Elastic Container Service (Amazon ECS)

ANSWER: C D 

QUESTION NO: 13

Which of the following are AWS best practice recommendations for the use of AWS Identity and Access Management (IAM)? 
(Select TWO.)

A. Use the AWS account root user for daily access.

B. Use access keys and secret access keys on Amazon EC2.

C. Rotate credentials on a regular basis.

D. Create a shared set of access keys for system administrators.

E. Configure multi-factor authentication (MFA).

ANSWER: C E 

Explanation:

If you do have an access key for your AWS account root user, delete it. If you must keep it, rotate (change) the access key 
regularly. To delete or rotate your root user access keys, go to the My Security Credentials page in the AWS Management 
Console and sign in with your account's email address and password. You can manage your access keys in the Access keys 
section. For more information about rotating access keys, see Rotating access keys.

QUESTION NO: 14

Which AWS services can use AWS WAF to protect against common web exploitations? (Select TWO.)

A. Amazon Route 53

B. Amazon CloudFront

C. AWS Transfer Family

D. AWS Site-to-Site VPN

E. Amazon API Gateway

ANSWER: B E 

Explanation:

AWS WAF can be deployed on Amazon CloudFront, the Application Load Balancer (ALB), Amazon API Gateway, and AWS 
AppSync. As part of Amazon CloudFront it can be part of your Content Distribution Network (CDN) protecting your resources 
and content at the Edge locations.
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QUESTION NO: 15

A company is building a business intelligence solution using Amazon Redshift. The company wants to use an AWS service 
to create interactive dashboards and not pay any upfront costs for it.

Which service should the company use?

A. Amazon CloudWatch

B. AWS Personal Health Dashboard

C. AWS Service Catalog

D. Amazon QuickSight

ANSWER: D 
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