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QUESTION NO: 1

A company has microservices running in AWS Lambda that read data from Amazon DynamoDB. The Lambda code is
manually deployed by Developers after successful testing. The company now needs the tests and deployments be
automated and run in the cloud. Additionally, traffic to the new versions of each microservice should be incrementally shifted
over time after deployment. What solution meets all the requirements, ensuring the MOST developer velocity?

A. Create an AWS CodePipeline configuration and set up a post-commit hook to trigger the pipeline after tests have passed.
Use AWS CodeDeploy and create a Canary deployment configuration that specifies the percentage of traffic and interval.

B. Create an AWS CodeBuild configuration that triggers when the test code is pushed. Use AWS CloudFormation to trigger
an AWS CodePipeline configuration that deploys the new Lambda versions and specifies the traffic shift percentage and
interval.

C. Create an AWS CodePipeline configuration and set up the source code step to trigger when code is pushed. Set up the
build step to use AWS CodeBuild to run the tests. Set up an AWS CodeDeploy configuration to deploy, then select the
CodeDeployDefault.LambdaLinear10PercentEvery3Minutes option.

D. Use the AWS CLI to set up a post-commit hook that uploads the code to an Amazon S3 bucket after tests have passed.
Set up an S3 event trigger that runs a Lambda function that deploys the new version. Use an interval in the Lambda function
to deploy the code over time at the required percentage.

ANSWER: C

QUESTION NO: 2

A DevOps Engineer is working with an application deployed to 12 Amazon EC2 instances across 3 Availability Zones. New
instances can be started from an AMI image. On a typical day, each EC2 instance has 30% utilization during business hours
and 10% utilization after business hours. The CPU utilization has an immediate spike in the first few minutes of business
hours. Other increases in CPU utilization rise gradually.

The Engineer has been asked to reduce costs while retaining the same or higher reliability.
Which solution meets these requirements?

A. Create two Amazon CloudWatch Events rules with schedules before and after business hours begin and end. Create two
AWS Lambda functions, one invoked by each rule. The first function should stop nine instances after business hours end,
the second function should restart the nine instances before the business day begins.

B. Create an Amazon EC2 Auto Scaling group using the AMI image, with a scaling action based on the Auto Scaling group’s
CPU Utilization average with a target of 75%. Create a scheduled action for the group to adjust the minimum number of
instances to three after business hours end and reset to six before business hours begin.

C. Create two Amazon CloudWatch Events rules with schedules before and after business hours begin and end. Create an
AWS CloudFormation stack, which creates an EC2 Auto Scaling group, with a parameter for the number of instances. Invoke
the stack from each rule, passing a parameter value of three in the morning, and six in the evening.

D. Create an EC2 Auto Scaling group using the AMI image, with a scaling action based on the Auto Scaling group’s CPU

Utilization average with a target of 75%. Create a scheduled action to terminate nine instances each evening after the close
of business.

ANSWER: B

QUESTION NO: 3

A company has multiple development groups working in a single shared AWS account. The Senior Manager of the groups
wants to be alerted via a third-party API call when the creation of resources approaches the service limits for the account.
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Which solution will accomplish this with the LEAST amount of development effort?

A. Create an Amazon CloudWatch Event rule that runs periodically and targets an AWS Lambda function. Within the
Lambda function, evaluate the current state of the AWS environment and compare deployed resource values to resource
limits on the account. Notify the Senior Manager if the account is approaching a service limit.

B. Deploy an AWS Lambda function that refreshes AWS Trusted Advisor checks, and configure an Amazon CloudWatch
Events rule to run the Lambda function periodically. Create another CloudWatch Events rule with an event pattern matching
Trusted Advisor events and a target Lambda function. In the target Lambda function, notify the Senior Manager.

C. Deploy an AWS Lambda function that refreshes AWS Personal Health Dashboard checks, and configure an Amazon
CloudWatch Events rule to run the Lambda function periodically. Create another CloudWatch Events rule with an event
pattern matching Personal Health Dashboard events and a target Lambda function. In the target Lambda function, notify the
Senior Manager.

D. Add an AWS Config custom rule that runs periodically, checks the AWS service limit status, and streams notifications to
an Amazon SNS topic. Deploy an AWS Lambda function that notifies the Senior Manager, and subscribe the Lambda
function to the SNS topic.

ANSWER: D

QUESTION NO: 4

A Development team creates a build project in AWS CodeBuild. The build project invokes automated tests of modules that
access AWS services. Which of the following will enable the tests to run the MOST securely?

A. Generate credentials for an IAM user with a policy attached to allow the actions on AWS services. Store credentials as
encrypted environment variables for the build project. As part of the build script, obtain the credentials to run the integration
tests.

B. Have CodeBuild run only the integration tests as a build job on a Jenkins server. Create a role that has a policy attached
to allow the actions on AWS services. Generate credentials for an IAM user that is allowed to assume the role. Configure the
credentials as secrets in Jenkins, and allow the build job to use them to run the integration tests.

C. Create a service role in IAM to be assumed by CodeBuild with a policy attached to allow the actions on AWS services.
Configure the build project to use the role created.

D. Use AWS managed credentials. Encrypt the credentials with AWS KMS. As part of the build script, decrypt with AWS
KMS and use these credentials to run the integration tests.

ANSWER: C

QUESTION NO: 5

The Development team at an online retailer has moved to Business support and want to take advantage of the AWS Health
Dashboard and the AWS Health API to automate remediation actions for issues with the health of AWS resources. The first
use case is to respond to AWS detecting an IAM access key that is listed on a public code repository site. The automated
response will be to delete the IAM access key and send a notification to the Security team.

How should this be achieved?

A. Create an AWS Lambda function to delete the IAM access key. Send AWS CloudTrail logs to AWS CloudWatch logs.
Create a CloudWatch Logs metric filter for the AWS_RISK_CREDENTIALS EXPOSED event with two actions: first, run the
Lambda function; second, use Amazon SNS to send a notification to the Security team.

B. Create an AWS Lambda function to delete the IAM access key. Create an AWS Config rule for changes to aws.health and

the AWS RISK _CREDENTIALS EXPOSED event with two actions: first, run the Lambda function; second, use Amazon
SNS to send a notification to the Security team.
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C. Use AWS Step Functions to create a function to delete the IAM access key, and then use Amazon SNS to send a
notification to the Security team. Create an AWS Personal Health Dashboard rule for the
AWS_RISK_CREDENTIALS_EXPOSED event; set the target of the Personal Health Dashboard rule to Step Functions.

D. Use AWS Step Functions to create a function to delete the IAM access key, and then use Amazon SNS to send a
notification to the Security team. Create an Amazon CloudWatch Events rule with an aws.health event source and the
AWS_RISK_CREDENTIALS EXPOSED event, set the target of the CloudWatch Events rule to Step Functions.

ANSWER: D

QUESTION NO: 6

A company needs to introduce automatic DNS failover for a distributed web application to a disaster recovery or standby
installation. The DevOps Engineer plans to configure Amazon Route 53 to provide DNS routing to alternate endpoint in the
event of an application failure.

What steps should the Engineer take to accomplish this? (Choose two.)

A. Create Amazon Route 53 health checks for each endpoint that cannot be entered as alias records. Ensure firewall and
routing rules allow Amazon Route 53 to send requests to the endpoints that are specified in the health checks.

B. Create alias records that route traffic to AWS resources and set the value of the Evaluate Target Health option to Yes,
then create all the non-alias records.

C. Create a governing Amazon Route 53 record set, set it to failover, and associate it with the primary and secondary
Amazon Route 53 record sets to distribute traffic to healthy DNS entries.

D. Create an Amazon CloudWatch alarm to monitor the primary Amazon Route 53 DNS entry. Then create an associated
AWS Lambda function to execute the failover API call to Route 53 to the secondary DNS entry.

E. Map the primary and secondary Amazon Route 53 record sets to an Amazon CloudFront distribution using primary and
secondary origins.

ANSWER: AC

QUESTION NO: 7

A DevOps Engineer is working on a project that is hosted on Amazon Linux and has failed a security review. The DevOps
Manager has been asked to review the company buildspec.yaml file for an AWS CodeBuild project and provide
recommendations. The buildspec.yaml file is configured as follows:
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env:
variables:
AWS_ACCESS_KEY_ID: AKIAJF7BRFWIBA4GHXNA
AWS_SECRET_ACCESS_KEY: ORjIns3A2mIh404um0+zHxZqz7 cNAvVMLY Rehcl
AWS_DEFAULT_REGION: us-east-1
DB_PASSWORD: cuj5RptFa3va
phases:
build:
commands:
-aws 53 ¢p s3:/db-deploy-bucket/my.cnf.template/tmp/my.cnt
-sed-i " 'DB_PW/S{DB_PASSWORDY}/ /tmp/my.|
-aws s3 cp s3:// db-deploy-bucket/instance.key/tmp/instance.key
-chmod 600/tmp/instance.key
-sCp-1 /timp/instance.key/tmp/my.cnf root@10.25.15.23 Jetc/my.cnf
-ssh- | imp/instance.key root@10.25.15.23 /etc/init.d/mysqld restarn
What changes should be recommended to comply with AWS security best practices? (Choose three.)

A. Add a post-build command to remove the temporary files from the container before termination to ensure they cannot be
seen by other CodeBuild users.

B. Update the CodeBuild project role with the necessary permissions and then remove the AWS credentials from the
environment variable.

C. Store the DB_PASSWORD as a SecureString value in AWS Systems Manager Parameter Store and then remove the
DB_PASSWORD from the environment variables.

D. Move the environment variables to the ‘db-deploy-bucket’ Amazon S3 bucket, add a prebuild stage to download, then
export the variables.

E. Use AWS Systems Manager run command versus scp and ssh commands directly to the instance.

F. Scramble the environment variables using XOR followed by Base64, add a section to install, and then run XOR and
Base64 to the build phase.

ANSWER: AD E

QUESTION NO: 8

A company is reviewing its IAM policies. One policy written by the DevOps Engineer has been flagged as too permissive.
The policy is used by an AWS Lambda function that issues a stop command to Amazon EC2 instances tagged with
Environment: NonProduction over the weekend. The current policy is:
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"Version®: "2012-10-17";
"Statement™: |
{
"Effect”: "Allow";
"Action: Meg2oEM,

"Regsource™: "*"

What changes should the Engineer make to achieve a policy of least permission? (Choose three.)
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i Add the following conditional expression:

"Condition": {
"StringEquals": {
"aws:principaltype”: "lambda.amazonaws.com"

B
Change "Resource™: "*"10 "Resource":
"arn:aws:ec2:*:*:ingtance/*"
C. : -~ .
Add the following conditional expression:
"Condition"
"StringNotEquals": {
"ecZ2:ResourceTag/Environment™: "Production"”
}
}
D. : = ;
Add the following conditional expression:
"CondationTr |
"StringEquals": {
"ec2:ResourceTag/Environment”: "NonProduction”
!
}
E.
Change "Action": "ec2:*"f0 "Action": "ec2:StopInstances"
F. . - .
Add the following conditional expression:
"Gondition™ :
"DateGreaterThan” : {
"aws:CurrentTime"” : "${aws:DateTime:Friday}"
bo
"DateLessThan": {
"aws:CurrentTime" : "S{aws:DateTime:Monday}"
}
}
A. Option A
B. Option B
C. Option C
D. Option D
E. Option E
F. Option F

ANSWER: ACE
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QUESTION NO: 9

A DevOps team wants to be able to work on the same source code repository. The team has the following requirements for
their development workflow and repository access controls:

= Only team members can clone the repository and create new branches.
= A production-ready code state should be isolated from any untested code changes.

= Code changes should be approved by another team member before merging to the production-ready master branch. = All
code change approvals must have an audit record. = New team members can quickly modify code.

Which combination of actions will these requirements? (Choose three.)

A. Check out the master branch and develop new features locally on a feature branch to keep the production-ready code
isolated. Ask team members to review the changes before committing the changes locally.

B. Create an AWS CodeCommit repository and an IAM group with permissions to read/write changes to the repository. Add
new team members to this group.

C. Create an AWS CodeCommit repository and an IAM role with permissions to read/write changes to the repository. Attach
this IAM role to a single IAM user. Ensure each member of the team uses this IAM user. Provide new team members the
credentials to this IAM user.

D. Create a local feature branch from the master branch for new features. Commit the new code and push the changes to
the feature branch in the repository.

E. Create a pull request so other team members can review the code changes. Implement any suggestions, pull any
additional changes from the master branch, and push to the feature branch again. Merge the master branch with the feature
branch.

F. Create a pull request so other team members can review the code changes. Implement any suggestions, pull any

additional changes from the master branch, resolve any conflicts, and push to the feature branch again. Merge the feature
branch with the master branch.

ANSWER: ABC

QUESTION NO: 10

A DevOps Engineer is deploying an Amazon API Gateway API with an AWS Lambda function providing the backend
functionality. The Engineer needs to record the source IP address and response status of every API call. Which combination
of actions should the DevOps Engineer take to implement this functionality? (Choose three.)

A. Configure AWS X-Ray to enable access logging for the APl Gateway requests.

B. Configure the APl Gateway stage to enable access logging and choose a logging format.

C. Create a new Amazon CloudWatch Logs log group or choose an existing log group to store the logs.

D. Grant API Gateway permission to read and write logs to Amazon CloudWatch through an IAM role.

E. Create a new Amazon S3 bucket or choose an existing S3 bucket to store the logs.

F. Configure API Gateway to stream its log data to Amazon Kinesis.

ANSWER: BD E
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