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QUESTION NO: 1

What is the Availability Service Level Agreement (SLA) for Email Security.cloud?

A. 99.9%

B. 99%

C. 99.999%

D. 100%

ANSWER: D 

Explanation:

Reference: https://docs.broadcom.com/doc/administration-of-email-security-cloud-v1-study-guide-en

QUESTION NO: 2

Which type of attack is executed by a cybercriminal posing as a senior executive of a company that targets other executives 
within that same organization?

A. Executive attack

B. Shark attack

C. Business attack

D. Whaling attack

ANSWER: D 

Explanation:

Reference: https://www.varonis.com/blog/whaling-attack/

QUESTION NO: 3

Which two file formats are available for Email Security.cloud reports? (Choose two.)

A. DOC

B. CSV

C. XLS
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D. TXT

E. PDF

ANSWER: B E 

Explanation:

Reference: https://www.digitalmarketplace.service.gov.uk/g-cloud/services/330873547893024

QUESTION NO: 4

Which service is compatible with Automatic Remediation with Email Security.cloud?

A. Google Apps

B. Live Office

C. Office 365

D. Lotus Notes

ANSWER: C 

Explanation:

Reference: https://knowledge.broadcom.com/external/article/172923/autoremediation.html

QUESTION NO: 5

What is the purpose of Email Impersonation Control?

A. To guard against spoofed client’s domains

B. To guard against “whaling” attacks

C. To guard against spoofed government domains

D. To guard against spoofed IP addresses

ANSWER: B 

Explanation:

Reference: https://help.symantec.com/cs/EMAIL_WEB.CLOUD/EMAILSECURITYCLOUD/v122075815_v116575109/Email-
Impersonation-Control-Settings?locale=EN_US
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QUESTION NO: 6

What is the Symantec best practice regarding customer Mail Transfer Agent (MTA) configuration for Policy?

A. S/MIME TLS connection between MTA and Symantec

B. Opportunistic TLS connection between MTA and Symantec

C. PGP TLS connection between MTA and Symantec

D. Enforced TLS connection between MTA and Symantec

ANSWER: D 

Explanation:

Reference: https://knowledge.broadcom.com/external/article?legacyId=tech235024

QUESTION NO: 7

What are the two characteristics for an email to be considered Spam? (Choose two.)

A. Unsolicited

B. Malicious

C. Unwanted

D. Bulk

ANSWER: A B 

Explanation:

Reference: 
https://books.google.com.pk/books?id=QzndBAAAQBAJ&pg=PA469&lpg=PA469&dq=symantec+characteristics+for+an+em
ail+to+be+considered+Spam+unsolicited

+malicious&source=bl&ots=I_T3VTUt18&sig=ACfU3U2lvi_cJl3o9tiMTnm_vZUf2sj8Fg&hl=en&sa=X&ved=2ahUKEwj34oGA
1dHoAhWrBWMBHYVLB8cQ6AEwCXoECA0QJg#v=onepage&q=symantec%20characteristics%20for%20an%20email%20t
o

%20be%20considered%20Spam%20unsolicited%20malicious&f=false
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