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QUESTION NO: 1

Which of the following storage techniques would be BEST suited for distributing backups across a large LAN?

A. NAT

B. SAN

C. BAE

D. JBOD

ANSWER: B 

QUESTION NO: 2

During a reboot, a server displays an OS not found error message. Which of the following is the most likely cause?

A. Resource exhaustion

B. Excessive fragmentation

C. Degraded RAID array

D. Improper BIOS/UEFI boot order

ANSWER: D 

QUESTION NO: 3

Which of the following default port numbers need to be open on a firewall for a mail server to successfully send and receive 
mail? (Choose three.)

A. 22

B. 25

C. 53

D. 80

E. 110

F. 143
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G. 161

ANSWER: B E F 

QUESTION NO: 4

An engineer is running a server as a hypervisor for 15–20 VMs. Which of the following components are the MOST essential 
for this server to maintain this parameter? (Choose two.)

A. Local hard drives

B. CPU cores

C. Memory capacity

D. Multiple NICs

E. Multiple PCI slots

ANSWER: B C 

QUESTION NO: 5

A remote datacenter that runs in parallel with a main datacenter, with devices powered on and communication taking place 
between the two datacenters, is known as which of the following?

A. Hot site

B. Warm site

C. Cold site

D. DR site

ANSWER: A 

QUESTION NO: 6

An administrator wants to use a PowerShell cmdlet to find the running services on a Windows server. Which of the following 
are PowerShell cmdlet commands that will accomplish this task? (Choose two.)

A. get-process

B. get-service

C. netstat
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D. get-wmiobject –class win32_service

E. ipconfig

ANSWER: A B 

QUESTION NO: 7

A datacenter’s redundant PDUs were recently upgraded. Each server rack is connected to the datacenter’s PDUs. While 
testing power redundancy, one of the datacenter PDUs was turned off, and a server rack lost power completely. Which of the 
following scenarios BEST describes the problem?

A. The rack-mounted PDU was defective.

B. The UPS was not connected.

C. The server rack shut down due to bad UPS batteries.

D. Both rack PDUs were connected to the same circuit.

ANSWER: B 

QUESTION NO: 8

A technician reads a hardware manufacturer's blog indicating a critical firmware update is available for the company's file 
server. Which of the following is the BEST course of action?

A. Download and install a firmware update from a centralized server.

B. Download the firmware update and test it on a VM.

C. Download the firmware update and test it on a non-production server.

D. Download the firmware update and run it on the company's file server immediately.

ANSWER: C 

QUESTION NO: 9

A secondary office location containing servers already configured with all necessary software and files to minimize downtime 
is considered to be which of the following types of disaster recovery sites?

A. Hot site

B. Hosted site
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C. Cold site

D. Warm site

ANSWER: A 

QUESTION NO: 10

A server administrator has run the netstat –ano command locally on a system. Upon inspection, the administrator notices a 
listener for port 123 is set up on the server. Which of the following can the administrator conclude about the server role 
running on the system?

A. The dynamic host configuration protocol and role are configured on the server.

B. The remote desktop protocol and role are configured on the server.

C. The distribution network service provider and role are configured on the server.

D. The network time protocol and role are configured on the server.

ANSWER: D 

QUESTION NO: 11

A company's legal and regulatory departments have drafted a new policy in which emails must be retained for no longer than 
three years. Which of the following locations should an administrator configure when complying with the new policy? (Select 
THREE).

A. Local workstations

B. Backup tapes

C. Domain controllers

D. Email server

E. SMTP gateway

F. Proxy server

ANSWER: A B D 

QUESTION NO: 12

An administrator is creating an on-site backup and an off-site backup for four servers located at the company’s headquarters. 
Which of the following backup options should the administrator select to meet the requirements?
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A. A daily backup of each server to its secondary disks and a nightly cross-backup to the network drives of one of the other 
servers

B. An hourly backup of each server to a NAS drive at the MDF and a nightly backup to another NAS drive at the IDF of the 
headquarters

C. A daily backup of each server to a SAN volume at the headquarters and a weekly backup to a NAS drive at a colocation

D. A continuous replication backup to the NAS drive in the server room and a nightly backup to the backup server at the HQ 
telecom closet

ANSWER: D 

QUESTION NO: 13

Which of the following authentication protocols could be used to authenticate network administrators at a datacenter to 
manage switches over a remote SSH connection? (Select TWO).

A. LDAP

B. TACACS

C. RADIUS

D. SNMP

E. IPSec

F. MSCHAP

ANSWER: B C 

QUESTION NO: 14

A server administrator is configuring a new server for an organization. The server will function as a firewall and proxy server, 
as well as provide NAT services for other devices on the network. Which of the following BEST describes how the network 
hardware on the server should be configured?

A. The server should have at least two NICs: one configured with an IP address on the inside network, and one with an IP 
address on the outside network.

B. The server should have at least two NICs: each NIC should be configured with an IP address on the same network 
segment.

C. The server requires only one NIC, as the NIC can be configured with two IP addresses: one for the inside network 
segment, and one for the outside network segment.

D. The server requires at least three NICs: one configured with an IP address for the intranet clients, one with an IP address 
on the inside network, and one with an IP address on the outside network.
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ANSWER: A 

QUESTION NO: 15

A new rack of servers has been installed in a datacenter. A server administrator needs to ensure fault tolerance and 
redundancy wherever possible. Which of the following would ensure the MOST uptime in the event of a sudden power loss? 
(Choose two.)

A. Connect the rack PDUs to separate power circuits

B. Connect servers with multiple power supplies to separate power sources

C. Periodically test the UPS batteries to ensure they are fully charged

D. Connect redundant power supplies to the same PDUs

E. Connect all rack PDUs to the UPS battery

F. Connect servers with multiple power supplies to the same higher-amp circuits

ANSWER: A B 

QUESTION NO: 16

When configuring a DHCP server, which of the following can the administrator define for DHCP users? (Select THREE).

A. Database server

B. NTP server

C. DHCP server

D. SQL server

E. DNS server

F. Domain name

ANSWER: B E F 

QUESTION NO: 17

Which of the following expansion slots is 64-bit?

A. PCIx

B. PCI
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C. ISA

D. PCIe

ANSWER: D 

QUESTION NO: 18

A server administrator has been asked to make recommendations for purchase of a new database server that will be 
processing all of the company accounts. One area of concern from prior experience is the storage type used by the database 
server. The server is expected to have a large number of transactions that occur, but will not require a large amount of 
capacity for the data storage. Given these requirements, which of the following storage criteria are MOST important? (Select 
TWO).

A. Capacity

B. RPM

C. IOPS

D. Seek time and latency

E. Form factor

F. Bus width

ANSWER: C D 

QUESTION NO: 19

An administrator notes laptops have been removed from a secure area. Which of the following strategies will BEST ensure 
laptops remain in the secured area? (Choose two.)

A. RFID chips on the laptops

B. Mantrap in the secure area

C. Fingerprint scanners on the laptops

D. Cable lock on the laptops

E. Security camera in the secure area

F. Keypad on the door

ANSWER: D E 
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QUESTION NO: 20

Which of the following interfaces in Windows server can be used to add a new volume for storage? (Select TWO).

A. Computer Management

B. System Properties

C. Device Manager

D. Disk Management

E. My Computer

ANSWER: A D 
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