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QUESTION NO: 1 - (DRAG DROP)

DRAG DROP

Match each type of breach to its consequence.

Select and Place:

exposed government-protected

health information bl o ﬁﬁ;ﬁﬁdﬂﬁ"ﬁm
o e Draganswsr ere o
defaced website Drag answer here financial loss due to fines/penalties
ransomeware attack Drag answer here financial loss due to downtime
rietal'::l';'[n_?:I Ir-i:j:] E; ::;edit Drag answer here ﬂn:a:ncial loss :;e;_l lt:l?elr?:: of
ANSWER:

exposed government-protected
health information

financial loss due to fines/penalties

exposed proprietary
engineenng secrets

financial loss due to loss of
competitive advantage

defaced website

public embarassment and
potential financial impact

ransomeware attack

financial loss due to downtime

retailing loss of credit
card numbers

financial loss due to loss of
consumer confidence

Explanation:

QUESTION NO: 2
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How does machine learning enhance WildFire operation?

A. analyzes file sample characteristics during static analysis

B. determines which file samples should be forwarded to WildFire

C. determines the optimum OS WildFire uses to analyze file samples

D. analyzes file sample characteristics during dynamic analysis
ANSWER: D

QUESTION NO: 3

Which two items operate at the network layer in the OSI network model? (Choose two.)
A. IP address

B. router

C. switch

D. MAC address
ANSWER: AB
QUESTION NO: 4 - (DRAG DROP)

DRAG DROP

Match the attack definition to the type of security method used to protect against the attack.

Select and Place:
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virus detected on a
USB thumb drive

Drag answer here

firewall antivirus

laptop stolen from
automobile

Drag answer here

endpoint disk encryption

virus detected in
internet traffic

Drag answer here

perimeter firewall

port scanning from

endpoint antivirus

firewall antivirus

internet Drag answer here
ANSWER:
virus detected on a , T
USB thumb drive endpoint antivirus
Iapt;&g;?éet;l ,gm endpoint disk encryption

endpoint disk encryption

virus detected in
intemnet traffic

firewall antivirus

perimeter firewall

port scanning from
internet

perimeter firewall

Explanation:

QUESTION NO: 5

What is the function of a hashing protocol?

endpoint antivirus

A. encrypts data with encapsulation
B. establishes an unencrypted tunnel
C. establishes a secure tunnel

D. provides data integrity

ANSWER: D
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QUESTION NO: 6

Which two reconnaissance tools might an attacker use to scan for vulnerable network services and settings? (Choose two.)
A. bandwidth analyzer

B. intrusion detection

C. port scanner

D. password cracker
ANSWER: CD

QUESTION NO: 7

Which two remote access methods are secure because they encrypt traffic? (Choose two.)
A. IPsec-AH

B. SSH

C. VPN

D. Telnet

E. rlogin
ANSWER: B C

QUESTION NO: 8

From which resource can a Palo Alto Networks firewall get URL category information for URLs whose categories cannot be
found on the firewall?

A. App-ID database
B. WildFire

C. PDF file

D. PAN-DB database

ANSWER: D
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QUESTION NO: 9

During which step of the cyber-attack lifecycle is a user’'s web browser redirected to a webpage that automatically downloads
malware to the endpoint?

A. delivery
B. weaponization
C. reconnaissance

D. command-and-control
ANSWER: A

QUESTION NO: 10

Which two types of SaaS applications are allowed by an IT department? (Choose two.)
A. tolerated

B. certified

C. sanctioned

D. unsanctioned

ANSWER: AC

Explanation:

Reference: https://www.paloaltonetworks.com/cyberpedia/saas-security
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