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Topic Break Down

Topic No. of Questions

Topic 1, New Update 248

Topic 2, Mixed questions 48

Topic 3, Describe cloud concepts 31

Topic 4, Describe core Microsoft 365 services and concepts 79

Topic 5, Describe security, compliance, privacy, and trust in Microsoft 365 90

Topic 6, Describe Microsoft 365 pricing and support options 47

Total 543
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QUESTION NO: 1

You are utilizing Microsoft Business Products. Upon attempting to create a support request, you encounter the following 
message: "You don't have permission to access this page or perform this action."
You need to determine the reason for this error message. What is the most likely cause?

A. Your password is expired

B. Your account is disabled

C. Your company does not have Premier support

D. Your account is not a member of the global admin role

ANSWER: D 

Explanation:

The most likely cause of this message is that your account does not have the necessary permissions to access the page or 
perform the action. This typically occurs if your account is not assigned to a role that has administrative privileges, such as 
the global admin role. For more information on administrative roles and permissions, you can refer to the Microsoft official 
documentation: https://docs.microsoft.com/en-us/office365/admin/add-users/about-admin-roles?view=o365-worldwide

QUESTION NO: 2

A company plans to implement Microsoft Threat Protection.

The objective is to safeguard Windows 10 client computers from malicious viruses while also detecting unauthorized use of 
cloud applications by end users.

Which two Microsoft Threat Protection solutions should be selected to fulfill these requirements?

NOTE: Each correct selection is worth one point.

A. Azure Advanced Threat Protection

B. Microsoft Defender Advanced Threat Protection

C. Office 365 Advanced Threat Protection

D. Microsoft Cloud App Security

ANSWER: B D 

Explanation:
To protect Windows 10 client computers from malicious threats, Microsoft Defender for Endpoint (formerly known as 
Microsoft Defender Advanced Threat Protection) is essential. It provides advanced threat protection for client devices. To 
identify unauthorized cloud apps used by end users, Microsoft Cloud App Security is necessary as it offers detailed visibility 
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and control over cloud applications and services.https://docs.microsoft.com/en-us/microsoft-365/security/mtp/microsoft-365-
threat-protection

QUESTION NO: 3 - (HOTSPOT)

HOTSPOT

Instructions: For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

ANSWER:

Explanation:
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Reference: https://docs.microsoft.com/en-us/mem/endpoint-manager-overview

QUESTION NO: 4

You are the Microsoft 365 administrator for a company. Which two administrative roles can purchase additional licenses? 
Select each correct answer as it represents a complete solution. Note: Each correct selection is worth one point.

A. service administrator

B. user management administrator

C. global administrator

D. billing administrator

ANSWER: C D 

Explanation:

Reference: https://docs.microsoft.com/en-us/office365/admin/subscriptions-and-billing/buy-licenses?view=o365-worldwide

QUESTION NO: 5 - (DRAG DROP)

DRAG DROP

Match each authentication identity to its scenario. To answer, drag the appropriate authentication identity from the column on 
the left to its scenario on the right. Each authentication identity may be used once, more than once, or not at all.

NOTE: Each correct match is worth one point.

Select and Place:

ANSWER:

https://dumpsarena.co/
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Explanation:

Reference: https://docs.microsoft.com/en-us/microsoft-365/enterprise/about-microsoft-365-identity 
https://mikeparker365.co.uk/2018/09/19/how-to-secure-exchange-2016-with-azure-ad-part-2-hybrid-modern-authentication/

QUESTION NO: 6

As a Microsoft 365 administrator for your company, you are tasked with ensuring the security of your organization’s data. 
Which two strategies can you implement to achieve this goal? Each correct answer provides a complete solution.

Note: Each correct selection earns one point.

A. service-level encryption using customer-provided key

B. tenant-dedicated Microsoft Azure AD encryption using customer-provided key

C. single-tenant infrastructure partitions for sensitive data

D. data transfer using transport-layer security (TLS)

ANSWER: A D 

Explanation:

To ensure data security in Microsoft 365, you can use service-level encryption with a customer-provided key and secure data 
transfer through Transport Layer Security (TLS). These methods help protect sensitive information from unauthorized access 
by providing an additional layer of security. For more information, please refer to Microsoft's official documentation on Setting 
Up Customer Key.

QUESTION NO: 7

An organization utilizes Microsoft 365 Business for securing their data. However, several users have installed the 
organization’s data onto their personal tablets and phones. As a part of your responsibility, ensuring the protection of the 
organization’s data stored on these users’ devices is crucial.

Which three features can aid in securing these devices? Please note that each correct option represents a comprehensive 
solution.

https://dumpsarena.co/
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NOTE: Every correct selection will grant one point.

A. Remotely wiping company data

B. Enabling Advanced Threat Protection for users

C. Disabling the device remotely

D. Automatically deleting files after 90 days of inactivity

E. Requiring users to have a PIN on their device

ANSWER: A D E 

Explanation:

You can manage many of the Microsoft 365 Business security features in the admin center, which gives you a simplified way 
to turn these features on or off. In the admin center, you can do the following:

Set application management settings for Android or iOS devices.

These settings include deleting files from an inactive device after a set period, encrypting work files, requiring that users set 
a PIN, and so on.

Set application protection settings for Windows 10 devices.

These settings can be applied to company data on both company-owned, or personally owned devices.

Set device protection settings for Windows 10 devices.

You can enable BitLocker encryption to help protect data in case a device is lost or stolen, and enable Windows Exploit 
Guard to provide advanced protection against ransomware.

Remove company data from devices.

You can remotely wipe company data if a device is lost, stolen, or an employee leaves your company.

Reset Windows 10 devices to their factory settings.

You can reset any Windows 10 devices that have device protection settings applied to them.

References:

https://docs.microsoft.com/en-us/microsoft-365/business/security-features

QUESTION NO: 8

After obtaining a Microsoft 365 E5 subscription, you are responsible for implementing various security features.

Currently, you are setting up a security feature that enables you to manage and restrict how Microsoft support engineers 
access data during help desk sessions.

Which feature are you configuring?

A. Customer Lockbox.

https://dumpsarena.co/
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B. Data Governance.

C. Data Loss Prevention.

D. Microsoft Office 365 Advanced Threat Protection.

ANSWER: A 

Explanation:
The correct answer is Customer Lockbox. This feature ensures that Microsoft support engineers can only access your data 
with your explicit approval during support issues. It provides an additional layer of control, ensuring that data access is 
compliant with your organizational policies. For more information, please refer to the official documentation: 
https://docs.microsoft.com/en-us/microsoft-365/compliance/customer-lockbox-requests

QUESTION NO: 9 - (DRAG DROP)

DRAG DROP

An organization is moving to Microsoft Azure and Microsoft 365.

You need to classify the following components:

 website hosting

 a virtual machine that runs Linux  document storage that uses OneDrive for Business

Match each component to its classification. To answer, drag the appropriate components from the column on the left to its 
classifications on the right. Each component may be used once, more than once, or not at all.

NOTE: Each correct selection is worth one point.

Select and Place:

ANSWER:
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QUESTION NO: 10

A company has implemented Microsoft 365 and intends to deploy Microsoft 365 Apps for enterprise to their client computers 
directly from the cloud. What solution should they choose to meet this requirement?

A. Microsoft Remote Connectivity Analyzer

B. Office Deployment Tool

C. Windows Update

D. Microsoft PastTrade

ANSWER: B 

Explanation:
The Office Deployment Tool (ODT) is a command-line tool that you can use to download and deploy Click-to-Run versions of 
Office, such as Microsoft 365 Apps for enterprise, to computers from the cloud. For more information, you can visit the 
official Microsoft documentation here.

QUESTION NO: 11 - (HOTSPOT)

HOTSPOT

You are evaluating Office 365 ProPlus for a company.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

https://dumpsarena.co/
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ANSWER:

Explanation:

QUESTION NO: 12

A company has deployed Microsoft 365 and plans to implement sensitivity labels for data protection.

Your task is to determine the functionalities offered by sensitivity labels. Identify three capabilities of sensitivity labels that 
align with these plans.

Note: Each correct selection is worth one point.

A. Sensitivity labels can be customized.

B. Sensitivity labels can ensure that a document is retained indefinitely.

C. Sensitivity labels can trigger disposition reviews.

D. Sensitivity labels can be used to encrypt documents.

https://dumpsarena.co/
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E. Sensitivity labels can automatically be applied to documents.

ANSWER: A D E 

Explanation:

With sensitivity labels you can classify and help protect your sensitive content. Protection options include labels, watermarks, 
and encryption.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=o365-worldwide

QUESTION NO: 13

A company is considering adopting Microsoft 365 and is evaluating various purchasing options.

Your task is to identify the advantages of selecting an Enterprise Agreement.

Which of the following is a benefit of an Enterprise Agreement?

A. All licenses are perpetual

B. Simplified per-device licensing model.

C. Simplified non-expiring licensing model

D. Locked-in pricing for the duration of the term.

ANSWER: C 

Explanation:

An Enterprise Agreement is designed for organizations with 500 or more users or devices. It offers several benefits, including 
simplified and more flexible license management, lower costs on a per-license basis, and more predictable budgeting over 
the duration of the term. These agreements often provide perpetual licensing rights as long as you are within compliance. 
For more details, refer to the official documentation: https://www.microsoft.com/en-us/licensing/licensing-
programs/enterprise.aspx.

QUESTION NO: 14 - (SIMULATION)

A company is evaluating Microsoft 365.

You need to determine the endpoint management capabilities of Microsoft 365.

Select the answer that correctly completes the sentence.
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ANSWER: Seetheanswerbelowinexplanation.

Explanation:

Answer is Azure Virtual Desktop

QUESTION NO: 15

A company is evaluating the deployment options for Microsoft 365 Apps for enterprise. Which two tools can be used to 
deploy Microsoft 365 Apps? Each correct selection is worth one point.

A. Office Customization Tool

B. Microsoft Deployment Toolkit

C. Office Deployment Tool

D. Microsoft Support and Recovery Assistant

ANSWER: B C 

Explanation:
The Microsoft Deployment Toolkit and the Office Deployment Tool are both critical tools for deploying Microsoft 365 Apps. 
The Office Deployment Tool allows organizations to download, customize, and install Office products directly. Meanwhile, 
the Microsoft Deployment Toolkit (MDT) provides a set of tools and guidance for automating desktop and server 
deployments. Both are instrumental in ensuring that Microsoft 365 Apps are deployed efficiently and in line with 
organizational requirements.

QUESTION NO: 16

Your business acquaintance from another company has sent you a document secured with Azure Information Protection 
(AIP). However, you are unable to access the document because your user account cannot be authenticated by your 
company's Azure Active Directory. To successfully open and access the document, what action should you take?

A. Implement Azure Rights Management (RMS) for individuals for the user account.

https://dumpsarena.co/
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B. Implement Information Rights Management (IRM) for the Office application.

C. Upgrade your account to include AIP for Office 365.

ANSWER: A 

Explanation:

To access documents protected by Azure Information Protection when your account lacks the necessary permissions, 
implementing Azure Rights Management (RMS) for individuals allows you to authenticate and gain access to the document.
https://docs.microsoft.com/en-us/azure/information-protection/rms-for-individuals

QUESTION NO: 17

As the Microsoft 365 administrator for your organization, you are tasked with ensuring that users within the IT department 
have access to new Office 365 preview features prior to their general deployment within the company. Which two actions 
should be taken to accomplish this task? Each correct selection contributes to the solution.

NOTE: Each correct choice is worth one point.

A. Instruct users to navigate to http://insider.office.com and sign up for Office Insider.

B. Instruct users to update Office ProPlus.

C. In the organizational profile, set the update preference to Targeted release for selected users.

D. Instruct users to uninstall Office ProPlus and then reinstall the software.

E. In the organizational profile, set the update preference to Standard release.

ANSWER: A C 

Explanation:

Reference: https://insider.office.com/en-us/ https://docs.microsoft.com/en-us/office365/admin/manage/release-options-in-
office-365?view=o365-worldwide

QUESTION NO: 18

A company is planning to deploy a solution to manage its Windows 10 computers. Some of these computers are connected 
to the corporate network, while others are connected to the internet. The solution must fulfill the following requirements:
Deploy an operating system to the computers.
Join the computers to an on-premises Active Directory domain.
Install Windows updates on the computers.

Which solution should you choose to meet these requirements?

A. Microsoft Endpoint Manager

B. Microsoft Intune

https://dumpsarena.co/
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C. Windows Autopilot

D. Configuration Manager

ANSWER: A 

Explanation:

Endpoint Manager includes the services and tools you use to manage and monitor mobile devices, desktop computers, 
virtual machines, embedded devices, and servers. Endpoint Manager combines services, including Microsoft Intune, 
Configuration Manager, Desktop Analytics, co-management, and Windows Autopilot.

Reference: https://docs.microsoft.com/en-us/mem/endpoint-manager-overview

QUESTION NO: 19

Your company is planning to migrate its server environment to the cloud. You are tasked with selecting a cloud model that 
enables an upgrade of the current email environment while also minimizing server and application maintenance efforts. You 
need to ensure these objectives are met. Will recommending the Infrastructure as a Service (IaaS) model fulfill these 
requirements?

A. Yes

B. No

ANSWER: B 

Explanation:
Infrastructure as a Service (IaaS) provides virtualized computing resources over the internet. It offers flexibility and control 
over IT resources and is typically used for scenarios where organizations want to have more control over their infrastructure. 
However, upgrading an email environment while reducing server and application maintenance is more closely aligned with a 
Platform as a Service (PaaS) or Software as a Service (SaaS) solution, where the provider manages the underlying 
infrastructure and maintenance tasks. For email, SaaS solutions like Microsoft 365 streamline maintenance and upgrades. 
https://www.microsoft.com/en-us/microsoft-365

QUESTION NO: 20

Your organization has a Microsoft Office 365 subscription, and as the subscription administrator, you are responsible for 
assigning Microsoft 365 licenses to a department. The specific department does not require audio-conferencing capabilities 
but does need office desktop applications to perform their tasks effectively. Which of the following licenses would be suitable 
to meet these needs?

A. Office 365 ProPlus

B. Microsoft 365 E1

C. Office 365 E3

https://dumpsarena.co/
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D. Office 365 E5

ANSWER: C 

Explanation:
Office 365 E3 offers a comprehensive suite of Office desktop applications without including features like audio-conferencing, 
which fits the department's requirements. For more details on available plans, refer to the official documentation: 
https://www.microsoft.com/en-us/microsoft-365/compare-all-microsoft-365-plans.
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