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QUESTION NO: 1

Which of the following best describes the largest security challenge for Remote Offices/Branch Offices? 

A. Leased-line security

B. Salami attacks

C. Unauthorized network connectivity

D. Distributed denial-of-service attacks

E. Secure access to remote organizational resources

ANSWER: E 

QUESTION NO: 2

To comply with the secure design principle of fail-safe defaults, what must a system do if it receives an instruction it does not 
understand? The system should:

A. send the instruction to a peer server, to see if the peer can execute. 

B. not attempt to execute the instruction.

C. close the connection, and refuse all further traffic from the originator.

D. not launch its debugging features, and attempt to resolve the instruction. 

E. search for a close match in the instruction set it understands.

ANSWER: B 

QUESTION NO: 3

Which of the following should be included in an enterprise Business Continuity Plan (BCP)? (Choose THREE.)

A. Accidental or intentional data deletion

B. Severe weather disasters 

C. Employee terminations

D. Employee administrative leave

E. Minor power outages
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ANSWER: A B E 

QUESTION NO: 4

Which of the following are appropriate uses of asymmetric encryption? (Choose THREE.)

A. Authentication

B. Secure key-exchange mechanisms 

C. Public Web site access

D. Data-integrity checking 

E. Sneaker net

ANSWER: A B D 

QUESTION NO: 5

You are a system administrator managing a pool of database servers. Your software vendor releases a service pack, with 
many new features. What should you do? (Choose TWO.)

A. Eliminate the testing phase of change control.

B. Read the release notes

C. Refuse to install the service pack. 

D. Install the service pack on all production database servers.

E. Install the service pack on a database server, in a test environment.

ANSWER: B E 

QUESTION NO: 6

Which of the following calculations is used when selecting countermeasures? 

A. Annualized Rate of Occurrence

B. Single Loss Expectancy

C. Annualized Loss Expectancy

D. Business Impact Analysis
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E. Business Continuity Plan

ANSWER: C 

QUESTION NO: 7

_________ intrusion detection involves comparing traffic to known characteristics of malicious traffic, known as attack 
signatures. 

A. Pattern matching

B. Statistical anomaly

C. Behavioral analysis

D. Host

E. Network

ANSWER: A 

QUESTION NO: 8

When attempting to identify OPSEC indicators, information-security professionals must: (Choose THREE.)

A. Discover the information daily activities yield.

B. Meet with adversaries. 

C. Perform business impact analysis surveys.

D. Scrutinize their organizations' daily activities.

E. Analyze indicators, to determine the information an adversary can glean both from routine and nonroutine activities.

ANSWER: A D E 

QUESTION NO: 9

All of the following are possible configurations for a corporate intranet, EXCEPT: 

A. Value-added network

B. Wide-area network

C. Campus-area network
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D. Metropolitan-area network

E. Local-area network

ANSWER: A 

QUESTION NO: 10

Which of the following statements about encryption's benefits is false? Encryption can: (Choose TWO.)

A. significantly reduce the chance information will be modified by unauthorized entities.

B. only be used to protect data in transit. Encryption provides no protection to stored data. 

C. allow private information to be sent over public networks, in relative safety.

D. significantly reduce the chance information will be viewed by unauthorized entities.

E. prevent information from being destroyed by malicious entities, while in transit.

ANSWER: B E 
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