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QUESTION NO: 1

You’re the WLAN administrator for a large retailer based at the HQ in New York. The London-based office has been 
complaining about WLAN disconnections around lunch time each day. You suspect this might be interference from the staff 
microwave, how might you test your theory from the New York office?

A. Access the microwave remotely and run a diagnostic check

B. Ask a local member of staff to take some pictures of the microwave, including some close-ups of the door seal so that you 
can access it

C. Place one of the London APs into spectrum analyzer mode and monitor the situation over lunch time

D. Ask a local member of staff to change the frequency of the microwave and see if the disconnections stop

ANSWER: A 

QUESTION NO: 2

After examining a Beacon frame decode you see the SSID Element has a length of 0. What do you conclude about this 
frame?

A. The frame is corrupted

B. This is a common attack on WISP backend SQL databases

C. The beacon is from a BSS configured to hide the SSID

D. SSID elements always have a length of 0

ANSWER: C 

QUESTION NO: 3

Prior to a retransmission what happens to the CWmax value?

A. Reset to 0

B. Doubles and increases by 1

C. Increases by 1

D. Set to the value of the AIFSN
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ANSWER: B 

QUESTION NO: 4

You are troubleshooting a client that is experiencing slow WLAN performance. As part of the troubleshooting activity, you 
start a packet capture on your laptop close to the client device. While analyzing the packets, you suspect that you have not 
captured all packets transmitted by the client. By analyzing the trace file, how can you confirm if you have missing packets?

A. Look for gaps in the sequence number in MAC header

B. Protocol Analyzers show the number of missing packets in their statistics view

C. Retransmission are an indication of missing packets 

D. The missing packets will be shown as CRC errored packets

ANSWER: C 

QUESTION NO: 5

The graphic below shows the spectral signature for which device?

A. Bluetooth

B. Microwave oven

C. 40 MHz OFDM
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D. 20 MHz DSSS

ANSWER: B 

Explanation:

0CB84EF020870C137158A568970423A4

QUESTION NO: 6

A client is operating in an unstable RF environment. Out of five data frames transmitted to the client it only receives four. The 
client sends a Block Ack to acknowledge the receipt of these four frames but due to frame corruption the Block Ack is not 
received by the AP. Which frames will be transmitted?

A. Only the data frame which was corrupted

B. Both the corrupted data and Block Ack

C. All data frames

D. Only the Block Ack

ANSWER: D 

QUESTION NO: 7

Finish the statement. It is possible to distinguish between _______and ______20 MHz transmissions when looking at an 
FFT plot.

A. HR/DSSS and ERP

B. ERP and VHT

C. HT and VHT

D. OFDM and HT

ANSWER: C 

QUESTION NO: 8

A PHY Header is added to the PSDU at which sub-layer?

A. LLC

B. MAC
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C. PLCP

D. PMD

ANSWER: C 

Explanation:

The PLCP adds a preamble and PHY header to the PSDU.

Reference: https://dot11ap.wordpress.com/define-terminology-related-to-the-mac-phy/

QUESTION NO: 9

What should the To DS and From DS flags be to set to in an Association Response frame?

A. To DS = 0, From DS = 0

B. To DS = 0, From DS = 1

C. To DS = 1, From DS = 0

D. To DS = 1, From DS = 1

ANSWER: A 

Explanation:

Reference: https://dalewifisec.wordpress.com/2014/05/17/the-to-ds-and-from-ds-fields/

QUESTION NO: 10

The network administrator at ABC Engineering has taken a large packet capture from one of their APs running in monitor 
mode. She has very little knowledge of 802.11 protocols but would like to use the capture file to evaluate the overall health 
and performance of their wireless network. When she asks your advice, which tool do you recommend she opens the packet 
capture file with?

A. Capture visualization tool

B. Protocol analyzer

C. Spectrum analyzer

D. WLAN scanner

ANSWER: B 
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