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QUESTION NO: 1

Which of the following Privileged Session Management (PSM) solutions support live monitoring of active sessions?
A. PSM (i.e., launching connections by clicking on the connect button in the Password Vault Web Access (PVWA)
B. PSM for Windows (previously known as RDP Proxy)

C. PSM for SSH (previously known as PSM-SSH Proxy)

D. All of the above
ANSWER: D

QUESTION NO: 2

Users are unable to launch Web Type Connection components from the PSM server. Your manager asked you to open the
case with CyberArk Support.

Which logs will help the CyberArk Support Team debug the issue? (Choose three.)
A. PSMConsole.log

B. PSMDebug.log

C. PSMTrace.log

D. .Component.log

E. PMconsole.log

F. ITAlog.log

ANSWER:BCF

Explanation:

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/11.6/en/Content/PSMC/PSMC_ Troubleshooting.htm

QUESTION NO: 3

Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to be
accessible upon a planned Vault restart? (Choose three.)

A. Store the CD in a physical safe and mount the CD every time Vault maintenance is performed
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B. Copy the entire contents of the CD to the system Safe on the Vault
C. Copy the entire contents of the CD to a folder on the Vault Server and secure it with NTFS permissions

D. Store the server key in a Hardware Security Module (HSM) and copy the rest the keys from the CD to a folder on the
Vault Server and secure it with NTFS permissions

ANSWER: ACD

QUESTION NO: 4

You are onboarding an account that is not supported out of the box.

What should you do first to obtain a platform to import?

A. Create a service ticket in the customer portal explaining the requirements of the custom platform.
B. Search common community portals like stackoverflow, reddit, github for an existing platform.

C. From the platforms page, uncheck the “Hide non-supported platforms” checkbox and see if a platform meeting your needs
appears.

D. Visit the CyberArk marketplace and search for a platform that meets your needs.

ANSWER: A

QUESTION NO: 5

You have been asked to secure a set of shared accounts in CyberArk whose passwords will need to be used by end users.
The account owner wants to be able to track who was using an account at any given moment.

Which security configuration should you recommend?

A. Configure one-time passwords for the appropriate platform in Master Policy.

B. Configure shared account mode on the appropriate safe.

C. Configure both one-time passwords and exclusive access for the appropriate platform in Master Policy.

D. Configure object level access control on the appropriate safe.

ANSWER: D

QUESTION NO: 6
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What is the name of the Platform parameter that controls how long a password will stay valid when One Time Passwords are
enabled via the Master Policy?

A. MinValidityPeriod
B. Interval
C. Immediatelnterval

D. Timeout
ANSWER: D

QUESTION NO: 7

Which of the following properties are mandatory when adding accounts from a file? (Choose three.)
A. Safe Name

B. Platform ID

C. All required properties specified in the Platform

D. Username

E. Address

F. Hostname

ANSWER: ABC

Explanation:

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/NewUI/NewUI-Add-multiple-accounts-
in-PVWA htm
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Accounts file®

Password parameters that are uploaded to the Vault are stored in a text file as

Comma Separated Values (CSV) according to the downloaded template.

The first row in the template file contains the names of the password properties as

specified in the Create bulk upload of accounts API. The remaining lines in the file

represent account objects and the properties of the account according to the

properties in the first row of the file.

In order to add multiple accounts using a file, you need to create a CSV file that

contains all the accounts that you want to upload, and the relevant properties for each

account,

QUESTION NO: 8 - (DRAG DROP)

DRAG DROP

Arrange the steps to restore a Vault using PARestore for a Backup in the correct sequence.

Select and Place:

Answer Area
Unordered Options

BackupFilesDeletion=No

CAVaultManager RestoreDB

BackupFilesDeletion=Yes,24,1,5,7d

CAVaultManager RecoverBackupFiles

PARestore vault.ini operator /FullVaultRestore

ANSWER:

Ordered Response
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Answer Area
Unordered Options Ordered Response
CAVaultManager RecoverBackupFiles
CAVaultManager RestoreDB
BackupFilesDeletion=Yes,24,1,5,7d
PARestore vault.ini operator /FullVaultRestore

BackupFilesDeletion=No

Explanation:

QUESTION NO: 9

Secure Connect provides the following features. (Choose all that apply.)
A. PSM connections to target devices that are not managed by CyberArk.
B. Session Recording.

C. real-time live session monitoring.

D. PSM connections from a terminal without the need to login to the PVWA.

ANSWER: ABC

Explanation:

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Connecting-with-Secure-
Connect.htm

QUESTION NO: 10

When a group is granted the 'Authorize Account Requests' permission on a safe Dual Control requests must be approved by
A. Any one person from that group

B. Every person from that group

C. The number of persons specified by the Master Policy

D. That access cannot be granted to groups

ANSWER: C
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Explanation:

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Dual-Control.htm#Confirmi
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