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QUESTION NO: 1

You work as an IT security auditor hired by a law firm in Boston. You have been assigned the responsibility to audit the client
for security risks. When assessing the risk to the clients network, what step should you take first?

A. Analyzing, categorizing and prioritizing resources
B. Evaluating the existing perimeter and internal security
C. Checking for a written security policy

D. Analyzing the use of existing management and control architecture

ANSWER: C

QUESTION NO: 2

HTTP protocol specifies that arbitrary binary characters can be passed within the URL by using %xx notation, where 'xx' is
the

A. ASCII value of the character
B. Binary value of the character
C. Decimal value of the character

D. Hex value of the character

ANSWER: D

QUESTION NO: 3

Identify the correct formula for Return on Investment (ROI).

A. ROI = ((Expected Returns — Cost of Investment) / Cost of Investment) * 100
B. ROI = (Expected Returns + Cost of Investment) / Cost of Investment

C. ROI = (Expected Returns Cost of Investment) / Cost of Investment

D. ROI = ((Expected Returns + Cost of Investment) / Cost of Investment) * 100
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ANSWER: C

QUESTION NO: 4
Meyer Electronics Systems just recently had a number of laptops stolen out of their office. On these
laptops contained sensitive corporate information regarding patents and company strategies.

A month after the laptops were stolen, a competing company was found to have just developed products that almost exactly
duplicated products that Meyer produces.

What could have prevented this information from being stolen from the laptops?
A. SDW Encryption
B. EFS Encryption
C. DFS Encryption

D. IPS Encryption

ANSWER: B

QUESTION NO: 5

You setup SNMP in multiple offices of your company. Your SNMP software manager is not receiving data from other offices
like it is for your main office. You suspect that firewall changes are to blame.

What ports should you open for SNMP to work through Firewalls. (Select 2)
A. 162
B. 160
C. 161
D. 163

ANSWER: AC
QUESTION NO: 6

What is the following command trying to accomplish?

A. Verify that NETBIOS is running for the 192.168.0.0 network
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B. Verify that TCP port 445 is open for the 192.168.0.0 network
C. Verify that UDP port 445 is open for the 192.168.0.0 network

D. Verify that UDP port 445 is closed for the 192.168.0.0 networks

ANSWER: C

QUESTION NO: 7

After passing her CEH exam, Carol wants to ensure that her network is completely secure. She implements

a DMZ, statefull firewall, NAT, IPSEC, and a packet filtering firewall. Since all security measures were taken, none of the
hosts on her network can reach the Internet.

Why is that?

A. IPSEC does not work with packet filtering firewalls
B. NAT does not work with IPSEC

C. NAT does not work with statefull firewalls

D. Statefull firewalls do not work with packet filtering firewalls

ANSWER: B

QUESTION NO: 8

Identify the attack represented in the diagram below:
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A. Input Validation

B. Session Hijacking
C. SQL Injection

D. Denial-of-Service

ANSWER: B

QUESTION NO: 9

Rules of Engagement (ROE) document provides certain rights and restriction to the test team for performing the test and
helps testers to overcome legal, federal, and policy-related restrictions to use different penetration testing tools and
techniques.
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F Rulesaf Engagement Template . |

DATE: [Date]

TO: [Name and Address of NASA Official]

FROM: [Name and Address of Third Party performing the Penetration Testing]

CC: [Name and Address of Interested NASA Officials]

RE: Rules of Engagement to Perform a Limuted Penetration Test in Support of
[required acriviny]

[Name of third parry] has been contracted by the National Aeronautics and Space Admunistration)
(NASA). [Name of requesting organization] to perform an audit of NASA's [Name of risk

assessment target]. The corresponding task-order requires the performance of penetration test
procedures to assess external and internal vulnerabilities. The purpose of having the “Rules of
Engagement’ is to clearly establish the scope of work and the procedures that will and will not
| be performed, by dcfmirm-_cts, time frames. test rules, and points of contact. w |

What is the last step in preparing a Rules of Engagement (ROE) document?
A. Conduct a brainstorming session with top management and technical teams
B. Decide the desired depth for penetration testing

C. Conduct a brainstorming session with top management and technical teams

D. Have pre-contract discussions with different pen-testers

ANSWER: C
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