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QUESTION NO: 1

Examine the following topology shown in the exhibit, then answer the following question:

Webserver

port2
portl S

FGT1

Which of the following configuration tasks are applicable to secure Webserver from known threats? (Choose two.)
A. Apply an SSL inspection profile configured for protecting SSL server.

B. Apply an antivirus profile to the port1 -> port2 firewall policy.

C. Apply an SSL inspection profile configured for full SSL inspection.

D. Apply a web filter profile to the port1 -> port2 firewall policy.

ANSWER: AB

QUESTION NO: 2

Which FortiSandbox diagnostic command should you use to diagnose Internet connectivity issues on port3?
A. ping
B. tcpdump

C. test-network
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D. traceroute

ANSWER: C

QUESTION NO: 3

Examine the FortiClient configuration shown in the exhibit. then answer the following question:

Enable FortiSandbox Detection & Analysis |

Address [10.200.4.213 " Test

'« | Wait for FortiSandbox results before allowing file access

Timeout:|0 seconds

Deny Access to file if sandbox is unreachable

What is the general rule you should follow when configuring the Timeout value for files submitted to FortiSandbox?
A. It should be long enough for FortiSandbox to complete an antivirus scan of files.

B. It should be long enough for FortiSandbox to complete a cloud query of file hashes.

C. It should be long enough for FortiSandbox to complete sandbox analysis of files.

D. It should be long enough for FortiSandbox to complete a static analysis of files.

ANSWER: C

Explanation:

Reference https://help.fortinet.com/fclient/olh/5-6-6/FortiClient-5.6-
Admin/800_Sandbox%20Detection/0605_Config%20submission%20and%20remediation.h tm

QUESTION NO: 4

What information does a scan job report include? (Choose two.)
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A. Updates to the antivirus database
B. Summary of the file activity
C. Details about system files deleted of modified

D. Changes to the FortiSandbox configuration

ANSWER: B C

QUESTION NO: 5

Examine the Suspicious Indicators section of the scan job shown in the exhibit, then answer the following question:

=] Suspicious Indicators (&)
ssssenewew collecgetlcon CVE-2009-0972 detected collab.getlcon
essemmnenn collectgetlcon CVE-2009-0972 detected Collab.getlcon collab.geticon
ssssmeee e collectEmailinfo CVE-2007-5659 detected Collab.collectEmailinfo
ssssesmeee ShellcodePattern detected

esssewewee Warning detected /fwarning CVE-NO-MATCH Shellcode Engine Binary Threshold

Which FortiSandbox component identified the vulnerability exploits?
A. VM scan

B. Antivirus scan

C. Static analysis

D. Cache check

ANSWER: C
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